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Chapter 1

Introduction

The Java™ Application Verification Kit (AVK) for the Enterprise is part of the Java Verification Program.
The program is designed to identify enterprise applications — developed using Java 2 Platform,
Enterprise Edition (J2EE™) technology — that are intended to be portable across different
implementations of the J2EE platform. The Java AVK for the Enterprise tests the applications for
portability across J2EE technology-compatible servers. It tests for correct use of the |2EE APIs,
scans source code for nonportable APIs, and helps developers avoid inadvertently writing
nonportable code.

The J2EE platform extends the portability benefits of the Java programming language to the
enterprise, providing a single set of specifications for application servers and an extensive set of
compatibility tests. It enables organizations to run applications across different types of |]2EE
technology-compatible servers. Given the large investments most businesses have in client-server
applications, the J2EE platform can offer companies significant savings in both development time
and money by reducing the need to install and test across multiple application servers. With J2EE
technology’s portability features, there is little or no need to rewrite code for different servers.

Regardless of which product is used to develop enterprise applications, organizations need to
ensure that their code will easily port from one application server to another. To do this, they need
to make sure that the code does not use vendor-specific extensions to the J2EE platform and that it
meets the responsibilities for applications stated in the |2EE specifications.
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Java Verification Program

The )ava Verification Program goes beyond the Java AVK for the Enterprise toolkit, and includes a
list of criteria that must be met to receive the right to use the Java Verified™ logo for the tested
application. The list of criteria is set for the JavaServer Pages™ (JSP™), Java Servlet, and
Enterprise JavaBeans™ (EJB") specifications; the Java AVK for the Enterprise toolkit can be used in
part to meet these criteria.

The Java Verification Program is an indication that the developer of the application is actively
seeking to provide support for multiple J2EE technology-compatible application servers. And it can

provide a key market differentiator for developers who have Java Verified applications.

Why Use the Java AVK for the Enterprise?

The Java AVK for the Enterprise is a toolkit intended to help developers test applications created
using |2EE technology for correct use of the |2EE APIs as well as for portability across |2EE
technology-compatible servers. The Java AVK for the Enterprise toolkit is targeted at the applications
that run on a J2EE technology-based server. Once the application is verified, it is said to be portable or
easily portable to any |2EE technology-compatible application server. The Compatibility Test Suite
(CTS) is a set of tests and rules that are applied to the application servers. Once an application
server meets the CTS requirements, it is considered J2EE technology compatible.

Application developers use the Java AVK for the Enterprise toolkit to identify portability
problems in their application. The toolkit provides tools and guidelines for testing a |2EE
technology-based application for portability, and sets the standard for |2EE application portability.
Tools include the following:

* The Sun Java System Application Server Platform Edition 8 (“the Application Server”), which is
the first compatible production-grade implementation of the |2EE 1.4 specification and is used
for logging public API invocations at runtime

 The static archive testing tool, which contains hundreds of tests based on assertions from all
J2EE specifications

* The code scanning tool, which scans source code for nonportable APIs

e The reporting tool, which summarizes results from the tests run

Creating Portable Applications: Using Java BluePrints

The Java BluePrints Program provides an extensive set of guidelines, design patterns, and sample
applications that serve as models for developers writing portable applications. In particular, the
Java Pet Store and Adventure Builder sample applications demonstrate how to use the capabilities
of the J2EE platform to develop robust, scalable, portable, and maintainable e-business
applications. Sun recommends that anyone implementing a J2EE application study these
applications. For more information about Java BluePrints, see ht t p: / / j ava. sun. com

bl ueprints.

How to Use the Java AVK for the Enterprise

One way to help ensure portability across |2EE technology-compatible servers is to run the
application on all available servers. However, this is not a practical approach from either an

economic or schedule point of view. The approach taken with the Java AVK for the Enterprise is to

© 2004 Sun Microsystems, Inc.
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run the application on at least one J2EE technology-compatible server as well as the Application
Server. The Application Server is the first compatible production-grade implementation of the |2EE
1.4 specification. This product provides extensive support for web services, including the
industry’s most complete support for WS-l Basic Profile. Furthermore, it is also the first application
server to provide integrated support for JavaServer™ Faces technology. The Application Server
includes various tools to help developers prototype |2EE applications and learn about the |2EE
platform and

technologies. Although the Application Server does contain proprietary APIs, the Java AVK for the
Enterprise code scanning tool searches for those specific APIs and reports all such findings. The
Java AVK for the Enterprise requires an application to use the Application Server to confirm that it
runs on a correct implementation of the |2EE platform.

The Java AVK for the Enterprise uses a self-verification approach to verifying applications. That
means that the developer deploys and runs the application on the Application Server, exercises the
application using existing test suites or manual tests, and then generates the results and reviews
them for correctness. The Application Server supplied with the Java AVK for the Enterprise has
been modified to log APl invocations in the application as it runs on the server. It also logs any
exceptions that are thrown during execution of the application. The server then generates the
results of the test runs. Finally, the reporting tool summarizes the results gathered during the
verification process based on the guidelines that have been established for the Java AVK for the
Enterprise.

This paper addresses the following areas:

« Internals of the Java AVK for the Enterprise
¢ Portability issues that are caught by the Java AVK for the Enterprise
¢ What is outside the scope of the toolkit
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Chapter 2

Internals of the Java AVK for the
Enterprise

The Java AVK for the Enterprise is made up of the following major components:
* Static verification
* Dynamic testing
* Reporting tool
* Portability guidelines
Together, these components look at various parts of the application for incompatibilities from the
specifications. Static verification reviews the deployable archive, validating the deployment
descriptors and the structure of the archive. Static verification also inspects the application source
code for nonportable APIs. Dynamic testing tracks the invocations made on the application and
whether the invocations were successful. The reporting tool generates reports from both static
verification and dynamic testing based on the portability guidelines described in the Java AVK for
the Enterprise User’s Guide. The portability guidelines are established based on good
programming practices.

Currently, the guidelines tracked by the Java AVK for the Enterprise are separate for EJB
components, Web components, and Web services. The complete set of guidelines is in the Java
Verification Program Manual. Below is a summary of those guidelines. J2EE applications may

include JSP, servlet, or EJB components.
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Criteria for Verifying EJB Components
¢ Pass all the static verification tests (warnings should be examined)
 Successfully exercise the application suite in the Application Server and invoke at least 80% of

the EJB and business logic methods (with no system exceptions)

Criteria for Verifying Web Components
¢ Pass all the static verification tests (warnings should be examined)

« Invoke all servlets and JSP pages with no compilation or run-time errors

Name all the |SP files with the . j sp extension or declare those |SP pages in the deployment
descriptors

¢ Provide a servlet mapping for all servlets in the web. xni file

Criteria for Verifying Web Services
¢ Pass all the static verification tests (warnings should be examined)
¢ Successfully exercise the application suite in the Application Server and invoke at least 80% of

the Web service endpoint interface methods (with no system exceptions)

Static Verification

The first step in verifying an application is static verification, and it is performed by calling two Ant
tasks. Static verification looks at both the deployable archive (static archive testing) and the
application source code (code scan testing). The tests that make up static archive testing are
largely taken from application/container contract sections of the specification. The tests check
that the application meets the contracts specified by the specifications that govern that behavior.
There are hundreds of tests that are part of static archive testing, and all are based on assertions
from the )2EE platform, JavaServer Pages, Java Servlet, |2EE Connector Architecture, and
Enterprise JavaBeans specifications.

The static archive tests report a status of Failure or Warning depending on how the assertion
is written. If the assertion contains the word “must” or “shall,” failure to meet the assertion is
reported as an failure. If the assertion contains the word “can” or “should,” failure to meet the
assertion is reported as a warning. All test assertions are normally run against each application.
The user may, however, choose to run only a subset of the tests against the application. For
example, the user may want to run only the E|B tests or the EJB and Connector tests. The user has
the option to run one or more from the following list: E|B, Web, Connector, application client, web
services, web services client, and application tests. By default only the Failures and the Warnings
are reported, but the user may request that all test results be reported. If the application does not
contain a particular J2EE component, such as servlet or EJB components, all tests based on that
component are marked as Not Applicable for that application. Finally, if the test passes, it is

marked as Passed.
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Static archive testing can be run by invoking the Ant task Ar chi veTest . A sample of this
Ant task is provided in the sanpl es directory of the AVK release. This task verifies that the
components referenced in the deployment descriptors that are needed for the application exist
in the application. For example, all Web welcome files are present, E|B references to another
component can be resolved, and tag libraries, servlet filters, and listener classes are also present
in the application bundle. Some basic semantic checks are run on the EJB QL that is used in a
bean. Additional tests validate for the following:
* Correct packaging of the JAR, WAR, or EAR files
* Method names
e Method signatures
¢ Matching return values between remote and local interfaces and the bean implementation
« Validation of enumerated values for many of the DTD tags

Code scan testing looks at the )2EE application source code tree for use of nonportable APIs.
The Sour ceScan Ant task scans Java and JSP files and for each file reports the nonportable APIs
that were found. It reports PASSED if nothing was found. The tool looks for methods in known Java
packages that are vendor-specific or methods that are in Java packages implementing features
that are currently optional in the platform. For example, the tool scans forcom i bm
webl ogi ¢, com sun. appserv ororg. j boss.

Static verification is a good first step because it can identify problems that may keep the
application from deploying or running properly. As time progresses, Sun will continue to update
the tool with additional tests from existing specifications as well as to add tests when new

specifications become part of the platform.

© 2004 Sun Microsystems, Inc.
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Dynamic Testing

The next step in the verification process is dynamic testing, which requires the application to
run on the Application Server. There are two parts to dynamic testing:

¢ Introspection, which compiles the master list of public APIs that must be called

¢ Instrumentation, which logs the calls to these APIs that are actually made

The list of APIs called and the master list are then used by the reporting tool to generate the
coverage numbers.

Introspection uses the Java Reflection API to compile the list of all application public EJB APIs.
This list of APIs is then pruned to the correct list of APIs that will be required to be invoked. For
example, finder methods, setters, and getters for the CMP and CMR fields are not required to be
called because the container actually invokes them. The Web components are generated by looking
at the file name suffixes (all . j sp files are assumed to be |SP pages) as well as by looking at
the deployment descriptors for mapping of JSP files and servlets. Finally, there is an exclude list
that contains the APIs that should be excluded from the master list. Currently ej bRenove is
on the exclude list. Any JSP that is included in another JSP using the i ncl ude directive is also
automatically excluded from the final list, because it will automatically be called when the parent
JSP is called. The exclude list is maintained by Sun Microsystems, and end users are not allowed to
modify the list. At the end of this step, we have the complete list of all APIs in the application to
be invoked.

Instrumentation logs the calls to the public APIs that were actually made. The Application
Server has been modified to log all invocations of the E|B public APIs in the application. In
addition, it logs whether those invocations were successful. At this point the testing process can
determine the use of proprietary APIs. All invocations through the E|B container and the Web
container are logged, including the method signature. If an exception is thrown, the exception
stack trace is also logged. Currently, the instrumentation tracks public EJB methods, the service
method for JSP files and servlets, and the onMessage method for message-driven beans. The
developer can discover which APIs were called and whether the calls where successful by looking
at the reports generated by the reporting tool.

The master list and the instrumentation list are both generated when the server is shut
down. The instrumentation list is always generated in a unique file name. All files generated
by the instrumentation and introspection runs need to be cleared each time the application is
redeployed or a new application is deployed. Use the command r epor tt ool -
cl ear _resul tstodothis.

Outside the Scope of the Toolkit

The Java AVK for the Enterprise checks the application by looking at the EAR file or deployable unit
that contains class files and deployment descriptors. The toolkit scans source code looking for use
of vendor-specific APIs; however, it does so by scanning for known Java package names. In order to
find every use of proprietary server vendor code, the developer would need to exercise all branches
of all methods in the application. When vendor-specific code is executed on the Application Server,
an exception is thrown. The exception is then trapped by the instrumentation code and reported
as an error along with the information about the component that was invoked when the
exception was thrown. It is possible for an application that contains vendor-specific code to pass
static and dynamic testing if the vendor-specific APIs do not use the known Java package names or

if the methods containing vendor-specific code are not exercised at runtime.
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Limitations

There is limited checking for various components in this release of the Java AVK for the Enterprise.
Currently, there are static tests for Connectors; however, there is no instrumentation code for
runtime support. There is no instrumentation for servlet filters or listeners. One area where
portability problems may occur is in the SQL for entity beans that use bean-managed persistence.
There are no checks on that SQL, and only a subset of the Java Message Service (JMS) API is

instrumented. Finally, there are no tests for Section 25.1.2 of the E|B specification.

Reporting Tool

The reporting tool summarizes the results from both the static and dynamic runs. The reporting
tool also uses the guidelines in the User’s Guide to determine the status of the coverage numbers.
Currently, the guidelines state that for dynamic testing, 80% of the EJB public APIs must be
called, and 100% of the Web components must be called. If less than 80% of the EJB methods
are called, or if less than 100% of the Web components are called, it is reported as a failure. The
reporting tool reads in the results from the instrumentation runs. If there is more than one file for
instrumentation results, then all results are merged. The tool compares the master list from
the introspection to the final list from the instrumentation, tracking which EJB methods or
Web components were called and which were not, and whether any exceptions were thrown.
Finally, using XSLT and XSL style sheets, the final reports are generated.

Java AVK for the Enterprise - Suite Summary

[Click to See Static Archive Tests Summary|

Figure 2-2: Suite Summary

[Click to See Code Scanning Tests Summary|

EJB Method Coverage
EAR File Status
BankEAR Pazsed 100% of methods called
Activity SupplietEAR Passed 100% of methods called
LodgingSupplierEAR Pagzed 100% of methods called
AirineSupplierEAR Pagzed 100% of methods called
DrderProcessing CenterEAR Pazzed 90% of methods called

Web Component Coverage

Pazsed 100% of web components called

The results are organized so that the developer can quickly get an idea of the coverage
numbers for an application. The EJB and Web component results are summarized on the summary
page. To obtain a breakdown of the dynamic results for each, follow the links under the EJB and

Web component tables. To obtain a breakdown of the static results, click either the Static Archive
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Tests Summary button for archive test results or the Code Scanning Tests Summary button for
code scan results.

The static archive test summary results are grouped by specification. The application module
table lists the results of the tests that came from the |2EE platform specification; the Web module
table lists the results of the tests that came from the JavaServer Pages and Java Servlet
specifications; the EJB module table lists the results of the tests that came from the E|B
specification; and so on. Each table has up to four categories: Failure, Warning, Not Applicable,
and Passed. By default only the Failures and Warnings are reported. Click the Failures link to see
each test assertion, including a description of the test that the application did not pass. The
guidelines state that all failures must be corrected. The Not Applicable category lists the tests
that did not apply to the application. For example, if the application did not contain JSP pages,
then all tests from the JavaServer Pages specification would be marked Not Applicable. The
guidelines also recommend that all warnings be corrected.

The code scan test summary results are listed by Java and |SP files. All Java and JSP files found
are listed along with a status from the scan. All nonportable APIs found are listed for each file.

The dynamic test results are separated for EJB and Web components, and Web services are
included within those components, depending on how they were written. That is, if a Web service
is implemented as an EJB endpoint, it is listed with the EJB components. The Web components
summary page lists all the J]SP pages and servlet files that are part of the application and whether
each |SP page or servlet was called. In addition, if a ]SP page or servlet was called and there was
an exception, a link is created to a page that has the stack trace of the exception.

The EJB components are divided by application or EAR file. The guidelines state that 80% of
all public EJB methods must be invoked for each EAR file. The summary page shows the percentage
for each EAR file. The next level shows the coverage numbers for each bean within each EAR file.
And the last page shows the methods for each bean, including signatures, that were called and
the methods that were not called. Again, if the method was called and an exception was thrown,
the stack trace of the exception is displayed on an exception page.

The developer can quickly and easily see which EJB methods and Web components were not
called. At that time, he or she can, if necessary, go back and run tests to invoke those components. If
an exception was thrown, the developer has the name of the method or component that caused

the problem. Additional information may be available in the server log files.

Java AVK for the Enterprise: Part of the Development Cycle

The Java AVK for the Enterprise can be incorporated in the development process for J2EE
technology-based applications. The ideal way to promote and maintain portability in the application
being developed is to add verification to the development process itself. The Java AVK for the
Enterprise command-line tools can become part of the regular build cycle. By invoking command-
line tools such as the Ant tasks, the Application Server, the deploytool, and the reporting tool, you
can test the application for portability. It is up to the application developer to provide a set of
automated tests that exercise the application once it is deployed on the Application Server. By
running the application through the verification process on a regular basis, you can identify
portability problems early in the development cycle, soon after they are introduced.

In the case where the application is already developed, possibly by a third party, the best first
step in identifying portability problems is to run the application through code scanning tests, if

source code is available, and static archive tests. The Ant tasks are provided for this purpose. This
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step will identify problems in portability and will also identify potential issues that may keep the
application from deploying or running properly on the Application Server. The next challenge is to
run the application on the server and achieve the coverage numbers that are recommended by the
toolkit. This is made easier with the information provided by the reports. The developer can quickly
identify which APIs have not been covered in the initial testing, thereby pinpointing where further

testing is required.

Resolving Portability Issues

Use of server-specific features can make applications nonportable. However, the |2EE specifications
do allow vendors to provide value-added features in their servers. In order to maintain portability
and still take advantage of these features, the Java AVK for the Enterprise guidelines allow code
branching. The guideline states that the application must provide the same feature on all supported
application servers. Therefore, an application can use a feature that is specific to an application
server as long as the feature is supported in a portable way for other supported application
servers.

The EJB specification states that a bean cannot write directly to the file system. It is reasonable
to provide logging within the EJB component, but there is no defined behavior for a logging
mechanism in the J2EE platform. Typically, you discover this problem at runtime, when the E|B
attempts to write to the file system and the container throws a security violation exception. The
ideal solution would be to write a wrapper for logging. In the wrapper, the code can use a servlet
that is acting as a logging server or a message-driven bean to which it sends messages that are
logged. Further, the wrapper code can use a generic logging mechanism such as | 0g4j . Several
application servers do provide logging mechanisms, so the application can take advantage of that
feature by testing if a server-specific logging class exists. In this way the application can take
advantage of logging features provided by specific application servers, if available, and if not,

provide the same functionality using nonproprietary code.

© 2004 Sun Microsystems, Inc.
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Chapter 3

Summary

The J2EE platform provides developers with the ability to write applications that will run on
compatible J2EE application servers. The Java AVK for the Enterprise helps developers verify that
their applications are portable to these servers. It includes both static tests, which test that the
application meets the behavior defined in the specifications for applications and scan source code
for nonportable APIs, and dynamic tests, which log API invocations and whether system
exceptions are thrown indicating the possible use of proprietary APIs. The Java AVK for the
Enterprise toolkit provides a set of guidelines that the reporting tool uses when presenting the
results of test runs. Using the toolkit as part of the development process can help identify
portability issues early in the development cycle. Uses of proprietary APIs are discovered early,
and the guidelines provide a way to take advantage of server optimizations while maintaining
portability.

For more information on the Java Verification Program, see htt p: / / j ava. sun. conf
j 2eel verifi ed.
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