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Executive Summary

Patch Manager is becoming Sun's standard patch management tool. Thistool consists of 1) the Solaris™
Patch Manager Base Version 1.0 application installed on the customer's system and 2) a supporting
infrastructure that resides at Sun. This infrastructure consists of a patch knowledge database, host
analysis modules, digitally signed patches, and a set of internal processes to ensure that the components
work together. Core to the Solaris Patch Manager Base Version 1.0 application is the PatchPro Analysis
Engine.

The PatchPro Analysis Engine provides a generic mechanism for analyzing hardware and software
configurations. It first constructs a “host object” (a representation of the system being analyzed), then
uses a set of detection algorithms to identify the patches in the Patch Database that are applicable to the
host. Both the Patch Database and the “detectors’ are obtained from Sun during the analysis to ensure that
the most current information isused. The analysisitself, however, is performed on the host system. No
information about the host is transmitted to Sun.

Solaris Patch Manager Base Version 1.0 constructs alist of patches that is applicable to each system.
Based on the results of the PatchPro analysis, it then downloads the patches using a secure ht t ps
protocol (including all dependencies), sorts the patches in installation order, and applies them according
to the policy set for that system. Lists are constructed automatically (not manually) based on host
information and metadata associated with each of the patches.

While Solaris Patch Manager Base Version 1.0 is a powerful component in the patch management
“toolbox,” it does have some restrictions. It must be run on the local system for the PatchPro analysis to
occur. It must also be able to connect to the Sun infrastructure to obtain the latest Patch Database and
detector information. Additionally, using Solaris Patch Manager Base Version 1.0 in an environment
with many systems resultsin inefficient use of bandwidth, downloading the same patch, the Kernel
Update patch, for example, multiple times.

This paper further explores the capabilities of the PatchPro Analysis Engine (PatchPro) and describes
how to leverage its capabilities to more efficiently allow its use in environments where all hosts do not
have direct access to the Sun infrastructure.

The information in this document is based on PatchPro v2.1. Because PatchPro v2.2 should be available
by the time this paper is widely distributed, changes from what is described in this document and
additional functionality that might be available in PatchPro v2.2 are included in Appendix A.

Solaris Patch Manager Base Version 1.0 Strategy White Paper ¢ January 2004 1



PatchPro Overview

PatchPro performs a “static” analysis of a system. It bases the analysis on a host system's configuration,
hardware platform and configured devices, the operating system version, and installed software packages
and patches. PatchPro does not consider active processes, runtime resource utilization, or which
applications are used on the system being analyzed. In addition to this static system information,
PatchPro uses the Patch Database, downloaded from the SunSolve®™ Support Patch Portal (SunSolve
Patch Portal) as pat chpr odb. zi p, and a set of detectors, downloaded as ppr odet ectors. j ar, inits
analysis.

PatchPro Database

The pat chpr odb. zi p file contains metadata entries for each available patch, including one or more
“named characteristics’ about a system to which it could be applied. There are currently about 1000 such
host characteristics, standardized and registered across Sun, that PatchPro can detect. A named
characteristic might look like this:

BaseOS.SolarisCore  -5.9
Software.VeritasVolumeManager -3.2
DiskArray.SunT300-1.0

Detection algorithmsin the ppr odet ect or s. j ar file determine whether the characteristic exists on the
analyzed system. These algorithms are Java™ class files that are loaded and run, one at a time, against
the host object being analyzed. Each detector looks for its specific characteristic and, if found, adorns the
host object with its “tag.” After all of the detectors have been run, the host object contains tags for al the
characteristics for which a patch might be available.

PatchPro then generates a patch list for the host by scanning the contents of the downloaded

pat chprodb. zi p file and matching the host object tags against the tags associated with each patch.
During this phase, patch dependencies are resolved. Each patch listed in the pat chpr odb. zi p file
names the patches on which it depends. If a candidate patch is found to have a dependency on a patch
that has not been added to the patch list, it is added at this time, along with any of its dependencies.

The database entry might al so specify conditional expressions that must be evaluated to further determine
applicability to that host. An example of such an expression might be as follows:

PATCH_REQUIRES='(if isarchitecture sparc ; then
if isosversion 5.8; then
echo "108987-12 110934-11";
elif  isosversion 5.9; then
echo "112951-04 113713-02";
fi
elif isarchitecture i386; then

if isosversion 5.8; then
echo "108988-12 110935-11";
elif isosversion 5.9; then
echo "114194-01 114568-02";
fi;
fi)
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In this case, if atag is matched, the specific patches to be recommended are dependent on the version of
the Solaris Operating System that isinstalled on the host.

After all patch data has been processed, alist of patches that are applicable to the host is generated and
sorted to resolve installation order dependencies. The patch list is then passed to the download and install
facilities, depending on the options used in calling the PatchPro process.

PatchPro downloads patches in the patch list to a designated download location as signed jar-format files,
authenticating the digital signatures during the download process to ensure that the files come from Sun
in the same condition in which they were signed. The jar-format files are not extracted to directory-
format patches in the download directory. PatchPro extracts the files during the installation and verifies
their digital signatures again as further protection against tampering.

PatchPro Properties

Each of the downloaded jar-format patches specifies a handling property that PatchPro uses to govern its
ability to install automatically. PatchPro currently recognizes eight handling properties:

« <null > - No special actions are required for pre/post patch installation.
» singleuser - Patch must beinstalled in single-user mode.
* rebootafter - Rebootisrequiredto enable delivered functionality.

* rebooti medi at e - Reboot isrequired immediately following patch installation
to ensure reliable system behavior.

* reconfigafter - Reconfiguration reboot (reboot -r)isrequiredto enablethe
functionality delivered by the patch.

» reconfigi nmedi at e - Reconfiguration reboot (r eboot -r) isrequired immediately following
patch installation to ensure reliable system behavior.

* interactive - Userinterventionisrequired for installation, for example,
aREADME file contains Special Install Instructions.

 nonstandard - Patch does not conform to Sun's Patch Automation Conformance
Specification, for example, most firmware patches.

If configured to do so by the administrator, PatchPro, executed with the install option will attempt to
install all patches that specify no special handling using a call to the pat chadd utility. The administrator
may modify the configuration file to set a policy for PatchPro to automate installation of patches with
other handling properties, such assi ngl euser and r eboot af t er . However, PatchPro will never
attempt to install a nonstandard patch automatically. PatchPro does not execute a reboot or a
reconfiguration reboot as part of the automation. This must be done by the administrator.

Patches that have a nonstandard property and those that the administrator-defined installation policy does
not allow to be installed automatically are sequestered. Sequestered patches are placed in a “holding”
directory so the user can manually install them later.

The analysis, download, and installation functions described in this document can be done separately or
with a single command. However, the host object with its characteristic tags and the resulting patch list
are not persistent. This means that regardless of the options PatchPro is called with (analyze, download,
install, or update), a new analysisis done, and for each analysis process that is started, both the host
object and the resulting patch list are re-created.
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Server and Client Configuration

By using some of the PatchPro capabilities and excluding others, and with some additional end-user
processes, this tool can be used in a more efficient manner without sacrificing functionality. It should
also be possible to incorporate some features that administrators would find useful, even though they are
not currently provided by the product.

For instance, by saving copies of the pat chpr odb. zi p and ppr odet ect or s. j ar filesfor use by
PatchPro in analyzing aclient, a baseline 30, 60, 90, or any period of time could be established for aged
patches. Or by saving a copy of the patch list created during the analysis of each of a number of hosts, it
would be possible to aggregate the lists into a single download request, making more efficient use of
storage and bandwidth.

Consider a Data Center with multiple hosts, possibly with minimal access to Sun, multiple operating
systems, and some degree of automation required, and the following is possible and might be desirable:

» Local repository of patches

» Baseline of patches based on system configuration, operating system, or date
» Security of digitally signed patches

« Automation of patch baseline construction

« Audit of system conformance to patch baseline

Setting Up a Local Repository of Patches

A locd repository of patches can be created in several ways, including the use of wget (click Automate
Downloads at the SunSolve Patch Portal), patches delivered on CD, or using PatchPro functionality.
Regardless of the method used to obtain the patches, a set of patches can be used by the patch clientsin
the Data Center without the following:

«  Communicating with an external location
« Duplicating a given patch “n” number of times
» Being restricted to the latest version of the patch

While the local repository does not have to be segregated by operating system, baseline date, and so on, it
might ease maintenance to do so.

Patch Depot Server

The creation of Patch Depot server, using PatchPro functionality to populate it, requires that it be able to
communicate with Sun to obtain the patches and the associated pat chpr odb. zi p and

ppr odet ect ors. j ar files. It aso requiresthat the Solaris Patch Manager Base Version 1.0 client be
installed and configured.

PatchPro will be executed from this host with the download option and passed an aggregated list of the
patches desired. The patches will be obtained from the SunSolve Patch Portal (with their digital
signatures verified for security) and stored in the directory designated by the pat chpr o. conf fileinthe
/ opt / SUN\Wppr o/ et ¢ directory. If the copy of the pat chprodb. zi p and ppr odet ect ors. j ar files
downloaded from Sun and cached in/ opt / SUNWppr o/ | i b/ cache is saved at thistime and later copied
to the patch clients, thiswill be the set of patches the clients see as “current,” easily creating a set of
patches by date, system configuration, or other criteria desired by the administrator.

Note that a patch downloaded on day X and installed on day Y inherently has two drawbacks. The patch
might not still be current and might not contain a fix from alater revision that is important in the
environment. Though it does not occur often (less than 1 percent historically), a patch might be
withdrawn due to problems discovered after its release. There are no fail-safe methods of mitigating
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either issue, but thorough testing in the deployment environment, subscribing to the Patch Club reports
athttp://sun.com newsl etters, andreviewing the Sun Alert Reports at

http://sunsol ve. sun. conl pri vat e- cgi / show. pl ?t ar get =sunal ert _pat ches prior to
deploying a set of patches will help address these issues.

A Depot populated with PatchPro requires few, if any, specific changes to the Solaris Patch Manager
Base Version 1.0 installation. There are, however, a couple of issues the administrator must be aware of.

Any option used when calling PatchPro, including the download option, results in an analysis being done
on the current host, in this case, the Patch Depot. As aresult, the downloaded patch set will include any
patches that are applicable to the host, in addition to those included in the aggregated patch list passed to
the download option. While this might not concern those creating a patch set based on date, it can be
quite disconcerting when attempting to create a patch set for an E10K and using an Ultra 2 as apatch
server, or while trying to create a set of Solaris 9 patches on a patch server with Solaris 7 installed. This
issue can be mitigated by using administrator-created scripts that remove the unwanted patches or by
moving the desired patches (based on the aggregated patch list) to another, possibly more permanent
location.

Read-Only File System

The directory of patches downloaded by PatchPro is intended to be shared as an NFS-mount to the patch
clients. PatchPro does not extract the jar-format patches during the download process. For security
purposes, the jar-format patches are maintained in the same configuration as they were published by Sun.

If 1eft in this format, the file system would have to be shared read-write for the patch client to install the
patches. The side effect of doing thisisthat once installed, the patches are removed from the directory as
part of the cleanup PatchPro does during install. To prevent the removal of patches that are needed by
another client, the file system must be shared read-only, with the result that the patches must be extracted
to directory-format patches prior to deployment. This can be automated via an administrator-created
script, but also review the notes on extracting . j ar filesat htt p: //sunsol ve. sun. conf pri vat e-
cgi/retrieve. pl ?doc=fsal ert/46964.

Synchronization With SunSolve Patch Portal

The pat chpr odb. zi p fileis based on the patches avail able on the SunSolve Patch Portal at the time the
fileis created. Every effort has been made to ensure that the downloaded files and the patches on the
Portal are “in sync.” Due to the time required to popul ate the various SunSolve servers worldwide,
however, amismatch is possible. To ensure that PatchPro is getting the database, detectors, and patches
from the same location at the same time, use the ppr oset up command to point PatchPro to the
following location:

# [ opt/ SUNWppr o/ bi n/ pprosetup -P \

https://patchpro. sun. conf servl et/ com sun. pat chpro. server. Pat chProServer \
Ser vl et

Note: This location is expected to become the default for PatchPro.

Setting Up a Patch Client
As with the Depot Server, installing Solaris Patch Manager Base Version 1.0 on a patch client is dightly
different from the default setup. The differences include the following:

m Modifying the pat chpr o. conf file to prevent the client from attempting to download
acurrent version of the pat chpr odb. zi p and ppr odet ect or s. j ar files

m |dentifying the location of the certificates used in verifying digital signatures
m Setting a different location for the PatchPro server
m If required by the environment, setting an appropriate proxy to be used
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As discussed previously, to analyze and create a host-specific patch list, PatchPro must be executed
locally on each patch client. This can be accomplished by installing Solaris Patch Manager Base Version
1.0 on each individual client or by installing a single copy to alocation that can then be NFS-mounted by
the patch client as needed.

PatchPro is not operating system specific, but it does require operating system-specific patches for the
Java runtime environment. These patches are included with and installed with the Solaris Patch Manager
Base Version 1.0 product. If deploying PatchPro via a shared directory, the Java patches must be
installed first on each client. A list of the patches required for each of the supported operating systems
appearsin Appendix B.

Note: The pat chpro. conf file requires different edits for the Depot and for the patch clients.
Consequently, the same installation of Solaris Patch Manager Base Version 1.0 cannot be
used for installing both. Both installations can be on the same system, however. Solaris
Patch Manager Base Version 1.0 can be installed using the defaults, which places
PatchPro in / opt .

By using the -R al ternat e_r oot option, a-a adni n_fi | e argument with the setup
script, or both, an installation for use by the patch client could exist in / export/ opt .
Subsequently, the / expor t/ opt / SUN\Wpr o directory could be mounted to / opt / SUNWpr o
on the patch client so the same commands could be run on both for

process consistency.

Editing the pat chpr o. conf File
File Aging

When executed, PatchPro will attempt to download a current copy of the pat chpr odb. zi p and
pprodet ect ors. j ar filesbased on the aging policy in the patch client pat chpro. conf file. Using the
file aging defaults helps ensure that the files used during analysis and the patches available on the
SunSolve Patch Portal arein sync. If the server cannot be reached, PatchPro will use a previously cached
copy of thefiles, if they exist and are “current enough” based on the aging policy in

/opt/ SUN\Wppr o/ |'i b/ cache.

To ensure that the client will use the desired copy of thesefiles, the pat chpr o. conf file should be
edited to modify the “old” and “dead” age associated with each file. The values used in the following
extract from the pat chpro. conf file are examples, and much longer times may be used if needed
(tested using over 1000 days). These edits must be done by hand or by an administrator-created script
(not by using the ppr osvc command).

#

pat chpro. cache. fil e. dat abase=I i b/ cache/ pat chpr odb. zi p

pat chpro. cache. ol d. age. days. dat abase=10

pat chpro. cache. dead. age. days. dat abase=20

pat chpro. cache.fil e. detectors=li b/ cache/ pprodetectors.jar
pat chpro. cache. ol d. age. days. det ect or s=10

pat chpro. cache. dead. age. days. det ect or s=20

#
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Note: While identifying a different location for the pat chpr odb. zi p file has been successful in a
lab environment, PatchPro does not accept a change in location for the
pprodet ect ors. j ar file. Do not modify the paths to these files.

Locating Certificates

Part of the setup for the Solaris Patch Manager Base Version 1.0 application is the population of
certificates used in authenticating the digital signatures during patch download and installation. If the
application isinstalled on each patch client individually, there is no need to go beyond the instructionsin
the README file for populating these certificates.

However, if asingleinstallation of the application is to be shared, from the Depot server for instance, the
location of the certificates will not be local to the patch client asindicated in the pat chpr o. conf file
defaults. Thelinesin the pat chpro. conf file need to be modified to point to the location on the server
where the certificates are located. Alternatively, authentication during download and installation could be
turned off (set to false) on the client since the download will be accomplished in this case by the Depot
server.

#

pat chpr o. pat ch. downl oad. aut hent i cat e=t r ue

pat chpro. patch.install.authenticate=true

pat chpro. security. pat ch. si gni ng. al i as=pat chsi gni ng

pat chpro. security. ksl ocati on=/usr/j2sel/jre/libl/security/cacerts
pat chpro. security.crl.source=file:lib/crl.jar

#

Avoiding Using Current Files

In the Data Center environment discussed in this document, it might not be desirable (or possible) for the
patch clients to connect to the SunSolve Patch Portal because the current pat chpr odb. zi p and

ppr odet ect ors. j ar fileswill be downloaded. These files will be downloaded even if the file aging
information has been changed as previously noted because the file versions on the SunSolve Patch Portal
will be recognized as more current (presumably) than the copy the clients should use.

If no connection can be made to the specified patch server URL, the request will time out. The cached
fileswill be used, assuming they are within the specified aging parameters. To avoid having to manage
different configurations and depending on the client's access to the Internet, the default patch server URL
should be set to a bogus address (such as shown in this example) because the request will only time out if
no connection is made to the server.

pat chpro. pat ch. server. url =https:// nonexi st. pat chmanager . sun. con pat chmanager
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Proxy Configuration

In some environments where proxies are configured on the intranet, PatchPro might not time out when
attempting to reach the bogus patch server URL. This condition should be identifiable in atruss by aline
likesyn_sent to proxy andleave PatchPro hanging indefinitely. If needed, change the

pat chpro. conf fileto resolve the problem:

‘ pat chpro. proxyser ver. host =nonexi st

Capturing the Patch List

The created patch list is sent to standard output or, if the analysisisinitiated via the scheduling function,
mailed to the administrator. Thislist isin installation order with all dependencies resolved. Nofileis
created on the client. To use the results of the analysis in aggregating patches to the Depot server or to
install the patches at alater time, the administrator needs to develop a means to to capture, save, and
when needed, retrieve the analysis output.

Summary: How to Populate the Local Patch Depot and Create
Client-Specific Patch Sets

Populating the local Patch Depot and creating the client-specific patch sets is a multistep process, much
of which can be automated via administrator-created scripts. These tasks can also be done manually, for
example, when testing the configuration prior to deployment.

1. Execute the PatchPro analysis on the Depot server.

This step must be done even if the resulting patch list will be aggregated for the download step, as it
obtains the required pat chpr odb. zi p and ppr odet ect or s. j ar files. The downloaded files are
not operating system specific and can be found in/ opt / SUNWppr o/ | i b/ cache.

2. Distribute the downloaded pat chpr odb. zi p and ppr odet ect or s. j ar filesto each of the clients
being managed, or populate the appropriate shared directory if Solaris Patch Manager Base Version
1.0 isbeing shared via NFS rather than installed on each client.

3. Analyze each of the clients being managed.

The analysis of the system provides a patch list, including dependencies, in installation order. When
run interactively, the file is sent to standard output. When executed via the scheduler, the list is
included in an email to the administrator.

4. Maintain a copy of the patch list for each client (to be used during the installation phase), gather all of
the client lists and the list created on the Depot, and collate the listsinto asingle list to be used during
download.

5. Use the PatchPro download option with the collated list as an argument to obtain all the patches
required by the Depot and client systems.

For security, PatchPro will verify the signatures on each of the downloaded files.
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Note: The pat chprodb. zi p and ppr odet ect or s. j ar files are updated daily, normally
around 2:00 a.m. Pacific Time. To ensure that the files and the contents of the patch server
at Sun are in sync, complete Steps 1-5 within the same 24-hour period. The remaining steps
can be completed at any time the administrator chooses.

6. Extract each of thepat ch_i d. j ar filesinto regular directory-format patches to share the directory
read-only.

In normal use, PatchPro will extract the patch during installation, but requires that the directory be
shared read/write and has the disadvantage in this case of doing acleanup (removal) of the. j ar file
after the patch has been applied. Since several systems are likely to need the same patch, thisis
inadvisable. At the administrator's discretion, the digital signatures on the jar-formatted files can be
checked again at this time. Documentation describing the process can be found at the SunSolve Patch
Portal site.

Caution! A bug in jar archives results in permissions not being preserved during
extraction (BugID 478892). Both Patch Manager and PatchPro work around this bug
when they are used to extract and install signed patches. However, since implementation
of the Depot will require that the patches be extracted manually, type the following

to provide the proper permissions on procedure scripts that are included in some patches.

# /usr/bin/chnod -R u+x path/patch_id

Even though this might result in setting execute permissions on some files that do not need them,
such asthe README file, it will have no adverse effect on the patches. It does ensure that any other
files that must be executed during the installation, or potentially a future backout, have the proper
permissions.

Note: A solution is currently under investigation. If a new signing process is successfully
implemented, existing patches will be resigned, making this step unnecessary.

7. When ready to install patches on the client systems, NFS-mount the Patch Depot directory of the
extracted patches (read-only), and use the pat chadd utility to apply the patches:

# patchadd -M patch_dir patch_li st

where pat ch_di r isthe NFS-mounted directory of patches, and pat ch_l i st isthe
client-specific patch list created in Step 3 and saved in Step 4.

Note: Consider modifying the i nst al | _cl ust er script (included with the Recommended
Cluster) as an installation tool. This script will install the patches using pat chadd - M

as shown above, but it will also create a log file of the installation in the patch client's / var
directory. This can be useful in determining the results of the individual patch installations
and troubleshooting anything that might occur out of the ordinary.
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Additional Features

A few customers might have these additional issues that PatchPro can address:
» Excluding patchesto avoid impacting locally deployed applications

« Including patches, possibly created locally, that should be deployed concurrently
with the Sun patch set

Thefirst case involves breaking down the pat chpr odb. zi p fileinto individual pat chi nf o files, each
containing the “named characteristics’ discussed earlier. Removing the pat chi nf o file that corresponds
to the patch that should not be installed and re-creating the pat chpr odb. zi p file ensures that the patch
will not be included in the analyzed host's patch list.

The two scripts can be downloaded from http://patchpro.sun.com/accessori es/database/topatchinfos and
http://patchpro.sun.com/accessories/database/topatchdb to assist in extracting the individual pat chi nf o
files and reconstructing the pat chpr odb. zi p file, respectively. However, the decision to use them
should not be made lightly. Sun provides no support in either their application or troubleshooting any
issues that might arise from their use. It is solely the user's responsibility to ensure that dependencies on
any removed patch are properly resolved.

The second case involves doing the following:

1. ldentifying a configuration to PatchPro that resultsin a characteristic tag being added
to the host object

2. Creating apat chi nf o file for the locally developed patch
3. Creating amodified pat chpr odb. zi p file as described above

Note: The patch identified in this manner must be installable using the pat chadd utility.

Since most customers will not need to explore these options, a detailed description of the processes for
implementing them is beyond the scope of this document. These options are included to show that
PatchPro can be used in many environments, including those with special requirements. If other
requirements arise, send a request for more information, including the specifics of what is desired, to
pat chpro_f eedbackl@un. com
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APPENDIX A

PatchPro v2.2

PatchPro v2.2 should be avail able by the time this paper is widely distributed. PatchPro v2.2 adds greatly
to the PatchPro capabilities discussed in this document.

To get the most out of the release, including the configuration - ¢ option, patch 116126-02 must be
installed.

- ¢ Option

The - ¢ option is normally used with the ppr oset up command to create afilein the

/ et c/ opt/ SUNWpr o/ et ¢ directory. Files can aso be created manually, in any number, as long as the
location is not changed. These files may contain one or more lines of configuration options that “overlay”
the pat chpro. conf file after it has been read, which allows greater flexibility in configuring PatchPro
for individual, or groups of, patch clients.

For example, when setting up the Depot server to download patches from the SunSolve Patch Portal and
configuring the patch clients to contact a nonexistent server, rather than modifying the pat chpr o. conf
files as documented earlier, two files, “depot” and “client” can be created by using the following
commands:

# [ opt/ SUNWbpr o/ bi n/ pprosetup -c depot -P\
htt ps:// pat chpro. sun. conf servl et/ com sun. pat chpro. server. Pat chProServer \
Ser vl et

# [ opt/ SUNWppr o/ bi n/ pprosetup -c client -P \
htt ps:// nonexi st. pat chmanager . sun. coni pat chmanager

These commands result in two files being created in / et ¢/ opt / SUNWppr o/ et ¢ with the following
contents:

# cat depot

pat chpro. patch. server. url =
htt ps:// pat chpro. sun. conf servl et/ com sun. pat chpro. server. Pat chProServer \
Ser vl et

#cat client

pat chpro. patch. server. url =
htt ps:// nonexi st. pat chmanager . sun. coni pat chmanager

When a ppr osvc command is subsequently executed with the - ¢ option and one of these files as an
argument, the pat chpr o. conf fileisread, and then the appropriate file, overlaying the default
pat chpro. conf keyword/value pair with the one contained in thefile.

Not all keyword/value pairs can be modified using the ppr oset up command, though virtually all of
them can be contained in files used as arguments to ppr osvc - c. To include these modificationsin the
file, manual editing is required as shown in the following example.
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Patchesinstalled using the - i option in PatchPro v2.1, and PatchPro v2.2 by default, are removed from
the download directory. PatchPro v2.2 includes an option to retain patches in the pat chpr o. conf file.
Manually edit the file as follows:

pat chpro. retai n. pat ches=true

Or, if patch 116126-02 isinstalled and the - ¢ option is to be used, the previous line could be included in
afile, for example, the previously described “depot” or “client” files, or anew file namedr et ai n and
called in the following manner:

# pprosvc -c retain -i

This command resultsin ther et ai n file (in this example) being read, overlaying the default in the
pat chpro. conf file and retaining patches in the download directory after installation. See the
ppr osvc (1) man page for adescription of the-i option.

The - ¢ option eliminates having to perform two installations of the Solaris Patch Manager Base Version
1.0 application since differences in the pat chpr o. conf file are no longer necessary.

Future Patch Manager Releases

Future Patch Manager releases are expected to automate many of the capabilities that are now done
manually, including the ability to create and maintain alocal Patch Depot.

Also, future releases are expected to have the ability to pass PatchPro a specific realization, or
description of a set of patches (for example, the Recommended Cluster) and have that specific set of
patches downloaded, installed, or both automatically. Other “sets” of patches are under consideration at
this time, but no specifics are available.

Finally, there are plans to add an option to defer patches, installing them automatically, but only at atime
specified by the user, for example, when the system can be taken to single-user mode or rebooted.
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APPENDIX B

Patch List

SPARC

105181-20
105284-33
105591-09
SunOS 5.6 105669-10
106125-09
106841-01
107733-06

107544-03
106980-10
107636-03
109104-01
107081-20
106300-09

SunOS 5.7

105210-27
105568-17
105633-38
106040-13
106409-01
106842-09
108091-03

106541-11
107153-01
108376-07
106950-09
106327-08

SunOS 5.8 108940-07

SunOS 5.9 None

i386

106041-13
105211-27
105200-11
106844-05
105491-05
105285-33
104678-07

107545-03
106981-10
107637-03
108377-06
107082-20

105182-20
105569-16
106248-27
106410-01
105670-09
108642-03
106126-09

106542-11
107152-01
109105-01
106951-07
106328-08

108941-07

None
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