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OpenSolaris Zones

¢ Agenda
¢ \What are OpenSolaris Zones?
¢ Features
¢ Runtime Model
¢ Configuration/Administration
¢ Service Virtualization
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¢ Agenda (2)
¢ Fair Share Scheduling (FSS)
¢ Zones, Projects and Pools
¢ Zones in Action (Code Examples)
¢ Possible Uses
¢ References
*Q& A




OpenSolaris Zones

¢ What are zones?
¢ A virtualized operating system environment
¢ Each zone has its own characteristics e.g.
zonename, | P addresses, hostname, naming
services, root and non-root users
¢ | solated application environments within a
single OS instance




OpenSolaris Zones

Notes for previous dide:

Virtualization dramatically reduces the cost of deploying and maintaining multiple
machines and applications. The most common need for virtualization is application
consolidation. Many of the larger applications have become so complex that they
become a system in themselves - and often they don't play nicely with other
applications on the box. So "one app per machine" has become the common
paradigm. The second most common need is security, either for your application
administrators or your developers. Other reasons certainly exist (rapid test
environment deployment, distributed system simulation, etc), but these are the two
primary ones.

So what does virtualization buy us? It's all about reducing costs, but there are really
two types of cost associated with running a system:

Hardware costs - This includes the cost of the machine, but also the costs associated
with running that machine (power, A/C).

Software management costs - This includes the cost of deploying new machines, and
upgrading/patching software, and observing software behavior.

As we'll see, different virtualization strategies provide different qualities of the above
savings.

http://www.genunix.org/wiki/index.php/Solaris10_Tech FAQ



http://www.genunix.org/wiki/index.php/Solaris10_Tech_FAQ

OpenSolaris Zones

¢ \What are zones? (2)
¢ By default, the OSrunsin a“globa” zone
¢ The administrator can virtualize the execution
environment by defining one or more “non-
global” zones




OpenSolaris Zones

¢ Features

¢ Security
¢ Network services can be run limiting the damage
possible in the event of security violation.

¢ |solation
¢ Multiple applications can be run on the same
machine even when they operate in different trust
domains.




OpenSolaris Zones

¢ Features (2)

¢ Virtualization
#® Zones present a virtualized environment to
applications removing the physical details of the
hardware from view.

¢ Granularity
¢ 3nce zones are implemented In software, they aren't
limited to granularity defined by hardware
boundaries. Instead, zones offer sub-CPU
granularity.




OpenSolaris Zones

¢ Features (3)

¢ Transparency
¢ The environment presented to applications in zones
isnearly identical to the standard Solaris'™
application environment.




OpenSolaris Zones
¢ Runtime Model - Zones Architecture

red zone (red.com sun zone (sun.com) global zone
zone root: /zone/redzone zone root: /zone/sunzone

Apache 1.3.22, J2SE

serviceprovider com)

— laux0/redspace lusr
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OpenSolaris Zones
¢ Runtime Modd - Zones Architecture

Notes. for previousdide:

This diagram demonstrates that different versions of the same application may be run without
negative consequences in different zones.

Basic processisolation is also demonstrated.
Each zoneis given access to at least one logical network interface. Applications running in

distinct zones cannot observe the network traffic of the other, even though their respective
streams of traffic travel through the same physical interface.

Each zone is provided a portion of the file system.

Thisfigure also explains two important abstractions, namely, Virtual Platform and application
environment.

The Virtual Platform isthe set of services and resources that allow zonesto function e.g.
Network interfaces, devices, zoneadmd, zone console.

The application environment is the virtualized runtime state of the zone.




OpenSolaris Zones

¢ Runtime Model (2)
¢ To manage the virtual platform and the
application environment, two NEw Processes are

used by the zone runtime:
¢ zoneadnd

+ Manages resources associated with the zone
¢ zsched

¢ Tracks kernd resources associated with the zone




OpenSolaris Zones

¢ Runtime Model (2)
Notes on previous dide:

*To manage the virtual platform and the application environment, two new processes are used by the zone
runtime. zoneadmd manages most of the resources associated with the zone and zsched is a system process
(like sched) which is used to track kernel resources associated with the zone.
1) zoneadmd(1M)
«zoneadmd(1M) isthe primary process responsible for managing the zone s virtual platform. It isalso
responsible for setup and teardown of the application environment. Thereis one zoneadmd running for each
active (ready, running, shutting down) zone on the system. zoneadmd is responsible for consulting the zone
configuration and then setting up the zone as directed. This entails:

» Cdling the zone create(2) system call; this alocates azone ID and starts zsched

 Setting zone-wide resource controls.

* Registering the zone with devfsadmd(1M).

» Plumbing virtual network interfaces.

» Mounting loopback and conventiona file systems.

 |nstantiating and initializing the zone console device.
«zoneadmd is automatically started by zoneadm(1M) if not already running, and can be contacted by userland
applications (such as zoneadm in the global zone), and the kernel (as part of uadmin(2) calls from the
managed zone).
*2) zsched
*Every active (ready through shutting down) zone has an associated kernel process, zsched. Kernel threads
doing work on behalf of the zone are owned by zsched. It exists largely to enable the zones subsystem to keep
track of per-zone kernd threads




OpenSolaris Zones

¢ Runtime Model (3) — Zones State Diagram

delete uninstall

reboot
TR
halt

boot




OpenSolaris Zones

¢ Runtime Model (3) — Zones State Diagram

*Notes on previous slide:

*Non-global zones go through the following state transitions:
*ZONE_STATE_CONFIGURED
ZONE_STATE_INSTALLED
ZONE_STATE_READY
«ZONE_STATE_RUNNING

*Some other zone states are:
ZONE_STATE_INCOMPLETE
ZONE_STATE_DOWN

*New zone state being introduced is:
ZONE_STATE_MOUNTED




OpenSolaris Zones

¢ Configuration/Administration
¢ Zone administration uses mainly the

following commands:
¢zonecf g(1M)
¢zoneadn(1M)
¢z| ogi n(1M)




OpenSolaris Zones

¢ Configuration/Administration (2)
¢zonecf g (1M)

¢ Creates Zone configuration

¢ Configures Zones (adds resources and
properties)

# Stores the configuration in a private XML file
under / et c/ zones

¢ zoneadm(1M)

¢Performs administrative steps for zones such as
list, install, (re)boot, halt, etc.




OpenSolaris Zones

¢ Configuration/Administration (3)
¢zl ogi n (1M)

¢ Allows user to log in to the zone
¢ Performs administration and maintenance




OpenSolaris Zones

¢ Configuration/Administration (4)

¢ Global Scope Properties

¢ zonepath
¢ Path in global zone to root directory under which zone will
be installed

¢ ZOnename
¢ Name of the zone being created

% autoboot
% To boot or not when global zone boots

4 pool
% Resource pools to which zones should be bound




OpenSolaris Zones

¢ Configuration/Administration (4)

¢ Global Scope Properties

eboot ar gs
¢ To specify boot arguments for zones
elimtpriv
¢ To provide zones with certain privileges so that certain
privileged applications can be run inside them




OpenSolaris Zones

¢ Configuration/Administration (5)

¢ Resources

ofs
¢file system

¢inherit-pkg-dir
¢ Directory which should have its associated packages

Inherited from the global zone.

¢ net

¢ Network device




OpenSolaris Zones

¢ Configuration/Administration (5)

¢ Resources
¢ device
¢ Devices
¢ dataset
¢ For exporting ZFS datasets into non-global zones




OpenSolaris Zones

¢ Configuration/Administration (5)

Notes on previous slide:
Zone and ZFS integration - http://blogs.sun.com/dp/entry/zfs and_zones z_s

In ZFS, storage is pooled, and you can create one or many file systems from the pool. Each file system acts as a container
for those below it: file system properties set on a parent are inherited to children. Even better, you can allocate one or many of
these containers to a zone-- and then the zone can manage that container for itself, creating new child file systems. This is an
incredibly powerful form of delegated administration and | think it's a great example of how our suite of technologies can be
converged.

Here's an example:

etrolls # zpool create mypool c0dOs3

etrolls # zpool list

*NAME SIZE USED AVAIL CAP HEALTH ALTROOT

emypool 95.5M 32.5K 95.5M 0% ONLINE -

etrolls # zfs create mypool/myzone-data

etrolls # zfs set compression=on mypool/myzone-data

etrolls # zfs set quota=30m mypool/myzone-data

eSo at this point, we've created a storage pool, enabled compression, and made sure that
myzone-data will never grow larger than 30MB in size. Now, we'll add that dataset to a zone
on the system:

etrolls # zonecfg -z myzone

ezonecfg:myzone> add dataset

ezonecfg:myzone:dataset> set name=mypool/myzone-data

ezonecfg:myzone:dataset> end

ezonecfg:myzone> AD

etrolls #

etrolls # zoneadm -z myzone boot



http://blogs.sun.com/dp/entry/zfs_and_zones_z_s

OpenSolaris Zones

¢ Configuration/Administration (6)

¢ Resources (2)

eorctl
¢ resource controls

¢ atr
¢ generic attributes




OpenSolaris Zones

¢ Service Virtualization
¢ Processes
¢ File Systems
¢ Networking
¢ |dentity
¢ CPU Vishility
¢ Packaging
¢ Devices
¢ Resource M anagement




OpenSolaris Zones

® Service Virtualization - Processes

¢ Loca Zone
¢ Only processes in the same zone can be seen or
affected
¢ Ceatan system calls are not permitted or have
restricted scope
¢ pr oc(4) has been virtualized to show only processes

IN the same zone

¢ Global Zone
# All processes can be seen but control is privileged




OpenSolaris Zones

¢ Service Virtualization - File Systems
¢ Each zone is allocated its own root file system
and cannot see that of others
¢ Unlikewith chr oot (2), processes cannot
escape out of azone
¢ Filesystemslike/ usr canbeinherited in a
read-only manner




OpenSolaris Zones

¢ Service Virtualization - Networking

¢ Single TCP/IP stack for the system so zones are
shielded from the configuration details for
devices, routing etc.

¢ Each zone can be assigned | Pv4/I Pv6 addresses
and has its own port space

¢ Applications can bind to INADDR_ANY and
will only get traffic for that zone

¢ Zones cannot see the traffic of others




OpenSolaris Zones

¢ Service Virtualization - Networking (2)

¢ Packets coming from a zone have a source
address belonging to that zone

¢ A zone can only send packets on an interface on
which it has an address

¢ A zone can only use arouter if it'sdirectly
reachable from the zone

¢ Therouter hasto be in the same I P subnet as the
zone




OpenSolaris Zones

¢ Service Virtualization - Networking (3)
¢ Zones can't change network configuration or routing
table
¢ Can't see other zones configuration either
¢/ dev/ i p isnot present in the zone
¢ SNM P agents must open / dev/ ar p instead
¢ Multiple zones can share a broadcast address
¢ Multiple zones can join the same multi-cast group




OpenSolaris Zones

¢ Service Virtualization - Networking (4)
¢ Zones can't have dedicated physical interfaces
assigned to them

¢ | PFilter doesn't work between zones
¢ It can be configured from the global zone to filter
traffic to/from zones

¢ No DHCP for Zones | P addresses




OpenSolaris Zones

¢ Service Virtualization - Networking (4)

¢ No Dynamic Routing
+But the non-global zone can take advantage of
dynamic routing that the global zoneis partaking in
<[P Multipathing




OpenSolaris Zones

¢ Service Virtualization - Identity
¢ Each zone controls its node name, time zone,

naming services like LDAP and NIS, etc.
¢sysi dt ool cansetthisup

¢ Separate / et ¢/ passwd filesmean that root can
be delegated to the zone

¢ User IDs may map to different names when
domains differ




OpenSolaris Zones

¢ Service Virtualization - CPU Visibility
¢ By default, all zones see all CPUs
¢ Restricted view Is enabled automatically when
resource pools are enabled




OpenSolaris Zones

¢ Service Virtualization - Packaging
¢ Zones can add their own packages
¢ Patches can be made to those packages

¢ OS Patches

¢ Applied in global zone
4 Then, in the non-global zones one-by-one




OpenSolaris Zones

¢ Service Virtualization - Packaging (2)

¢ SUNW PKG ALLZONES: Package should be kept
consistent between the global zone and all non-
global zones

¢ SUNW PKG HOLLOW: Causes package hameto
appear in Non-Global Zones (NGZ) for dependency
purposes but the contents are not installed

¢ Typicaly used for kernel modules




OpenSolaris Zones

¢ Service Virtualization - Devices
¢ Each Zone has its own devices
¢ Zones see a subset of “safe” pseudo devicesin thar
/| dev directory

¢/ dev existsin non-global zones, / devi ces

does not
¢ Devices like random, console, null are safe
¢But otherslike / dev/ |1 p arenot




OpenSolaris Zones

¢ Service Virtualization - Devices (2)

¢ Zones can modify the permissions of their

devices but cannot use nknod(2)

¢ Physical devicefileslike those for raw disks can
ne put in azone with caution
¢ Devices may be shared among zones, but careful
study of security concerns is needed before
doing this




OpenSolaris Zones

® Service Virtualization - Resources

¢ Solaris Resource Management (SRM)
¢ Constraint mechanisms with resource bound
specifications
¢ Scheduling mechanisms for CPU resources
(FSS)

¢Partition mechanisms
¢ With zone and resource pool bound resource usage

+Virtualization of project namespace




OpenSolaris Zones

¢ Service Virtualization - Resources (2)

¢ Solaris Resource Management (SRM)
*Without SRM, Solaris OS gives all activity on
the system equal access to resources.

®Resource limits can be set on a zone as well
¢ zone.max-lwps limits the number of created LWPs
¢ zone.cpu-shares specifies the number of FSS shares
it is entitled to from its assigned resource pool




OpenSolaris Zones

¢ Service Virtualization - Resources (2)
Notes on previous slide:

You set the resource caps limits to zones in the following way:
Unlike CPU shares, CPU caps let you naturally limit CPU usage for a project or for a
zone. So, a cap of "150" means "150%" or "never use more than 1 and 1/2 CPUs".

# zonecfg -z myzone

ezonecfg:myzone> add rctl
ezonecfg:myzone:rctl> set name=zone.cpu-cap
ezonecfg:myzone:rctl> add value
(priv=privileged,limit=150,action=deny)
ezonecfg:myzone:rctl> end

ezonecfg:myzone> exit

The following site shows information about resource caps:
http://www.opensolaris.org/os/project/rm/rctls/cpu-caps/



http://www.opensolaris.org/os/project/rm/rctls/cpu-caps/

OpenSolaris Zones
¢ Fair Share Scheduling (FSS)
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OpenSolaris Zones
¢ Fair Share Scheduling (FSS)

Notes on previous slide:

The Fair Share Scheduler (FSS) controls allocation of CPU resources using CPU shares. The importance of a workload is
expressed by the number of shares the system administrator allocates to the project representing the workload. The Fair Share
Scheduler ensures that CPU resources are distributed among active projects based on the number of shares assigned to each
project.

A CPU share defines a relative entitlement of the CPU resources available to a project on the system. It is important to note
that CPU shares are not the same as CPU percentages. Shares define the relative importance of projects with respect to other
projects.

The Fair Share Scheduler calculates the proportion of CPU resources allocated to a project by dividing the shares for the
project by the total number of shares of active projects. An active project is a project with at least one process using CPU
resources.




OpenSolaris Zones
¢ Zones, Projects and Resource Pools

|

D




OpenSolaris Zones
¢ Zones, Projects and Resource Pools

*Notes on previous slide:

Fair Share Scheduler and Zones

To prevent a local zone from monopolizing the system, the global zone administrator can set
zone-wide resource controls. The zone.cpu-shares resource control limits the amount of CPU
resources a zone is entitled to in the same way that the Fair Share Scheduler does this for
projects. A zone with a higher number of zone.cpu-shares is allowed to use more CPU resources
than a zone with a low number of shares. The zone.cpu-shares resource control is configured
using the zonecfg(1M) command. Note that this requires the Fair Share Scheduler to be the
default scheduler for the system, or that the zones be bound to a pool with a processor set with
FSS as the scheduler.

Combined with the regular Fair Share Scheduler inside a zone, this leads to a two-level
distribution of CPU resources. First, the zone.cpu-shares configured by the global zone
administrator determine the amount of CPU resources to which a zone is entitled. The amount of
CPU resources available to the zone is then further distributed across the active projects in the
zone according to the project.cpu-shares defined by the local zone administrator.

Resource Controls
All standard resource controls are available inside the local zone and can be used by the local
zone administrator to perform resource management in the zone. The global zone administrator
can limit the number of lightweight processes (LWPs) created by a zone by setting the zone.max-
lwps resource control on a zone.




OpenSolaris Zones
¢ Zones In Action - Creating a Zone

US_APACHECON_2006_OpenSolaris_Zones

File Edit View Terminal Tabs Help

#||zonecfg -z Apache

Apache:

No such zone

Use 'create' to begi

zonecfg
zonecfg
zonecfg

zonecfg
zonecfg
zonecfg
zonecfg
zonecfg
zonecfg

configured
n configuring a new zone.

:Apache> create
:Apache> set
:Apache> add
:Apache:net>
:Apache:net>
:Apache:net>
:Apache> veri
:Apache> commit
:Apache> exit

zonepath=/export/home/Apache
net

set address=192.168.0.50/24
set physical=bgeO

end

fy




OpenSolaris Zones

¢ Zones in Action - Creating a Zone (2)

4 1s /export/home/Apache
/export/home/Apache: No such file or directory

»

¢ Zone “Apache
¢ Create only configures the zone
¢ zoneadmwill install and boot the zone




OpenSolaris Zones
¢ Zones In Action - Installing a Zone

US_APACHECON_2006_OpenSolaris_Zones (SIS

File Edit View Terminal Tabs Help .

# lzoneadm -z Apache install

Preparing to install zone <Apache>.

Creating list of files to copy from the global zone.

Copying <6029> files to the zone. |
!

Initializing zone product registry.

Determining zone package initialization order.

Preparing to initialize <1038> packages on the zone.
Initialized <1038> packages on zone.

Zone <Apache> is initialized.

Installation of these packages generated warnings: ....
The file </export/home/Apache/root/var/sadm/system/logs/
install log> contains a log of the zone installation.




OpenSolaris Zones

¢ Zones In Action - Installing a Zone (2)
¢ The necessary directories are created
¢ The zone is ready for booting

P
# zoneadm -z Apache boot
#1ls /export/home/Apache/root
bin etc home mnt platform sbin

tmp var dev export 1lib opt I
proc system usr I




OpenSolaris Zones

¢ Zones in Action - Installing a Zone (3)
¢ Packages are not reinstalled!
¢ usr, lib, sbin etc are mounted read-only

7}D/etc/mount

/export/home/Apache/root/1lib on /1lib read only
/export/home/Apache/root/platform on /platform read only
/export/home/Apache/root/sbin on /sbin read only
/export/home/Apache/root/usr on /usr read only
/export/home/Apache/root/proc on proc
read/write/setuid/nodevices/zone=Apache

!]




OpenSolaris Zones

¢ Zones in Action - Installing a Zone (4)
¢ zone “Apache” not ready to use yet
¢ Need to “boot” for interfaces to show up

1o00:

AL> mtu 8232 index 1 inet 127.0.0.1 netmask f£f000000
bgeO: flagS:lOO4803<UP,BROADCAST,MULTICAST,DHCP,IPV4> mt
1500 index 2 inet 192.168.0.4 netmask ffffffoo0

flags2001000849<UP,LOOPBACK,RUNNING,MULTICAST,IPV4,VIRT]
broadcast 192.168.0.255 ether 0:c0:9f:61:88:¢c9 |
J




OpenSolaris Zones
¢ Zones In Action - Booting the Zone

US_APACHECON_2006_OpenSolars_Zones

File Edit View Terminal Tabs Help

# |zoneadm -z Apache boot

# difconfig -a

100:
!

f1ags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST, IPv4,VIRT
AL> mtu 8232 index 1 inet 127.0.0.1 netmask ffOOOOOO
lo0:1:

f1ags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST, IPv4,VIRT
AL> mtu 8232 index 1_zone Apache inet 127.0.0.1

bge0: f£lags=1004803 inet 192.168.0.4 netmask ffffffo00
broadcast 192.168.0.255 ether 0:c0:9f:61:88:¢c9

bgeO:1: f£lags=1000803mtu 1500 index 2 zone Apache inet
192.168.0.50 netmask ffffff00 broadcast 192.168.0.255




OpenSolaris Zones
¢ Zones In Action - Logging into the Zone
¢ Run zlogin -C Apache first and configure
¢ The zone is now ready!

[Connected to zone 'Apache' pts/5]
# ifconfig -a

lo0:2: £1ags=2001000849 mtu 8232 index 1 inet 127.0.0.1

netmask f£f000000

bge0:2: f£lags=1000803 inet 192.168.0.50 netmask ffffff00

broadcast 192.168.0.255
# ping -s 192.168.0.50
64 bytes from 192.168.0.50: icmp seg=0. time=0.146 ms
# exit

[Connection to zone 'Apache' pts/5 closed]

L




OpenSolaris Zones

¢ Zones In Action - Web Server Virtualization

¢ Support two different set of user groups
¢Group 1 requires Apache Web server 1.3.9
¢ Group 2 requires Apache Web server 2.0.50

¢ One physical host

¢ Simultaneous access to both web servers

¢ Each web server and system should be
protected should one of them be
compromised




OpenSolaris Zones
¢ Zones Iin Action - Web Server Virtualization (2)
¢ Create two local zones Apache1 and Apache2

US_APACHECON_2006_OpenSolaris_Zones 0e® US_APACHECON_2006_OpenSolaris_Zones
File Edit View ITeminal Tabs Help File Edit View ITeminal Tabs Help

#Dzonecfg -z Apachel info #Dzonecfg -z Apache2 info
zonepath: /export/home/Apachel Jzonepath: /export/home/Apache?2
autoboot: false autoboot: false
ool:
dir: /1ib inherit-pkg-dir: dir: /1ib
dir: /platformfinherit-pkg-dir: dir: /platform
dir: /sbin inherit-pkg-dir: dir: /sbin
: dir: /usr finherit-pkg-dir: dir: /usr
address: 192.168.0.100/24 et: address: 192.168.0.200/24
physical: bgeO physical: bgeO




OpenSolaris Zones

¢ Zones In Action - Web Server Virtualization (3)
¢ L og in to each zone and install the application

US_APACHECON_2006_OpenSolaris_Zones SO US_APACHECON_2006_OpenSolaris_Zones
Fie Edit View Teminal Tabs Help Fie Edit View Teminal Tabs Help

# zlogin Apachel #&login Apache2

zonename zonename
pachel pache?2

1s /Apachecon ls /Apachecon
apache 1.3.9 apache 1.3.9- ttpd-2.0.50 httpd-2.0.50-
186pc-sun-solaris2.270.tar i386-pc-solaris2.8.tar
#cd /Apachecon/apache 1.3.9 ; cd /Apachecon/httpd-2.0.50;
./install-bindist.sh /local ./install-bindist.sh /local

ou now have successfully ou now have successfully
installed the Apache 1.3.9 HTTPfinstalled the Apache 2.0.50

Server. TTP server.




OpenSolaris Zones

¢ Zones In Action - Web Server Virtualization (4)
¢ Start the application

# hostname
pachelzone pache2zone
/local/bin/apachectl start /local/bin/apachectl start
/local/bin/apachectl start: /local/bin/apachectl start:
ttpd started ttpd started




OpenSolaris Zones
¢ Zones In Action - Web Server Virtualization (5)
¢ In “global” zone

fchat_/etc/hosts
Internet host table

27.0.0.1 localhost
92.168.0.1 loghost
92.168.0.100 Apachelzone
92.168.0.200 Apache2zone




OpenSolaris Zones

® Zones In Action - Web Server Virtualization (6)

y ‘ 0 ’E{ http:/fapache1zone/manualiindex.html E]m é
Forward  Reload Stop Print

—

Apache HTTP Server Version 1.3

Apache 1.3 User's Guide
L = & & == | Done




OpenSolaris Zones

¢ Zones in Action - Web Server Virtualization (7)

« - v ‘ 0 '\http:ffapache?zunefmanualf B ""_" - é
i Back Forward Reload Stop Print

Modules | Directives | FAQ | Glossary | Sitemap

Apache HTTP Server Version 2.0

Apache = HTTP Server = Documentation

Apache HTTP Server Version 2.0 Documentation

Available Languages: de [ en | es | Ja | ko | ru

Google Search |

@ ;@E@|Dune




OpenSolaris Zones

¢ Zones In Action - Web Server Virtualization (8)
¢ End user sees each zone as a different system

¢ Each web server has its own name service
¢/ etc/ nssw tch. conf

¢/ etc/resol v. conf
¢®and so on

¢ A malicious attack on one web server is contained
to that zone
¢ Port conflicts no longer a problem!




OpenSolaris Zones

¢ Zones in Action — CDROM in local zone

US_APACHECON_2006_OpenSolaris_Zones
Eile Edit View Terminal Tabs Help

# [Zonename
pachelzone

zonecfg -z Apachel

onecfg:Apachel> add fs

onecfg:Apachel:fs> set dir=/cdrom
onecfg:Apachel:fs> set special=/cdrom
onecfg:Apachel:fs> set type=lofs
onecfg:Apachel:fs> set options=[nodevices]
onecfg:Apachel:fs> end




OpenSolaris Zones
¢ Zones In Action — Assigning CPU shares

US_APACHECON_2006_OpenSolaris_Z
Eile Edit View Terminal Tabs Help

zonename
pachelzone

zonecfg -z Apachel

onecfg:Apachel> add rctl

onecfg:Apachel:fs> set name=zone.cpu-shares
onecfg:Apachel:fs> add value
(priv=priviliged,limit=3,action=none)
onecfg:Apachel:fs> end

onecfg:Apachel:fs> exit




OpenSolaris Zones

¢ Recent enhancements
¢ Integration with ZFS (Available with Solaris
Express and Solaris 10 OS)
¢ Moving a non-global zone within the system
¢ Migration of zones across hosts
¢ Patching via NFS mounted file systems
¢ Faster provisioning w/ ZFS




OpenSolaris Zones

¢ Recent enhancements (2)
¢ Zone Boot Arguments ||
¢ System V resource controls for Zones
¢ zone/project.max-locked-memory Resource
Controls
¢ Amendment to zone/project.max-locked-
memory Resource Controls




OpenSolaris Zones

¢ Some customer deployments

¢ Apache Community
¢ http://www.apache.org/dev/solaris-zones.html

¢ Joyent
* http://www.textdrive.com/hosting/container



http://www.apache.org/dev/solaris-zones.html
http://www.textdrive.com/hosting/container

OpenSolaris Zones

¢ Example Uses

¢ Hostile and untrustworthy applications

¢Example: Two web servers each binding to port
80
¢ Untrustworthy software that should be isolated

¢ In educational institutions

¢ Data center consolidation
Multiple database instances with administrators




OpenSolaris Zones

¢ Example Uses (2)
¢ Software development
¢ Testing — Each zone can host a different
test environment




OpenSolaris Zones

¢ References

¢ Architectural Diagrams & lllustrations
¢Daniel Price, Andrew Tucker: Solaris Zones:
Operating System Support for Consolidating
Commercial Workloads. LISA 2004: 241-254
¢Menno Lageman, Solaris Containers--What

They Are and How to Use Them.
http://www.sun.com/blueprints/0505/819-2679.html|



http://www.sun.com/blueprints/0505/819-2679.html

OpenSolaris Zones

¢ References
¢ OpenSolaris Zones Community

¢ http://opensolaris.org/os/community/zones
¢ Zones Page on BigAdmin Site
¢ http://www.sun.com/bigadmin/content/zones

¢ Zones FAQ page

¢ http://opensolaris.org/os/community/zones/faq
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