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Introduction to Virtualization

Virtualization is the abstraction of a physical device or resource [1]. The physical device could be a
computer, a processor, a network card, a memory chip, or storage media. The abstraction allows the
virtualized device to be used as the real physical device. Thus the technical complexity of the physical
device becomes hidden and a simpler interface is provided.

The abstraction allows multiplexing, in which a single physical device is shared between users or
requests, or de-multiplexing, in which a single request is split across multiple physical devices. The
abstraction can consist of software and hardware. When the abstraction simulates an entire computer, it
is called platform virtualization. When it simulates just a resource, such as a network interface card
(NIC) or a storage device (for example, a disk), it is called resource virtualization.

Network Virtualization

Network virtualization [2] refers to the simulation of a network and can consist of hardware and
software. Network virtualization combines platform and resource virtualization and can be external or
internal.

External virtualization combines many networks into a single network, such as a virtual LAN (VLAN).
Internal virtualization simulates a network in a box by using Solaris™ Containers and virtual NICs
(VNICs), a technology being developed by the OpenSolaris [3] Crossbow Project for network
virtualization [4].

This paper focuses on Crossbow's internal network virtualization. It describes how to build a network
in a box, create VNICs and switches, manage bandwidth across VNICs, Solaris Containers, and virtual
machines, provide quality of service (QoS), and monitor the performance and status of the virtualized
network.

1. Installing and Configuring Network Virtualization on
OpenSolaris

Crossbow network virtualization is scheduled to be part of OpenSolaris by default, but at the time of
writing (July 2008) is not yet integrated into the current release. So you will have to download the
Crossbow bits and install them as an add-on from the following URL.:

http://opensolaris.org/os/project/crossbow/snapshots

Crossbow also requires a NIC that is compliant with the new device driver architecture, Generic LAN
Driver version 3 (GLDv3 or "Project Nemo"), that was introduced in the Solaris 10 Operating System
[5][6]. A list of GLDv3-compliant NICs [7] can be obtained at the following site:

http://opensolaris.org/os/project/crossbow/fag/#ipinst which nic.

Crossbow virtualization allows an administrator to create etherstubs and VNICs. An etherstub is a
pseudo or dummy device and behaves like a virtual switch. VNICs can be created from an etherstub or
a physical NIC.

Unlike a logical interface, a VNIC can be plumbed and remains available even if the physical device is
down. Each VNIC behaves just like a physical NIC and has its own hardware resources (Rx/Tx rings,
DMA channels), MAC address, kernel threads, and queues.
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A VNIC can also be administered just like a physical NIC and can be assigned to a Solaris Container
(Zone) or a virtual machine or be part of a VLAN. A VNIC can also have a MAC address that is set
manually, automatically, randomly, or at the factory. The MAC address can be monitored like a
physical NIC, and it can have QoS properties, such as bandwidth, priority, or CPU, that are set through
dladm [8].

1.1 Configuring an Etherstub

Step 1. An etherstub can be created by using the d1adm command:

# dladm create-etherstub el

# dladm show-etherstub
LINK
el

1.2 Configuring a VNIC

A VNIC can also be created and configured using the d1adm command.

Step 1. List all links on the system:

# dladm show-1link

LINK CLASS MTU STATE OVER
e1000g0 phys 1500 up --
el1000g2 phys 1500 unknown --
e1000g3 phys 1500 unknown --
el1000g1 phys 1500 down --

Step 2. Create a VNIC using a physical device or a dummy etherstub using one of the following
methods:

# dladm create-vnic -d e1000g0 al

where:
® create-vnic isan optionto dladm to create a VNIC.
® e1000g is the physical NIC.
e a1l isthe VNIC link ID.

or

# dladm create-vnic -d el al

where e1 is the dummy device created in Section 1.1.

Note: The name of a device or VNIC needs to be of the form a-z|A-Z| [a-z|A-Z|0-9| ] 0-9. See more
information about vanity naming in an OpenSolaris document [9], page 22.

Step 3. The created VNIC can be listed using the d1adm command:

# dladm show-vnic
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LINK OVER SPEED MACADDRESS MACADDRTYPE VI
al e1000g0 1000 Mbps 2:8:20:8e:63:2b random 0

The previous output shows a1 as a link over e1000g0 physical link with 1 Gb/sec speed and a
randomly assigned MAC address.

The a1 link can also be listed with the show-1ink command, as in Step 1:

# dladm show-1link

LINK CLASS MTU STATE OVER
e1000g0 phys 1500 up --
el1000g2 phys 1500 unknown --
e1000g3 phys 1500 unknown --
el000g1 phys 1500 down --

al vnic 1500 up e1000g0

The previous output shows a1 as a link with class vnic over the e1000g0 physical link.

Step 4. Plumb and bring up the the VNIC:
bash-3.2# ifconfig al plumb

bash-3.2# ifconfig -a
1lo0: flags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index
1
inet 127.0.0.1 netmask f££f000000
e1000g0: flags=201000843<UP,BROADCAST,RUNNING,MULTICAST,IPv4,CoS> mtu 1500 index
2
inet 192.168.16.158 netmask ffffff00 broadcast 192.168.16.255
ether 0:14:4f:1e:1a:30
e1000gl: flags=201000803<UP,BROADCAST,MULTICAST,IPv4,CoS> mtu 1500 index 3
inet 10.0.1.1 netmask ffffff00 broadcast 10.0.1.255
ether 0:14:4f:1e:1a:31
al: flags=201000842<BROADCAST ,RUNNING,MULTICAST, IPv4,CoS> mtu 1500 index 5
inet 0.0.0.0 netmask O
ether 2:8:20:8e:63:2b
1lo0: flags=2002000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv6,VIRTUAL> mtu 8252 index
1
inet6 ::1/128
e1000g0: flags=202004841<UP,RUNNING,MULTICAST,DHCP,IPv6,C0oS> mtu 1500 index 2
inet6 fe80::214:4fff:fele:1a30/10
ether 0:14:4f:1e:1a:30

# ifconfig al 192.168.15.10 up

The a1 VNIC behaves just like a real physical NIC, and it has its own hardware and software resources
and can be administered with i fconfig, monitored with netstat, snooped, and so on.

The a1 VNIC with IP address 192.168.15.10 should now be pingable.
Step 5. Ping the IP address on the VNIC:

# ping 192.168.15.10
192.168.15.10 is alive

Pinging 192.168.15.10 should return a valid response.

Getting Started With OpenSolaris Project Crossbow or Network Virtualization 6



1.3 Configuring a Solaris Zone With a VNIC

A VNIC can be assigned to a zone just like a physical NIC by setting the ip-type to exclusive
when you configure the zone. By setting ip-type to exclusive, the zone can have its own IP
instance, and consequently, IP routing tables, ARP tables, IPSec policies, and IP Filter rules can be
defined for the zone. You can also run the ndd command to set TCP/IP tunables within the zone.

The VNIC IP address can also be configured after a zone is installed and booted. This step is similar to
configuring a physical NIC in the global zone either after you install the operating system or after you
issue the sys-unconfig command.

Perform the following steps to configure a VNIC in a zone.

Step 1. Unplumb the a1 interface that you created in Section 1.2:

# ifconfig al unplumb

Step 2. Create and install the zone, making sure that ip-type is set to exclusive:

# zonecfg -z al-zone

al-zone: No such zone configured

Use 'create' to begin configuring a new zone.
zonecfg:al-zone> create

zonecfg:al-zone> set zonepath=/export/al-zone
zonecfg:al-zone> set autoboot=false
zonecfg:al-zone> set ip-type=exclusive
zonecfg:al-zone> add net
zonecfg:al-zone:net> set physical=al
zonecfg:al-zone:net> end

zonecfg:al-zone> verify

zonecfg:al-zone> commit

zonecfg:al-zone> exit

# zoneadm -z al-zone install

Preparing to install zone <al-zone>.

Creating list of files to copy from the global zone.

Copying <8992> files to the zone.

Initializing zone product registry.

Determining zone package initialization order.

Preparing to initialize <1194> packages on the zone.

Initialized <1194> packages on zone.

Zone <al-zone> is initialized.

Installation of these packages generated warnings: <SUNWstaroffice-core02 SUNWcr
yptoint>

The file </export/al-zone/root/var/sadm/system/logs/install log> contains a log
of the zone installation.

Step 3. Boot the zone:

# zoneadm -z al-zone boot

Step 4. Log in to the console by using zlogin -C:

# zlogin -C al-zone
Enter the Internet Protocol (IP) address for this network interface. It
must be unique and follow your site's address conventions, or a
system/network failure could result.
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IP addresses contain four sets of numbers separated by periods (for example
129.200.9.1).

Step 5. Configure the host name and IP address as prompted by the system configuration screens; for
the IP address, use 192.168.1.100:

IP address for al: 192.168.1.100

Confirm the following information. If it is correct, press F2; to change any information,
press F4.

Host name: alzone

IP address: 192.168.1.100

System part of a subnet: Yes
Netmask: 255.255.255.0

Enable IPv6: No

Default Route: Specify one
Router IP Address: 192.168.1.100

After you have configured the zone, the system reboots.

Step 6. After the system reboots, log back into the zone or use the same console to continue the
configuration:

# zlogin al-zone

[Connected to zone 'al-zone' pts/3]

Last login: Wed Jun 4 10:04:35 on console

Sun Microsystems Inc. SunOS 5.11 net-virt xb 27 snv_84 051208 Near Future

Step 7. To check the VNIC's interface configuration, use the i fconfig command:

# ifconfig -a

1lo0: f£lags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
inet 127.0.0.1 netmask ££000000

al: flags=201000843<UP,BROADCAST,RUNNING,MULTICAST,IPv4,CoS> mtu 1500 index 2
inet 192.168.1.100 netmask ffffff00 broadcast 192.168.1.255
ether 2:8:20:8e:63:2b

1lo0: f£lags=2002000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv6,VIRTUAL> mtu 8252 index 1
inet6 ::1/128

Step 8. To monitor the virtual interface, use the netstat command:

# netstat -a -I al 10
input al output input (Total) output
packets errs packets errs colls packets errs packets errs colls
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2029 0 1141 0 0 2042 0 1154 0 0
0 0 0 0 0 0 0 0 0 0
0 0 0 0] 0 0 0 0 0 0

Step 9. To set any IP, TCP, or UDP tunable, use the ndd command:

# ndd /dev/tcp

name to get/set ? tcp time wait interval
value ? 1000

name to get/set ? tcp time wait interval
value ?

length ?

1000

name to get/set ?

Step 10. Ping the IP address:

# ping 192.168.1.100
192.168.1.100 is alive

2. Managing Bandwidth and Policies

Crossbow network virtualization allows bandwidth control and policies to be established so that
network traffic can be managed more efficiently to provide QoS [10][11][12]. The bandwidth control
and policy can be set at layer 2, 3, or 4 headers that can be used to identify a protocol, service, or
virtual machine.

A bandwidth control policy uses its own kernel resources like layer 2, 3, or 4 queues, and so on, so
other traffic will not be affected by the traffic that is being managed by the policy or vice versa.
Traditional QoS mechanisms are very complex to set up. Moreover, because they are mostly
interrupt-driven and implemented as a layer between the NIC driver and the IP stack [13], these
mechanisms also affect performance.

Crossbow can avoid this problem by implementing the bandwidth management as part of the stack
architecture without a performance penalty, thus simplifying the setup of a policy.

A policy or a flow is created by using the flowadm command [11]. A flow can be created for a
Solaris Container or a virtual machine by assigning the flow its own IP address or MAC address.
Similarly, a flow can be created for a service by making use of the transport and port number. Thirdly,
a flow can be created just for the transport. A flow can also be restricted to a set of CPUs or just a CPU.
A policy or flow that is created for a physical NIC will not affect the policy or traffic flowing through a
VNIC, and vice versa.

2.1 Creating a Flow
2.1.1. Example 1: Creating a Flow by Adding Bandwidth Resource Control

A flow can be created around HTTPS traffic as follows.
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Step 1. Create a flow policy to prioritize HTTPS traffic:

# flowadm add-flow -1 e1000g0 -a transport=TCP,local port=443 https-1

Step 2. List the newly created policy:

# flowadm show-flow https-1

NAME LINK ATTR VALUE
https-1 e1000g0
ip version 4
transport tep
local port 443

Step 3. Modify the flow policy, for example, by adding a bandwidth resource control:

# flowadm set-flowprop -p maxbw=200Mbps https-1

Step 4. List the flow properties to see bandwidth limits:

# flowadm show-flowprop -1 e1000g0

FLOW PROPERTY VALUE DEFAULT POSSIBLE
https-1 maxbw 200 - -
https-1 cpus ? -= -
https-1 priority ? -- --
https-1 fanout ? -= -=

Step 5. Add priority and processing control or modify assigned bandwidth limits:

# flowadm set-flowprop -p maxbw=500Mbps,priority=high,cpus=9 https-1

# flowadm show-flowprop -1 e1000g0

FLOW PROPERTY VALUE DEFAULT POSSIBLE
https-1 maxbw 500 - __
https-1 cpus 9 - -
https-1 priority High - -—
https-1 fanout 9 —_ .

2.1.2. Example 2: Creating a Flow With Limited Bandwidth

You can create a policy to limit bandwidth as well as lower the priority for FTP transfers on a VNIC.
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Step 1. Create a policy around the ftp-data port for ACTIVE FTP transfers:

# flowadm add-flow -1 vl -a transport=TCP,local port=20 ftp-policy

Step 2. Set a flow property to limit bandwidth:

# flowadm set-flowprop -p maxbw=10Mbps ftp-policy

Step 3. List flow properties of VNIC v 1:

# flowadm show-flowprop -1 vi

FLOW PROPERTY VALUE DEFAULT POSSIBLE
ftp-policy maxbw 10 -= --
ftp-policy cpus ? -= -
ftp-policy priority ? -- --
ftp-policy fanout ? -= -=

Step 4. List flow policy on link v1:

# flowadm show-flow -1 vi

NAME LINK ATTR VALUE
ftp-policy vl
ip version 4
transport tep
local port 21

3. Monitoring VNIC Performance

You can obtain different types of information about VNICs by using regular monitoring tools as well
as new commands that are VNIC-specific. The following examples show the different syntaxes to use
to monitor VNICs.

e To monitor VNIC performance with regular monitoring tools, such as netstat ornicstat
[14], use the following:

# netstat -a -I al 10

input al output input (Total) output
packets errs packets errs colls packets errs packets errs colls
110259 O 79 0 0 110287 O 107 0 0
14 0 0 0 0 14 0 0 0 0

e To list VNICs in the system, use the show-vnic subcommand with options:

# dladm show-vnic -s -i 1

ipackets rbytes opackets obytes
al 2146 105420 1256 67597 175.5 100.6
a2 1965 82530 928 39036 160.7 74.3
vl 1249 67303 1229 66942 102.1 98.4
va 2178 106345 4421 432690 178.1 354.0
v3 1223 66654 1249 67303 100.0 100.0
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e To list physical links in the system and also monitor performance, use the show-1ink
subcommand:

# dladm show-link -s -i 1
LINK IPACKETS RBYTES IERRORS OPACKETS OBYTES OERRORS
e1000g0 476532 38728602 0 17783 2183512 0

e To monitor a flow policy, use either the flowadm show-flow command or the acctadm
command, as follows.

3.1 flowadm show-flow Command

# flowadm show-flow -i 10 -s
FLOW IPACKETS RBYTES IERRORS OPACKETS OBYTES OERRORS
https-1 0 0 0 0 0 0

3.2 acctadm Command

# acctadm -e extended -f /var/log/net.log net

# flowadm show-usage -f /var/log/net.log

Bytes Packets Errors Duration Bandwidth Link/Flow
0 0 0 920 0.00 bps https-1
221820420 216148 0 920 1.93 Mbps ftp-policy

# flowadm show-usage -f /var/log/net.log ftp-policy

Start Time End Time In Bytes Out Bytes Bandwidth Device

13:37:19 13:37:39 615846 31035764 12.66 Mbpsftp-policy
13:37:39 13:37:59 1544580 77710536 31.70 Mbpsftp-policy
13:37:59 13:38:19 0 0 0.00 bpsftp-policy
13:38:19 13:38:39 0 0 0.00 bpsftp-policy
13:38:39 13:38:59 0 0 0.00 bpsftp-policy
13:38:59 13:39:19 0 0 0.00 bpsftp-policy
13:39:19 13:39:39 2167026 108746668 44 .37 Mbpsftp-policy

4. Uses of Network Virtualization

4.1 Building a Network in a Computer

An entire network can be simulated by using network virtualization [15][16] on a single host. Further,
the simulated network can actually be used to consolidate a cluster of servers onto a single host.

A network consists of hosts, switches, and routers, as illustrated in Figure 1. In this section, a sample
use case is presented that shows how network virtualization can use routers, virtual switches, a firewall
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or Network Address Translation (NAT), and Solaris Zones to simulate the real network shown in
Figure 1. The simulated network is illustrated in Figure 2.

The network in Figure 1 is made of three networks: 192.168.1.x, 20.10.10.x, and 192.168.16.x. Switch
s1 is used to connect hosts on the 192.168.1.x network, while Router r1 routes traffic between
192.168.1.x and 20.10.10.x, and Router r2 routes traffic between the 20.10.10.x and 192.168.16.x
network.

In the virtualized network, the Switch s1 is simulated by using etherstub el. An etherstub is a
dummy device that simulates a physical NIC and switches between VNICs connected to it.

The Router r1 is simulated by using a Solaris Zone, v1-zone, and two etherstubs, e2 and e1. One
etherstub faces the external world, global zone (20.10.10.20, VNIC v3), while the other is behind a
network (192.168.1.1, VNIC v1). The router can also work as a firewall with NAT capability by using
IP Filter [15][17] to make the 192.168.1.x network invisible to the external world.

The hosts a and b in the Fig 1 network are simulated by consolidating with Solaris Zones as al-zone
(192.168.1.100, VNIC al) and a2-zone (192.168.1.101, VNIC a2).

Etherstub e2 has another VNIC v1 with an IP address 20.10.10.25 to which the external world (global
zone) is connected. The global zone also has a physical NIC with an IP address 192.168.16.158 and has
a default route through 192.168.16.1 as the gateway.
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192.168.16.x

¢ A Real Network

Router (r2)
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il e S

Host a Host b Host ¢ Host d
Fig 1

Figure 2 shows the real network from Figure 1 simulated within a Sun Fire™ T2000 system.
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system

al-zone az-zone

Fig 2

4.1.1 Steps to Simulate the Network on a Computer

Step 1. Delete the VNIC that was created in Section 1.2 on e1000g0, the physical NIC, and which
was assigned to a zone in Section 1.3.

Note: The zone configured and booted in Section 1.3, Step 2 needs to be halted first before deleting the
VNIC a1.

# zoneadm -z al-zone halt
# dladm delete-vnic al

Step 2. Create two etherstubs:
# dladm create-etherstub el

# dladm create-etherstub e2
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Step 3. Create three VNICs on etherstub e1:

# dladm create-vnic -d el al
# dladm create-vnic -d el a2
# dladm create-vnic -d el v2

Step 4. Create two etherstubs on etherstub e2:

# dladm create-vnic -d e2 vl
# dladm create-vnic -d e2 v3

Step 5. Configure the external interface v1 and assign it the IP address 20.10.10.25:

# ifconfig v1 plumb

# ifconfig v1 20.10.10.25 up

# ifconfig -a

lo0: flags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
inet 127.0.0.1 netmask f££f000000

e1000g0: flags=201000843<UP,BROADCAST,RUNNING,MULTICAST, IPv4,CoS> mtu 1500 index 2
inet 192.168.16.158 netmask ffffff00 broadcast 192.168.16.255
ether 0:14:4f:1e:1a:30

vli: f£lags=201000843<UP,BROADCAST,RUNNING, MULTICAST, IPv4,CoS> mtu 9000 index 3
inet 20.10.10.25 netmask f£f000000 broadcast 20.255.255.255
ether 2:8:20:8f:80:a1

1lo0: f£lags=2002000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv6,VIRTUAL> mtu 8252 index 1
inet6 ::1/128

e1000g0: flags=202004841<UP,RUNNING,MULTICAST,DHCP,IPv6,CoS> mtu 1500 index 2
inet6 fe80::214:4fff:fele:1a30/10
ether 0:14:4f:1e:1a:30

Step 6. Create two more zones, one to consolidate the host from Fig 1 and the second for use as a
router/firewall/NAT host:

Note: Make sure al-zone is halted. Refer to Step 1. The al-zone is the equivalent of host "a" in
Fig 1.

Step 7. Export al-zone so that it can be cloned:

# zonecfg -z al-zone export -f /export/master

Step 8. Use a text editor to make the following changes (see lines in bold) to the /export/master
file:

# vi /export/master

create -b

set zonepath=/export/a2-zone
set autoboot=false

set ip-type=exclusive

add inherit-pkg-dir

set dir=/1ib

end

add inherit-pkg-dir

set dir=/platform
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end

add inherit-pkg-dir
set dir=/sbin

end

add inherit-pkg-dir
set dir=/usr

end

add net

set physical=a2

end

Note: Make sure you have enough disk space under /export. Otherwise, change zonepath to
/export/home/a2-zone or something similar on a different slice or disk.

Step 9. Create a new zone with the name a2-zone:

# zonecfg -z a2-zone -f /export/master
# zoneadm -z a2-zone clone al-zone

Step 10. Edit the export/master file again with the following changes:
- Change a2-zone to vi-zone.

- Change physical=a2 to physical=v2.

Step 11. Create a new zone named v1-zone:

# zonecfg -z vli-zone -f /export/master
# zoneadm -z vl-zone clone al-zone

Step 12. Boot the three zones:

# zoneadm -z al-zone boot
# zoneadm -z a2-zone boot
# zoneadm -z vl-zone boot

Step 13. Configure the zones by performing the following steps:
a. Set the a2-zone IP address to 192.168.1.101.

b. Ensure that a1l-zone is configured with an IP address of 192.168.1.100, as shown in
Section 1.3.

c. Set the vi-zone IP address to 192.168.1.1.

Step 14. After the system reboots, log in to the zone and ensure the following by using the ifconfig
command:

-« vl-zone IP on interface v2 has the IP address 192.168.1.1.
- a2-zone IP on interface a2 has the IP address 192.168.1.101.
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Step 15. Open a terminal window and log in to the v1-zone to configure the outside world interface:

a. First add the v3 interface to 1-zone.

# zonecfg -z vl-zone
zonecfg:vl-zone> add net
zonecfg:vl-zone:net> set physical=v3
zonecfg:vl-zone:net> end
zonecfg:vl-zone> verify
zonecfg:vl-zone> commit
zonecfg:vl-zone> exit

zoneadm -z vl-zone halt
zoneadm -z vl-zone boot

FH H*

b. Plumb the v3 interface after logging in to the zone.

zlogin vil-zone

ifconfig v3 plumb
ifconfig v3 20.10.10.20
ifconfig v3 up

ifconfig v2 router
ifconfig v3 router

HoH o HHH

c. Ping the 20.10.10.25 interface to see if the external network is reachable:

# ping 20.10.10.25
20.10.10.25 is alive

Step 16. Add the following changes to the /etc/hostname . v3 file to make the interface address
persistent across reboots:

# vi /etc/hostname.v3
20.10.10.20

Step 17. Make 20.10.10.25 the gateway:

# route add default 20.10.10.25
# vi /etc/defaultrouter
20.10.10.25

Step 18. Open a new terminal window and log in to al-zone:

# zlogin al-zone

Step 19. Remove the default route and create a new default route, 192.168.1.1, to make v1-zone the
gateway:

# route delete default 192.168.1.100
# route add default 192.168.1.1

# vi /etc/defaultrouter
192.168.1.1
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4.1.2 Testing the "Network in a Computer Configuration" as a Router

Step 1. Open a new terminal window and verify that you are in the global zone:

# zonename
global

Step 2. Add a route to the internal 192.168.1.x network:

# route add 192.168.1.0 20.10.10.20
# netstat -rn

Routing Table: IPv4

Destination Gateway Flags Ref Use Interface
default 192.168.16.1 UG 1 1 e1000g0
20.0.0.0 20.10.10.25 U 1 2 vl
192.168.1.0 20.10.10.20 UG 1 0 vi
192.168.16.0 192.168.16.158 U 1 15 e1000g0
127.0.0.1 127.0.0.1 UH 1 33 1lo0

Step 3. Ping the 20.10.10.20 address, which is facing externally and functions as the gateway to the
internal 192.168.1.x network:

# ping 20.10.10.20
20.10.10.20 is alive

Step 4. Ping 192.168.1.100 or al-zone:

# ping 192.168.1.100
192.168.1.100 is alive

Step 5. Log in to al-zone by using the ssh command:

# ssh 192.168.1.100 -1 root

Password:

Last login: Fri Jun 6 09:43:38 2008

Sun Microsystems Inc. SunOS 5.11 /diskl/crossbow/crossbow-clone xb 28 snv
84 daily/daily.060308 Jun. 03, 2008

SunOS Internal Development: crossbow 2008-06-03 [crossbow-clone]

bfu'ed from /net/npt/export/crossbow/crossbow-gate/daily/daily.060308/archives/s
parc/nightly on 2008-06-05
Sun Microsystems Inc. SunOS 5.11 net-virt xb 27 snv 84 051208 Near Future

# zonename
al-zone

4.1.3 Testing the "Network in a Computer Configuration' as a Firewall/NAT
Step 1. Delete the route to the 192.168.1.x network:

# route delete 192.168.1.0 20.10.10.20
delete net 192.168.1.0: gateway 20.10.10.20
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As a consequence of this deletion, pinging or logging in to the zone will fail.

# ping 192.168.1.100
(will not have any response)

# ssh 192.168.1.100 -1 root
(will not connect and just time out)

Step 2. Open a new terminal window and log in to the v1-zone (the router):
# zlogin vl-zone

Step 3. Set up the IP Filter configuration so that all traffic from the 192.168.1.0 network will go
through the external facing interface, 20.10.10.20:

# vi /etc/ipf/ipf set.conf

ipf.conf
IP Filter rules to be loaded during startup

See ipf (4) manpage for more information on

IP Filter rules syntax.

map v3 192.168.1.0/24 -> 20.10.10.20 /32 portmap tcp/udp auto
map v3 192.168.1.0/24 -> 20.10.10.20/32

#
#
#
#
#
#

Note: The ipf set.conf file can be created as /etc/ipf/ipf.conf. However, the
ipfilter service does not start and generates a syntax error, so ipnat needs to be run manually.

Step 4. Start the IP Filter service:

# svcadm enable network/ipfilter

Step 5. Run ipnat manually by using the - f option to read from the ipf set.conf file:

# ipnat -v -f /etc/ipf/ipf set.conf
map v3 192.168.1.0/24 -> 20.10.10.20/32 portmap tcp/udp auto
map v3 192.168.1.0/24 -> 20.10.10.20/32

Step 6. Run ipnat -1 to make sure the mapping is set in the kernel and to ensure there are no active
sessions:

# ipnat -1

List of active MAP/Redirect filters:

map v3 192.168.1.0/24 -> 20.10.10.20/32 portmap tcp/udp auto
map v3 192.168.1.0/24 -> 20.10.10.20/32
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List of active sessions:

Step 7. Open a new terminal window and log in to al-zone:

# zlogin al-zone
# zonename
al-zone

Step 8. Log in to an external network:

# ssh 192.168.16.158 -1 root

Password:

Last login: Fri Jun 6 09:52:12 2008 from v280r-240-01

Sun Microsystems Inc. SunOS 5.11 /diskl/crossbow/crossbow-clone xb 28 snv 84
daily/daily.060308 Jun. 03, 2008

SunOS Internal Development: crossbow 2008-06-03 [crossbow-clone]

bfu'ed from /net/npt/export/crossbow/crossbow-
gate/daily/daily.060308/archives/sparc/nightly on 2008-06-05
Sun Microsystems Inc. SunOS 5.11 net-virt xb 27 snv 84 051208 Near Future

Step 9. Issue the netstat -a command to show the connection from the external NAT interface:

netstat -a | grep EST

ns-t2000-11.ssh v280r-240-01.33953 49640 0 49640 0 ESTABLISHED
ns-t2000-11.ssh 20.10.10.20.26467 53760 47 53760 0 ESTABLISHED
ns-t2000-11.ssh v280r-240-01.34086 49640 0 49640 0 ESTABLISHED

Step 10. Issue the zonename command to verify that you are in the global zone:

# zonename
global

Step 11. Open a new terminal window and log in to the vi-zone or use the terminal window from
Step 2:

# zlogin vl-zone

Step 12. Run ipnat -1:

# ipnat -1

List of active MAP/Redirect filters:

map v3 192.168.1.0/24 -> 20.10.10.20/32 portmap tcp/udp auto
map v3 192.168.1.0/24 -> 20.10.10.20/32

List of active sessions:
MAP 192.168.1.100 43587 <- -> 20.10.10.20 26467 [192.168.16.158 22]

The output shows the connections that go through the IP Filter.
Step 13. Open a new terminal window and log in to al-zone:

# zlogin al-zone

Getting Started With OpenSolaris Project Crossbow or Network Virtualization 21



# zonename
al-zone

Step 14. Issue the netstat -a command to show the connection from al-zone to the external
192.168.16.x network:

# netstat -a | grep EST
a.37396 192.168.16.158.ssh 53760 0 53760 0 ESTABLISHED

5. Conclusion

This paper introduces the OpenSolaris Crossbow Network Virtualization project and also demonstrates
a use case, building a network in a computer. Crossbow network virtualization is an extremely
powerful technology that enables a NIC or an entire network to be virtualized and can also provide
QoS without performance degradation.
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Licensing Information

Unless otherwise specified, the use of this software is authorized pursuant to the terms of the license
found at http://www.sun.com/bigadmin/common/berkeley license.html.
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