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System Management Services
Software: An Inside Look

The Sun Fire™ 15K server is monitored and controlled by a system controller (SC)
that runs System Management Services (SMS) software in the Solaris™ Operating
Environment (Solaris OE). SMS is highly integrated into the Solaris OE and uses
several of its features while performing its role for the platform.

This Sun BluePrints™ OnLine article addresses some of the more advanced topics of
SMS software including the Management Network (MAN) and SMS security. In
addition, it provides insight to a new security feature that is available through a
patch to SMS version 1.2 and that is integrated in follow-on releases such as the
upcoming SMS version 1.3. This new feature provides the much requested capability
to use secure shell for file synchronization between SCs.

This article contains the following sections:

= “Understanding the Management Network (MAN)” on page 2

= “Managing Complete Link Failure” on page 5

= “Understanding SMS Security Design” on page 7

= “Using ssh for SC to SC File Propagation” on page 11



Understanding the Management
Network (MAN)

The Sun Fire 15K server has two SCs within the platform cabinet. One of the SCs is
designated as the main SC, and the other is designated as the spare SC. These two
SCs must be kept synchronized with one another and must be apprised of each
others’ statuses. The Sun Fire 15K server allows the hardware to be partitioned into
one or more environments that are capable of running separate images of the Solaris
OE, commonly referred to as domains. With this in mind, the main SC has the
following additional functions:

= Controlling dynamic reconfiguration (DR)

= Providing consoles for each domain

= Recording message logs for each domain

= Assisting with the installation of Solaris OE domains

= Synchronizing time between the SC and domains

These functions are implemented over a network that is internal to the platform
chassis called the Management Network or MAN. The MAN is not a general-
purpose network and should only be used for its intended purpose. To that end,

neither the domains themselves, nor the SC will route traffic to these networks by
default, other than as mentioned above.
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FIGURE 1 MAN Overview

The SC-to-domain network is referred to as the 11 network. It is constructed from 18
separate 100BASE-T network interface controllers (NICs) on each SC, which then
connect to an Ethernet hub on each input/output (1/0) board, forming a point-point
network between the SC and each 1/0 board. Because the Ethernet hub has
connections from each SC, it is programmable so that only the NIC connecting to the
main SC is active. These networks operate at half-duplex because the hub on the
1/0 board does not support full-duplex transfers.

Between the two SCs themselves, another network referred to as the 12 network
exists. This network operates at 100-megabit full-duplex and does not involve the
use of hubs.

11 MAN Functions

= Domain consoles

= Message logging

= Dynamic reconfiguration

= Network boot/Solaris OE installation
= Time synchronization
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12 MAN Functions

= SC heartbeat

= File synchronization
= Failover

The MAN drivers on the SC create meta-interfaces for individual NICs to reduce
complexity and administrative overhead. The drivers also implement the concept of
a community network that can be monitored by the SC and that can be configured in
a highly available manner by using both external NICs on the SC. A floating IP
address is created and owned by the main SC, as an aid to reach the main SC for
external clients that might not have specific knowledge of which SC is performing a
certain role at a given time.
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FIGURE2  Simplified MAN Overview

Note that it is possible for there to be multiple interfaces on the domain side of the
11 network. A single meta-interface represented by scmanO on the SC is created. It

reacts to path failures and automatically switches the active network path, provided
that one exists. It also enforces domain isolation, keeping domain traffic exclusively
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between the domain and SC, while making various point-point links appear as a
normal Ethernet network. On the domain side of the network, there is a
corresponding meta-interface called dmanO.

The 12 network has its own meta-interface called scmanl. Unlike 11 network scmanO
interfaces, scmanl interfaces are active on both SCs. The scmanl network has two
possible paths, and the network driver will detect path failures and switch paths
automatically just as the scman0 meta-interface does.

Automatic path switchover is handled as follows:

= |1 network. By default, a domain’s active NIC is on the I/0 board that contains
the golden input/output static random access memory (IOSRAM). IOSRAMs are
located on every 1/0 board, with the golden IOSRAM acting as the master
IOSRAM, hence the term golden. This is typically the lowest numbered 1/0 board
in the domain; however, this may not always be the case. dman0 pings the SC
through the active NIC every 10 seconds. Every 30 seconds, dmanO checks the
inbound packet count. If the packet count has increased, the connection is
considered good. If not, a path switch is started and the next available path is
selected.

= 12 network. By default, the active NIC is eri0 , but this may change in the future.
scmanl on the main SC pings the spare SC through the active NIC every 10
seconds. Every 30 seconds, scmanl on the main SC checks the inbound packet
count. If the packet count has increased, the connection is considered good. If not,
the active path is switched to the other NIC, provided it was not previously
marked as failed.

Managing Complete Link Failure

If all available links for a domain on the I1 network fail, domain consoles and
domain initiated DR can still successfully complete because they can operate over a
backup mechanism called the IOSRAM. IOSRAM is not discussed here. Services that
become unavailable when all links fail include time synchronization, SC initiated
DR, message logging from the domain, and network booting from the SC.

If all links on the 12 network fail, file synchronization between SCs is the most
affected function. Heartbeat and failover still function, because they do not solely
rely on the 12 network.

When troubleshooting problems concerning the MAN network, it might be desirable
to force a switch to another path. Perhaps intermittent problems on a given network
path are causing a degradation in connectivity, but not enough to induce an
automatic path switch. MAN provides a method for forcing a path change through
ndd.

Managing Complete Link Failure 5



I1 Network Path Switch

For the 11 network, you can force a path switch from either the domain or the SC.
Switchover from the domain is preferred because dman drives path recovery on the
11 network. Therefore, if the change is made to dman on the domain, it is
immediately propagated to scman on the SC.

To perform the path switch, use the ndd commands:

domainA# ndd /dev/dman man_pathgroups_report
MAN Pathgroup report: (* == failed)

Interface  Destination  Active Path Alternate Paths

dman0 Master SSC eri0 eri0 exp 6, eri2 exp 12, eri3 exp 14

Now the first command is complete. We've listed available paths. Now let's set the
path as we desire. See the new command. This command produces no output.

domainA# ndd -set /dev/dman man_set_active_path 0 0 2

The first parameter is the instance of the driver. The second parameter is the number
of the domain. The third parameter is the eri instance to set active. For the domain
side, the first and second values are always 0. The key parameter is the third number
passed to man_set_active_path

This indicates which eri instance to make active. In the prior example, eri2 is
made active. The path change is reflected immediately to scman0. Furthermore, the
path that was previously active is marked failed (*). (If that NIC is in fact healthy,
dmanwill clear the failed flag as part of its normal link policing.) Performing manual
path failover on the scmanO driver from the SC is similar but not discussed here.

12 Network Path Switch

The 12 network has similar manual path switch commands.
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To perform the path switch, use the ndd commands:

sc# ndd /dev/iscman man_pathgroups_report
MAN Pathgroup report: (* == failed)

Interface  Destination Active Path Alternate Paths

scman C 8:0:20:be:f4:ed erig eri8 exp 6, eril4 exp 12, erilé exp 14
scman0 A 8:0:20:b7:2f:20 eri4 eri4 exp 2

scmanl Other SSC eri0 exp 0, hmel exp O

The first command is complete and we listed the available paths. Now let's set the
path as we desire. See the new command. This command produces no output.

sc# ndd -set /dev/scman man_set_active_path 101

The first parameter is the instance of the driver, the second is the number of the
domain, and the third is the eri instance to set active. For the 12 network, the first
parameter is always 1 and the second is always 0. The key parameter is the third
number passed to man_set_active_path . It indicates which NIC to make active
(O=eri0 ,1=hmel).

Above, hmel has been made active. There is a small delay while the main and spare
SCs scman drivers converge on the new active path. As with the 11 network, the
previously active path is marked failed (*).

Typical network troubleshooting techniques such as using ping , netstat , and
snoop are effective for debugging problems with the 11 and 12 MAN networks.

Understanding SMS Security Design

Along with the hardware design for allowing partitioning into dynamic system
domains, SMS software enables strict domain separation on the system controller.
For instance, the privileges for administrators of one domain can be configured to
prevent them from viewing the console output of another domain.

In my experience, | have not seen many data centers actually use this capability.
Some people state it is easier to have a single login with full permissions, as is the
case with the model provided by the Sun Enterprise™ 10000 server system service
processor (SSP). Certainly, this model can be implemented on the Sun Fire 15K
server SC. Other people state an unawareness of the capability itself or a lack of
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understanding of what it can do for them. In today’s more security-conscious
environment, many customers are reevaluating past decisions regarding security
practices. The next several paragraphs discuss security features of SMS software,
delve into how it works behind the scenes, and further clarify the rationale for use.

Administrative Privileges

SMS splits functionality into domain and platform administrative privileges, along
with a subset of privileges for platform operators and domain configurators. For
instance, platform administrators are provided the ability to configure the platform,
including assigning boards to domains, getting environmental status, and other
administrative tasks. Domain administrators can access the console of the respective
domain and perform reconfiguration on the boards assigned to it. However, they
cannot perform global configuration as performed by the platform administrator.
For a complete description of the various roles and their capabilities, refer to the
section on SMS security in the System Management Services (SMS) 1.2 Administrator
Guide.

How does SMS split administrative privileges on the SC? Several Solaris OE features
come into play to allow this to function properly. In particular, SMS uses Solaris OE
groups and access control lists.

Example

Let's begin by taking a look at what user jim can do on a given SC. Logging into the
SC as user jim , we can see what this user can do.

f15k-sc0:jim:2> groups
staff platadmn platsvc dmnaadmn

User jim is a member of several groups, including the platform administrator
group, the platform service group, and the domain A administrator group. Because
jim is part of the domain A administrator group, let’s snoop around a bit on the SC,
and see what we find.

f15k-sc0:jim:15> cd $SMSVAR/adm
f15k-sc0:jim:16> pwd
Ivar/opt/SUNWSMS/SMS1.2/adm
f15k-sc0:jim:17> Is-Id A

drwxrwx---+ 4 root bin 1024 Jul 10 14:08 A
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Note the + at the end of the directory permissions. This indicates there is a Solaris
OE access control list assigned to this directory. You can use the Solaris OE getfacl
command to display the access control list for a directory or file (see the getfacl
man page for more information).

f15k-sc0:jim:18> getfacl A
# file: A

# owner: root

# group: bin

user::rwx

user:jim:rwx #effective:rwx
group::rwx #effective:rwx
mask:rwx

other:---

You might also note that jim has an additional privilege assigned. Without an access
control list, only the user root and the group bin would have permissions to this
directory. In the preceding sample screen output, you can see that user level
permissions have been extended for user jim , effectively making them the same as
permissions for the directory owner, root . The following example clearly
demonstrates the effect of this.

f15k-sc0:jim:36> cd/

f15k-sc0:jim:37> pwd

/

f15k-sc0:jim:38> Is -Id testfacl
drwxrwx--- 2 root bin 512 Aug 7 19:21 testfacl
f15k-sc0:jim:39> cd testfacl

testfacl: Permission denied

The previous example demonstrates another directory with the same permissions as
before, but there is no additional access control list. Note that permission to access
that directory is denied to user jim .

The following command shows the empty access control list.

f15k-sc0:jim:40> getfacl testfacl
# file: testfacl

# owner: root

# group: bin

user::rwx

group::rwx #effective:rwx

mask:rwx

other:---

Understanding SMS Security Design 9




To add an access control list, as user root , you would type the following command.

# setfacl -m user:jim:rwx testfacl

See the setfacl  man page for more information about adding access control lists.
Essentially, adding an access control list using the preceding command gives jim the
same permissions that user root already has. Here’s the result:

f15k-sc0:jim:51> Is -Id testfacl
drwxrwx---+ 2 root bin 512 Aug 7 19:34 testfacl
f15k-sc0:jim:52> getfacl testfacl

# file: testfacl

# owner: root

# group: bin

user::rwx

user:jim:rwx #effective:rwx
group::rwx #effective:rwx

mask:rwx

other:---

f15k-sc0:jim:53> cd testfacl
f15k-sc0:jim:54> Is
f15k-sc0:jim:55> touch t.t
f15k-sc0:jim:56> Is -1

total O

-rW-r----- 1jim staff 0 Aug 7 19:34 t.t

Even though the normal permissions of the directory would not allow jim to list
directory contents or create a file, the access control list allows this capability. Does
this mean you need to configure the access control lists for SMS software yourself?
No. SMS software includes a utility called smsconfig that adds users to the
appropriate groups and maintains appropriate access control list permissions.

Earlier, | mentioned that user jim was a member of several groups, but then segued
into a discussion on access control lists. Let’s go back to the group mechanism for
just a bit. The Solaris OE groups are mainly used by SMS commands before the
functionality of that command is executed. Essentially, a library call is made to
determine if the user executing the command is in the appropriate Solaris OE group
that is eligible to execute the particluar command. If it is not in the appropriate
group, an appropriate message is printed. If it is in the appropriate group, the
command is executed.

Now you can see how SMS software uses the Solaris OE access control list and
group mechanisms to implement this facet of SMS security. If you are trying to
determine why a given user cannot issue a particular command or edit a file in a
particular directory as expected, you are now armed with the tools to discover the
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reason. Now, with a better understanding of this SMS software feature and the
Solaris OE, you can use this feature to manage your Sun Fire 15K server platform in
a more secure fashion.

If you are hosting multiple projects run by multiple departments with multiple
administrators in multiple domains, utilizing these features provides several
benefits. The separation of responsibility becomes obvious and helps with
accountability. You no longer have a long list of possible suspects who may have
reconfigured the critical domain. Instead, you have a limited few who possess the
appropriate permissions.

Using ssh for SC to SC File Propagation

SMS software supports the concept of a main and spare system controller. This
allows one system controller to take over for the other under certain conditions.
While | won’t go into the specifics of the conditions here, suffice it to say in order for
this to work properly, there must be a way within SMS for configuration information
created on the main system controller to be replicated on the spare. This is referred
to as file propagation. Prior to patch 112481-05 for SMS 1.2 and the release of SMS
1.3, file propagation was performed using what is commonly referred to as r*
commands such as rcp. Many sites dislike the use of r* commands even in the
limited context of use within the MAN between the system controllers due to
concerns over security. To address this, the listed patch for SMS 1.2, and SMS 1.3,
will allow for the use of ssh/scp (secure shell/secure copy) to perform the functions
of file propagation in a more secure fashion. This should help to mitigate the
concerns brought about by the prior use of the r* commands. OpenSSH is an open
source internet available implementation of ssh which can be used on Solaris 8 OE,
but if you are using Solaris 9 OE a version of secure shell is included and its use is
recommended. Third party commercial implementations are available as well. Refer
to the Sun BluePrints OnLine article “Securing the Sun Fire 12K and 15K System
Controllers” for more detailed information.
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