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Building Secure Sun Fire™ Link
| nterconnect Networks Using
Midframe Servers

In a distributed computer system, data is sent from one computer over a network to
another computer. When the data is transmitted over the network, the data is
sensitive to privacy, authenticity, and point of origin attacks. Deploying a secure
distributed computer system can be difficult. Because the Sun Fire™ Link software is
a distributed computer system, it is vulnerable to these types of attacks and must be
protected.

Keeping the Sun Fire Link secure requires an ongoing effort. This article describes
how to install and deploy the Sun Fire Link product so that it can be securely
managed and operated. The article presents the software architecture and the steps
for securing the Sun Fire Link interconnect. The commands used in configuration
steps are either Sun Fire Link Manager (FM) or Solaris™ Operating Environment
(Solaris OE) tools. The article requires a general knowledge of Solaris OE system
administration.

The article also contains a section on how to create and configure a Sun Fire Link
fabric, which is a collection of remote shared memory (RSM) partitions, each of
which is made up of compute nodes and switch nodes.

The major elements of the recommendations are:

= Configuring the Administration Software to use Secure Sockets Layer (SSL)

= Configuring the tools to use role-based access control (RBAC)

= Setting up a private management subnet

= Setting up a midframe service processor (MSP)

= Enabling all security features of the software

= Securing the Sun Fire Link switch



This article builds upon the Sun BluePrints™ article “Securing the Sun Fire™
Midframe System Controller” Version 1.3, 10/23/02. For the Sun Fire Link Cluster to
be secure you must follow all of the recommendations in this article.

This article is written for system installers and administrators who must install and
deploy the Sun Fire Link product so that it can be securely managed and operated.
This article covers the following topics:

= Sun Fire Link Overview

= Sun Fire Software Overview

= SSL Primer

= Securing the Midframe Sun Fire Link Cluster

Sun Fire Link Overview

The Sun Fire Link product is a high-bandwidth, low-latency cluster interconnect
used with Sun Fire™ 6800 and Sun Fire™ 15K servers to expand high-end Sun Fire
series system capabilities beyond the chassis. A Sun Fire Link cluster consists of up
to eight Sun Fire 6800 and/or Sun Fire 15K nodes connected to each other by a Sun
Fire Link optical network. Each node has a separate instance of Solaris OE software
running under a layer of clustering software, which can be either Sun™ Cluster or
Sun HPC ClusterTool™ software. This separate hardware will include Sun Fire Link
switches too. A Sun Fire Link cluster also requires an Ethernet network to carry
cluster administration traffic. It connects all cluster components that exchange
control and status/error information. We recommend a dedicated server for running
the required management software. The Sun BluePrints article “Securing the Sun
Fire Midframe System Controller” discusses the Midframe Service Processor (MSP).
The MSP is a dedicated server that restricts access to the private System Controller
(SC) network. The MSP is a workstation. Its only function is to serve as a firewall
and to run the FM software. The goal of the MSP is to serve as a barrier between the
private management network and the open network.

Sun Cluster and Sun HPC ClusterToo software use the remote shared memory
(RSM) interface for internode communication across a Fire Link network. RSM is a
Sun messaging interface that is highly efficient for remote memory operations. For
Sun Fire Link clusters of two or three nodes, the network connections can be point-
to point (direct-connect topology) or through Sun Fire Link switches. For larger
clusters (four to eight nodes), Sun Fire Link switches are required. The servers
interface to the Sun Fire Link network is provided by an 1/0 subsystem specific to
Sun Fire Links, called the Sun Fire Link assembly. These assemblies are installed in
standard server 1/0 slots. Each Sun Fire Link assembly contains two optical
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transceiver modules called Sun Fire Link optical modules. Each optical module
supports a full-duplex optical link. The Sun Fire Link assemblies are installed in

pairs to enhance availability and to support message striping for higher bandwidth.

.FIGURE 1 shows direct connect topology. Figure 2 shows switched connect topology.
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FIGURE1  Direct Connect Topology
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FIGURE2  Switched Topology

Sun Fire Software Overview

The following are the elements of Sun Fire Link Interconnect software stack:

Sun Fire Link RSM driver software
Sun Fire Link switch software
Midframe SC software

Sun Fire Link Administration software

Sun Fire Link RSM Driver Software

The Sun Fire Link interface is managed by a device driver that implements the RSM
interface. RSM supports operations on remote memory as if it were local. The driver
software runs on a domain (compute node) as root. The RSM driver is responsible
for interfacing to the Sun Fire Link hardware.
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Sun Fire Link Switch and Switch Software

The Sun Fire Link Switch is part of the Sun Fire Link clustering technology. The
switch manages the network in a hub and spoke fashion using eight optical ports.
For direct-connect topologies, the switch is not part of the partition.; it is only part of
a switched topology. The switch consists of an enclosure that includes a backplane
and two fan trays.

The Sun Fire Link switch system controller module runs an embedded, real time
operating system (RTOS). The switch has limited processing and memory resources
and no local storage other than erasable programmable read only memories
(EPROMS). The switch system controller (SSC) application software runs on the
switch. The Sun Fire Link Switch Installation and Service Manual contains more
detailed information on the switch and also contains information on the command
line interface (CLI) provided by the Sun Fire Link Switch.

The SSC software configures and manages the hardware resources of the switch. For
example, the software configures various links and ports to participate in a RSM
partition. The switch stores the partition configuration, which is computed by the
Sun Fire Link Manager (FM). Network discovery and fabric configuration services
are exported to the FM by a private Java remote method invocation (RMI) interface.
The FM can remotely execute the functions of the switch. RMI allows client
applications to locate remote server objects and execute methods on those objects as
if they were local objects. RMI is the object equivalent of remote procedure calls
(RPC). RMI also allows code sharing between the client and server application. This
shared code is downloaded dynamically between the Java virtual machines (VMs).
The switch provides an embedded HTTP server to allow this class code to be
downloaded. Currently, the switch SC does not support encrypted or strongly
authenticated access methods. All traffic to the switch SC uses non-encrypted
transport mechanisms such as Telnet, FTP, HTTP and SNMP. SSL is not used for the
RMI so these RMI calls are also insecure. These insecure protocols should not be
transmitted across general purpose intranets. These limitations require that the
switch be placed on a private subnet. The MSP serves as a gateway system that can
communicate between the private subnet and the general access intranet or
management network. The switch SC can be accessed only though a serial port on
the back of it. Any terminal server used should support privacy and encryption.
Running a secure shell on any terminal server is recommended

Midframe System Controller Software

The system controller (SC) of a Sun Fire midframe system controls the assignment of
resources within the midframe Sun Fire platform. This includes turning domains on
and off and associating components such as CPUs, 1/0 cards, and memory with
domains. All of the server’s configuration is stored on the SC. Network discovery
and fabric configuration services are exported to the FM software through a private
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Java remote method invocation (RMI) interface. These RMI interface methods do not
use SSL. To mitigate this risk as well as other SC limitations, the midframe SC
should be placed on a private subnet. The blueprint article “Securing the Sun Fire
Midframe System Controller” contains a detailed description of this.

Sun Fire Link Administration Software

Sun Fire Link software includes tools for administrating Sun Fire Link networks. The
administration of Sun Fire Link networks includes the following tasks:

= Configuring and reconfiguring Fire Link partitions

= Dynamically adding nodes to and removing nodes from partitions

= Bringing up and taking down optical links

= Enforcing domain topology constraints

= Monitoring a configured cluster for faults, such as link failure

The following are the major components of the Sun Fire Link administration
software.

= Sun Fire Link Manager

= FM proxies

The Sun™ Management Center (Sun MC) agent and Sun MC console are not
described in this article and are not used.

FIGURE 3 illustrates where the software is located and how it communicates.
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FIGURE 3 Sun Fire Link Administration Software

Sun Fire Link Manager

The Sun Fire Link Manager (FM) is installed on a host that is external to the Fire
Link cluster. The FM must be installed on the MSP. The FM is a Java application that
communicates to the managed entities (compute nodes and switches) through RMI.
It is responsible for managing and configuring the Sun Fire Link fabric. The fabric is
a collection of RSM partitions, compute nodes, and switch nodes.

Major functions of the FM are:

= Creating fabrics

= Creating switched and direct connect topologies

= Adding nodes to and removing nodes from a partition

= Modifying the striping level of a partition

Sun Fire Software Overview 7



8

Given the requested topology, stripe level, and node membership, the FM computes
configuration information for each node. The FM then distributes the configuration
information to every node of the fabric. This configuration information contains
items such as striping level (how many links between each node) and the cluster ID.
The configuration data is stored in the FM configuration file. The FM configuration
file is the persistent form of the FM. If the FM is stopped and restarted the FM
configuration file restores the memory resident data structures. This file contains the
nodes in the fabrics, which partitions exist and what links are used in what
partitions. Another file that the FM manages is the password file. This file contains
password information for the domains, switch SCs, and midframe SCs. This data is
very sensitive and should always be guarded. The FM has a set of command line
tools that are used in the example in this article. These tools allow you to access the
FM functionally.

This article discusses how to use role-based access control (RBAC) to control access
to these files. These files should never be copied to a insecure location. It is
important to continue to treat these files as sensitive data when they are backed up.
The FM exposes its functionality through an RMI interface. This RMI interface is
called by the FM command line tools. This interface is the access point that Sun MC
uses to execute the FM functionality. Access to the RMI interface is protected by a
community password. The FM RMI interface refuses connections from systems other
than MSP. All FM command line interface (CLI) tools must be executed on the MSP.

FIGURE 4 is a diagram of the fabric, partition, and nodes.

| |
| Burlington Fabric (machine room) |
| |
L e e e e T 1, ,I ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, |
e o — T |
| Swit_ched Direct connect Partitions |
| partition partition !
o T I , [~ | ,,,,,,,,,,,,,,,, I, — | ,,,,,,,,,,,,,,,,,,,,,,,,,
Midframe Midframe Midframe Midframe
server server server server
Sun Fire
link switch
FIGURE 4 Fabric, Partition, and Node Diagram
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FM Proxy

The FM proxy is a Solaris OE process that runs on every midframe node that
participates in a Sun Fire Link cluster. It is a Java daemon that runs continually. The
FM proxy provides configuration and data retrieval methods for the FM. The FM
proxy downloads and fetches configuration information from the RSM driver. The
FM executes the FM proxy methods though a private Java RMI interface. The RSM
driver then communicates this information to the Sun Fire Link hardware. The FM
proxy’s RMI traffic is validated and protected by using SSL because it is running on
a domain. After following the procedures in this article, SSL will be used between
the FM proxy and the FM. SSL will restrict access and secure communication to the
FM proxy.

SSL Primer

For this article it is helpful to understand the background of public key cryptograph.
Data that travels across a network can easily be snooped, or its point of origin can be
faked. When the data contains sensitive information, such as domain passwords,
steps must be taken to protect the data from unauthorized parties. The Secure
Sockets Layer (SSL) and Transport Layer Security (TLS) protocols were designed to
help protect privacy and integrity of data while it is transferred.

SSL must be installed and enabled to configure secure Sun Fire Link software. We
provide the instructions for how to configure Java™ Secure Socket Extension (JSSE).
This is a reference implementation for a Java version of the SSL and TSL protocols
and includes functionality for message integrity and data encryption.

Encryption is the process of using a complex algorithm to convert cleartext to an
encoded message ciphertext. The ciphertext is meaningless without the algorithm
and key. Decrypting is the inverse of encrypting. It produces a cleartext message
from a ciphertext message. Their are two types of methods of encryption; public/
private and secret key cryptograph. Public key cryptography uses an encryption
algorithm in which two keys are produced. One key is made public while the other
key is kept private. The public key and private key are cryptographic inverses; what
one key encrypts only the other key can decrypt. It is also computationally infeasible
to compute the private key from the public key. Secret Key Cryptograph uses an
encryption algorithm in which the same key is used both to encrypt and decrypt the
data. A digital signature is a computed value which can be used to validate the
origin and integrity of a message. The originator of a message uses a key to compute
a unique signature for the message. Both the message and the digital signature is
sent to the recipient. The recipient uses a verification key to verify that the message
and the signature match. If the signature and the message are verified then we can
be confident about the source and the content of the message. SSL uses public key

SSL Primer 9



cryptograph to provide authentication, secret key cryptograph, and digital
signatures to provide for privacy and data integrity. To use SSL you must create a
keystore. A keystore is a database of public and private keys. Typically there are two
categories of keystore information: key entries and trusted certificate entries. A key
entry consist of an identity and its private key. The private key is very sensitive data
and must be protected. In contrast, a trusted certificate entry contains only a public
key in addition to the entity’s identity. Therefore a trusted certificate entry cannot be
used where a private key is required.

Security Issues

In the Sun Fire Link system there are a few security risks:

= Insecure system controllers.

= Network traffic between the FM and the system controllers
= Network traffic between the FM and the FM proxy

= Cleartext password information

= Rogue FM clients

The procedures in this article resolve these issues by deploying the MSP and using
SSL.

The insecure system controllers are placed on a private management network.
Access is restricted by the MSP. Since these system controllers are protected by the
MSP, they are no longer a security risk.

The network traffic between the FM and the system controllers is only on the private
management network behind the MSP. This traffic is protected by the MSP.

The network traffic between the FM and FM Proxy will be protected by SSL. SSL is
used to authenticate the endpoints and protect against privacy attacks. SSL is a
widely used and understood security protocol. The cleartext password information
is controlled by using SSL and the FM password.

The FM stores passwords for both system controllers and domains. When SSL is
deployed the domain passwords are no longer needed; the authentication is by
public key cryptography. When you install the FM password, the cleartext password
is encrypted in a file.

Another potential issue is the RMI access to the FM. This access is restricted to the
local host with root access because the machine on which the FM is running is the
MSP. The FM security is protected by the security of the MSP.
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Securing the Midframe Sun Fire Link
Cluster

To configure the Sun Fire Link, the first step is to build a private subnet and
configure the midframe service processor (MSP). This step is detailed in the
“Securing the Sun Fire Midframe System Controller” blueprint article. All steps in
that article must be followed to secure the midframe SC. For direct connect
topologies (Sun Fire Link clusters that do not use a switch) you can ignore the Sun
Fire Link switch-specific instructions. The MSP, private SC, and switch SC subnet
provide a containment of the insecure elements. This containment is critical to
protect these insecure components.

FIGURE 5 shows how the MSP, the switch SC, and midframe SC interrelate.
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After the MSP and the private subnet are set up, the following procedures are
required:

1. Creating the keystores
2. Securing the FM proxies
3. Securing the FM

4. Securing the switch

5. Securing the RSM driver

6. Configuring the fabric

Creating the Keystores

This article uses keyt ool to administer the keystores. Keytool is a key and certificate
management utility. You can choose other tools to create the keystores and keys, but
the tool must create a single keystore that contains public and private keys.

The keytool command is part of the Java 1.2 environment. For additional
information on keytool go to: \htt p: //j ava. sun. conl product s/ j dk/ 1. 2/
docs/t ool docs/ sol ari s/ keyt ool . ht m

You must create two keystores. The two keystores are FMKeyStore and
ProxyKeyStore. The FMKeyStore is the keystore that is used by the FM. This
keystore contains the Private key that the FM uses. The ProxyKeyStore is the keystore
used by the FM Proxy. This contains the private key that the FM proxy uses and the public
key for the FM.

FIGURE 6 shows where the certificate (public key) and private key will be distributed.
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FIGURE6  Public and Private Key Locations

v To Create the Keystore and Generate the Key
Pair

1. Type the following command on the MSP in a safe private directory. Press return
for the fmKey password.

# /usr/bin/keytool -genkey -dname "cn=JohnSmith, ou=Purchasing,
0=ABCSystems s="CA c=US" -alias fmKey -keystore fmKeyStore -validity 180
Enter keystore password: YourPassword
Enter key password for <fmKey>

(RETURN if same as keystore password):

Securing the Midframe Sun Fire Link Cluster 13




Note — This command must be typed on the MSP as a single line. Multiple lines are
used in the examples for legibility purposes.)

All of the italicized items represent values. X.500 Distinguished Names are used to
identify entities, such as those that are named by the subject and issuer.

TABLE 1 lists the keywords, X.500 distinguished names, and examples.

TABLE 1 Keywords, X.500 Distinguished Names, and Examples

KeyWord X.500 Distinguished Names Example

CN Common name (Name of person) John Smith
ou Organization unit (department) Purchasing
) Organization name (company) ABCSystems
I= Locality name (city name) Burlington

S State name (state) MA

C Country us

This command creates the keystore named f nKey St or e in the working directory,
and assigns it the password YourPassword. Substitute a password for YourPassword
which must be kept secret. This password is referred to as the keystore password.
You must remember this password because it is used in other steps. Keytool
generates a public/private key pair for the entity named fmKey. The generated key
expires in 180 days. Every 180 days you must generate a new private/public key.
You must then replace the private key on the proxy and public key on the FM.

2. Verify that the keystore was created correctly and the key entry is contained in the
keystore. Substitute YourPassword for the keystore password you specified in the
previous command.

#keytool -list -keystore fnKeyStore
Ent er keystore password: YourPassword

Keystore type: jks
Keystore provider: SUN

Your keystore contains 1 entry:
frkey, Fri Apr 12 12:11:44 EDT 2002, keyEntry,

Certificate fingerprint (MD5):
F1:11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36
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Note — The message digest 5 (MDF) fingerprint and date will be different than that
shown in the example. MD5 is an algorithm for computing digital signatures.

3. Generate the keystore for the FM Proxy node. Select a password for this keystore
that is different than the fmKeyStore password.

# /usr/bin/keytool -genkey -dname "cn=JohnSmith, ou=Purchasing, o=ABCSystems,
s="MA, c=US" -alias proxyKey -keystore proxyKeyStore -validity 180
Enter keystore password: YourPassword
Enter key password for <fmKey>
(RETURN if same as keystore password):

#keytool -list -keystore proxyK eyStore
Ent er keystore password: YourPassword

Keystore type: jks
Keystore provider: SUN

Your keystore contains 1 entry:
proxykey, Fri Apr 12 12:15: 44 EDT 2002, keyEntry,

Certificate fingerprint (MD5):
F2: 11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36

The date and fingerprint of the key will be different then it was before.

4. Using your favorite text editor, generate a file that contains the certificate (public
key) for the fmKey pair. This public key will be installed in the pr oxyKeySt or e.

# /usr/bin/keytool -export -alias fmKey -keystore fmKeyStore > fmCert
Ent er keystore password: YourPassword

Securing the Midframe Sun Fire Link Cluster 15




5. Verify that the public key was created. The strings for the CommonName and so
forth are what you entered in the keytool - genkey step (Stepl).

# /usr/bin/keytool -printcert -file fnmCert

Omner: CN=JohnSmith, QOU=Purchasing, O=ABCSystems, ST="MA c=US"

| ssuer: CN=ConmonNane, - QU=0Or gani zati onNane, O=ConpanyName, ST="CA
c=USs"

Serial nunber: 3cb70740

Valid from Fri Apr 12 12:11:44 EDT 2002 until: Wed Oct 09 12:11:44
EDT 2002

Certificate s:

MD5: F1:11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36

SHA1l: 6C:. 76: 5D: E9: 64: 84: 08: E2: 95: 0B: 64: 95: 70: 6D: 3F: E9: F5: D5: 87: 7E

The fingerprints and date should be the same as those displayed when the
fmKeyStore was listed in Step 3.

6. Generate a file that contains the certificate (public key) for the proxyKey. This
public key will be installed in the keystore fmKeyStore.

# lusr/bin/keytool -export -alias proxyKey -keystore proxyKeyStore >
proxyCert
Ent er keystore password: YourPassword

7. Verify that the public key was created. The values for the CommonName and so
forth are what you entered in the keytool - genkey step (Step 1).

# /usr/bin/keytool -printcert -file proxyCert

Owner: CN=JohnSmith, OU=Purchasing, O=ABCSystens, ST="CA c=US"

| ssuer: CN=JohnSmi th, OU=Purchasi ng, O=ACBCSystens, ST="CA c=US"

Serial number: 3d98d307

Valid from Fri Apr 12 12:15:44 EDT 2002 until: Wed Cct 09 12:11:44
EDT 2002

Certificate fingerprints:

MD5: F2:11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36

SHAL: 6C: 76: 5D: E9: 64: 84: 08: E2: 95: 0B: 64: 95: 70: 6D 3F: E9: F5: D5: 87: 7E
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8. Import the FM’s public key into the proxyKeyStore.

# /usr/bin/keytool -import -alias fmKey -file fmCert -keystore proxyKeyStore

Enter keystore password: YourPassword

Owner: CN=JohnSmith, OU=Purchasing, O=ABCSystens, ST="CA c=US"
Serial nunber: 3cb70740

| ssuer: CN=JohnSm th, OU=Purchasi ng, O=ACBCSystens, ST="CA c=US"
Valid from Fri Apr 12 12:11:44 EDT 2002 until: Wed Oct 09 12:11:44
EDT 2002

Certificate fingerprints:

MD5:  F1:11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36

SHAL: 6C. 76: 5D: E9: 64: 84: 08: E2: 95: 0B: 64: 95: 70: 6D: 3F: E9: F5: D5: 87: 7

Trust this certificate? [no]: yes

Certificate was added to keystore

9. Validate that the proxyKeyStore contains the private key for the proxyKey and
public key for the FM.

# lusr/bin/keytool -list -keystore proxyKeyStore
keystore password: YourPassword

Keystore type: jks

Keystore provider: SUN

Your keystore contains2 entries:

proxyKey, Fri Apr 12 12:15:44 EDT 2002

Certificate fingerprints(M5)

F2: 11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36
fnkey, Fri Apr 12 12:11:44 EDT 2002 trustedCertEntry,
Certificate fingerprint (MD5):

F1: 11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36
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10. Import the proxy public key into the fmKeyStore.

# /usr/bin/keytool -import -alias fmKey -file proxyCert -keystore fmKeyStore

Enter keystore password: YourPassword

Owner: CN=JohnSmith, OU=Purchasing, O=ABCSystens, ST="CA c=US"
Serial nunber: 3d98d307

| ssuer: CN=JohnSm th, OU=Purchasi ng, O=ACBCSystens, ST="CA c=US"
Valid from Fri Apr 12 12:15:44 EDT 2002 until: Wed Oct 09 12:11:44
EDT 2002

Certificate fingerprints:

MD5:  F2:11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36

SHAL: 6C. 76: 5D: E9: 64: 84: 08: E2: 95: 0B: 64: 95: 70: 6D: 3F: E9: F5: D5: 87: 7

Trust this certificate? [no]: yes

Certificate was added to keystore

11. Validate that the fmKeyStore contains the private key for the FM and public key
for the Proxy.

# lusr/bin/keytool -list -keystore fmKeyStore
keystore password: YourPassword

Keystore type: jks

Keystore provider: SUN

Your keystore contains 2 entries:

fnKey, Fri Apr 12 12:11:44 EDT 2002

Certificate fingerprints (MD5):

F1: 11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36
proxyKey, Fri Apr 12 12:15:44 EDT 2002 trustedCertEntry,
Certificate fingerprint (MD5):

F2: 11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36

These two keystores will be used in other steps. If desired, you could generate a
unique public/private key for each domain. You would then install each public key
in the fmKeyStore. This article explains how to create a single keystore, which is
then copied to each domain.
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Securing the FM Proxy

These steps must be performed on every Solaris domain where the FM Proxy is
running. Failure to do so will leave your system susceptible to attack. The required
procedures are:

1. Configuring the proxy to use SSL
2. Installing the keystore
3. Creating the file ssl . info

4. Stopping and restarting the proxy.

To Configure the Proxy to Use SSL

. Download JSSE 1.0.2.

You can download the file anywhere on your local disk. Note that JSSE 1.0.2 requires
that you have Java 1.2.1 or greater already installed. you can download the file from
HTTP: //j ava. sun. com products. You should get the file j sse-1_0_2-

do. zi p.

. Uncompress and extract the downloaded file. The following command unzips the
download.

# unzip jsse-1_0_2-do.zip
Archive: jsse-1 _0_2-do.zip
inflating: jssel.0.2/BUGS. htm
inflating: jssel.O0.2/ CHANGES. t xt
inflating: jssel.0.2/ COPYRI GHT. ht
Many nore files are listed

This creates a directory named j ssel. 0. 2, with two subdirectories named doc and
lib.

. Install the JSSE .jar files. in your extension directory. The JSSE Li b subdirectory
contains the extension files j sse.jar,jcert.jar andjnet.jar. Determine
which JVM the proxy is using by typing the following command.

# grep -v "#" [opt/SUNWw snp/jre_hone. cfg
JAVA BI N=/ usr/javal.2/jrelbin/
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The result of this command is that the directory contains the version of Java that the
proxy is using. To get the Java JRE directory, remove the / bi n. In the preceding
example the directory is / usr/javal. 2/ j r e. For this article substitute your Java
directory for the string $JRE in the commands.

4. Copy the following files to the $JRE/ | i b/ ext (installed extension) directory.

# cp lib/jsse.jar $IRE/lib/ext/jsse.jar
# cplib/jcert.jar $JRE/lib/ext/jcert.jar
# cp lib/jnet.jar $JRE/Iib/ext/jnet.jar

5. Verify that the files exist and they are owned by root.

# 1s -1 $IRE/Iib/ext

STW-r--1-- 1 root root 7637 Feb 20 10:17 jcert.jar
SIWeP--T-- 1 root root 3098 Feb 20 10:17 jnet.jar
STW-Fr--r-- 1 root root 463471 Feb 20 10: 17 jsse.jar

6. Register Sun JSSE provider.

JSSE comes standard with a cryptographic service provider, or provider for short,
named SunJSSE. Although the SunJSSE provider must be configured explicitly, this
provider should be registered statically. Static registration is done by editing the
security Properties file located at $JRE/I i b/ security/java. security. One of
the types of properties contained in the j ava. securi ty files is of the following
form:\.

security. provi der. n=provi der Cl assNanme

This line declares security provider and its preference. You should add a new line to
that section and install the standard provider shipped with the JRE. The entries
should look like the following:

security. provider. 1=sun. security. provi der. Sun
security. provider.2=com sun. net.ssl.internal.ssl.Provider

v To Install the proxyKeyStore

You must now distribute the keystore that was created previously, pr oxyKeySt or e,
to the RSM domain.
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1. To move the key, use the secure copy scp comuand to copy the file onto your
system. Execute the following command, substituting the machine name of $MSP
for the server that is acting as your $MSP.

# scp $MSP: /privatedir/proxyKeyStore /opt/ SUNWw snp/
proxyKeySt ore

2. Verify that this file is root read only. It is important that the private key is
protected. The size of your file might be different.

# 1s -1 /opt/SUNWw snp/ pr oxyKeySt or e
STW----- - 1 root root 7637 Feb 20 10:17

The proxy has a j ava. pol i cy file. Itis located in / opt / SUNWw snp/
j ava. pol i cy. This file should be edited so that the proxy has access to the file
proxyKeySt or e.

3. Add the following line above the }; in the file / opt / SUNWw snp:

# vi [ opt/ SUNWw snp/j ava. pol i cy

add the followi ng line

perm ssion java.io. FilePerm ssion "/ opt/ SUNWw snp/ proxyKeySt ore",
"read";

v To Create the File ssl .info

This file is the configuration data that the FM proxies needs to use the private key.

1. Create a file called ssl . i nf o containing the following lines, but substitute the
keystore password for YourPassword.

KEY_STORE_PASSPHRASE=YourPassword
KEY_STORE_LOCATI ON=/ opt / SUNWw sip/ pr oxyKey St or e

This information is sensitive so verify that the file is root read only by entering the
following command to verify the file access.

# 1s -1 /opt/SUNWw snp/ ssl.info
STW------- 1 root root 7637 Feb 20 10:17
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v To Stop and Restart the Proxy

1. To have the proxy use SSL and the enhanced security settings, you must restart the
proxy. The following command will stop the proxy.

# /etc/init.d wsmproxy stop

2. To start the proxy type the following command.

# letc/init.d/ wsmproxy start

3. Verify that the proxy started with enhanced security. This example only lists the
critical lines of output. For readability, the rest of the lines are ignored.

# tail /var/opt/ SUNWw snp/| og/ wr msp_nohup. out
usi ng SSL.

RP Bound To Registry

4. Repeat all of the preceding steps for each domain.

Securing the FM

The FM should be installed on the MSP. For the Sun Fire Link to be secure the
appropriate action in the “MSP Security” blueprints must have been followed. If you
have not done so, follow those instructions before you proceed. After the FM is
installed correctly the following procedures are required:

1. Setting up the FM password file

2. Using RBAC on the FM

3. Setting up the FM’s JVM to use SSL
4. Setting up the keystore for the FM
5. Securing the account sf | user

6. Copying wer np. j ar
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Setting Up the FM Password File

The FM can delete and reconfigure RSM clusters, so access to the FM RMI interface
must be protected. A shared secret controls access to the FM. This shared secret is
known to valid FM client programs and the FM. The shared secret is contained in a
file whose access is restricted to root. If validation of the shared secret fails, the FM
rejects the client request. The file must be located in the FM installed directory. This
article assumes that you installed the FM using the default data directory, / var/
opt / SUNWwcf m If you did not use the default directory, you must modify the
commands to reflect the directory in which the FM was installed.

v To Set Up the FM Password File

1. Execute the following commands.

# echo “ PASSWORD=Your Password >> /var/ opt/ SUNWwcf mf confi g/
security.info

# echo “KEY_STORE_PASSPHRASE=KeySt or ePassword >> /var/opt/
SUNWhcf mf confi g/ security.info

# echo “KEY_STORE_LOCATI ON=/ opt / SUNWcf M cl asses/ f mKeyStore >> /
var/ opt/ SUNWcf mf confi g/ security.info

These commands create a file and set YourPassword as the password that the FM
uses. The keyStorePassword should be the password that you specified for the FM
keystore. These commands also specify the keystore location.

2. Check that the file was created correctly.

# nmore /var/opt/ SUNWwef mf config/security.info
PASSWORD=y our passwod

KEY_STORE_PASSPHRASE=Key St or ePasswor d
KEY_STORE_LOCATI ON=/ opt / SUNWcf i cl asses/ f nKey St or e

3. Set the access on the file. Execute the following command to only allow access by
root.

# chmod 400 /var/opt/SUNWwcfm/security.info

4. Verify that the access is restricted on the file.

# 1s -l1st /var/opt/SUNWwfm security.info
S GEEEEEE lroot other 21 Apr1011:58 Zopt/SUNWwcfm/classes/security.info
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3

4.

5

6

The password file is now set up.

Using RBAC on the FM

RBAC is an alternative to the all-or-nothing superuser model. RBAC is in keeping
with the security principle of least privilege, which states that no user should be
given more privilege than required for preforming the job. RBAC enables roles for
assignment to specific individuals according to their job needs. This enables a
variety of security policies. This section provides the steps to create a special
purpose role ‘fmadmin’ and then configure the FM commands so that this role can
access it. RBAC is available on the Solaris 8 OE and above. If the MSP is running an
earlier version of the Solaris OE, RBAC should not be used.

Note — The “Securing the Solaris OE: Updated for Solaris 9,” blueprint article has a
section on RBAC and Solaris OE in addition to examples to which you can refer.

RBAC applies the following concepts:

= Roles. These are persona that a specific user can take on. For example, users can
be assigned the role fmadmin. They can then su to that role and execute those
commands. They cannot execute other commands.

= Authorization. A permission can be assigned to a role to perform a specific class
of actions.

= Profile. A package of rights can be assigned to a role or a user.
Configuring the FM commands to use RBAC requires the following:
Creating the role

Creating the profile

Adding the profile to the role

Verifying that the changes have been made in the / etc/ user _attr file
Creating the user adding new role

Assigning commands to the profile
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v To Configure the FM Commands to Use RBAC

1. Create the role as follows.

This example uses a role named fmadmin and a sample UID. You must use a UID that
is valid for your installation.

# roleadd -u 123456 -g 101 -d /export/hone/frmadmin -m frmadm n
6 bl ocks

# passwd frmadmin

New password:

Re- ent er new password:

passwd (SYSTEM) : passwd successfully changed for fmadm n

# pwconv

2. Verify that the role has been added correctly.

# grep -i fmadmin /etc/passwd
f madm n: x: 123456: 101: : / export/ home/ f madni n: / bi n/ pf sh

The number UID of 123456 will be different on you system. Note that the shell is
pf sh, which is the profile shell.

3. Create a profile with a comment for the fmadmin.

# echo "fmprofile:::Ability to i ssue fmcomands:” >>
/etc/security/prof_attr

4. Verify that the profile was added.

# grep fmprofile /etc/security/prof_attr
fmprofile:::Ability to issue fm commands:

5. Add the profile to the fmadmin role. The All allows the fmadmin role to execute
normal commands.

# rolenod -P fmprofile, All frmadnmin
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6. Verify the changes.

# grep fmprofile /etc/user_attr

frmadm n::::type=role;profiles=fmprofile, Al'l
# profiles frmadmn

fmprofile

All

Basic Solaris User

7. Assign the role to a new or existing user mod - R account.

You can use any normal administrator account for this step. This procedure adds the
role to the account sfl user. sfl user was created when you followed the normal
FM installation notes.

# usernmod -R frmadm n sfluser

. Verify that the roles are assigned to the user

# roles sfluser
f madm n

. Assign commands to the profile. These commands assume that the FM was

installed in
/ opt / SUNWwCf m
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# echo "fmprofile:suser:cnd:::/opt/ SUNWwcf n bin/
listfabrics:uid=0" >> /etc/security/exec_attr

# echo "fmprofile:suser:cnd:::/opt/SUNWwfn bin/
createfabric:uid=0" >> /etc/security/exec_attr

# echo "fmprofile:suser:cnd:::/opt/SUNWwcfn bin/

del etefabric:uid=0" >> /etc/security/exec_attr

# echo "fmprofile:suser:cnd:::/opt/SUNWwcfn bin/
killfabrics:uid=0" >> /etc/security/exec_attr

# echo "fmprofile:suser:cnd:::/opt/SUNWwcfn bin/

startfabric:ui d=0" >> /etc/security/exec_attr

# echo "fmprofile:suser:cnd:::/opt/SUNWwcfn bin/
stopfabric:uid=0" >> /etc/security/exec_attr

# echo "fmprofile:suser:cnd:::/opt/SUNWwcf ni bi n/ wef nconf: ui d=0"
>> [etc/security/exec_attr

# echo "fmprofile:suser:cnd:::/opt/SUNWwf ni bi n/ wef st at: ui d=0"
>> [etc/security/exec_attr

# echo "fmprofile:suser:cnd:::/opt/SUNWwf M bin/wef nver: ui d=0"
>> [etc/security/exec_attr

v To Set Up the FM’s JVM to Use SSL

These instructions are very similar to those used when SSL was enabled in the
proxy’s JVM.

1. Obtain and unzip JSSE 1.0.3.

You can download the file anywhere on your local disk. Note that JSSE 1.0.3 requires
that you have Java 1.2.1 or greater already installed. You can download the file from
HTTP: //j ava. sun. com products. You should get the file j sse-1_0_3-

do. zi p.

2. Uncompress and extract the downloaded file.

This will create a directory named j ssel. 0. 3, with two subdirectories named doc
and | i b. The following command unzips the download.

# unzip jsse-1_0_3-do.zip
Archive: jsse-1_0_3-do.zip
inflating: jssel.0.3/BUGS. htm
inflating: jssel.0.3/ CHANGES. t xt
inflating: jssel.0.3/ COPYR GHT. ht
Many nore files are listed
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3. Install the JSSE .jar files in your extension directory.

The JSSE | i b subdirectory contains the extension filesj sse. j ar, jcert.jar, and
jnet . j ar. Determine the Java VM that the FM is using and type the following
command. If the FM is installed in a different location you must modify the
command.

# grep -v "#" [opt/SUNWwfm config/jre_hone.cfg
JAVA BI N=/ usr/javal.2/jrelbin/

The line that is output is the Java bin directory the FM uses. To get the Java $JRE
directory remove the / bi n. In the preceding example, the directory is / usr/
javal. 2/ j re. For this article substitute your Java directory for the string $JRE in
the commands.

4. Copy these files in the $JRE/lib/ext (installed extension) directory.

# cp lib/jsse.jar $JRE/Iib/ext/jsse.jar
# cp lib/jcert.jar $IRE/Ilib/ext/jcert.jar
# cp lib/jnet.jar $JRE/Iib/ext/jnet.jar

5. Verify that the files exist and that they are owned by root.

I's -1 $IRE/Ii b/ext

STW-r--r-- 1 root root 7637 Feb 20 10:17 jcert.jar
STW-r--r-- 1 root root 3098 Feb 20 10:17 jnet.jar
STW-r--r-- 1 root root 463471 Feb 20 10: 17 jsse.jar

6. Register the Sun JSSE provider.

JSSE comes standard with a cryptographic service provider named SunJSSE.
Although the SunJSSE provider must be configured explicitly, it should be registered
statically. Static registration is done by editing the security properties file which is
located at:

$JRE/ i b/ security/java. security

One of the types of properties contained in the j ava. securi ty files is of the
following form:

security. provi der. n=provi der Cl assName
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This line declares security provider and its preference. You should add a new line to
that section and install the standard provider shipped with the JRE, the entries
should now look like:

security.provider. 1l=sun.security. provider. Sun
security. provider.2=com sun. net.ssl.internal.ssl.Provider

v To Set Up the Keystore for the FM

The FM keystore must be copied into the location specified earlier.

1. Copy the keystore to the location / opt / SUNWwcf mf cl asses/ f nKeyStore and
verify that it is owned by root and read-only to root.

2. Modify the FM policy file so it can access the keyStore. It is located in /var/ opt /
SUNwWhef m confi g/ YourFabricName/ cf g/ YourFabricName. pol i cy, where
YourFabricName is the fabric name that you supplied to the cr eat ef abri c
command.

3. Edit this file so that the proxy has access to the file f nKey St or e. Add the
following line above the }; in the file / var/ opt / SUNWwcf nf confi g/
YourFabricName/ cf g/ YourFabricName.policy.

# vi /var/opt/ SUN\Wef mi confi g/ Your Fabri cName/ cf g/

Your Fabr i cNane. pol i cy

add the following line

perm ssion java.io.FilePerm ssion "/opt/ SUNW cm cl asses/
f nKeyStore", "read";

The string YourFabricName should be equal to the fabric name you created. If you
have not created a fabric you should create a fabric using the following:

# [ opt/ SUNWwcf mi bi n/ creat eFabric your_fabric_nanme

Securing the Fire Link Switch

Placing the switch behind the private network protects the switch. Providing
additional security requires the following:

1. Setting the switch password
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2. Setting the RMI password
3. Using the MSP as the flash server

4. Installing the write protect jumper

v To Set the Switch Password

The password for the switch must be set. The Switch SC interactively allows the user
to set a password for console access. The user must provide the old password (if
applicable) to be able to set a new password. The password is used to get to the CLI
on the console. The switch uses a shared account. The password controls access to
this account. The password will be prompted for when the switch is first powered
on, after a reboot, or if the logout command has been issued. It can also be prompted
for if the console timeout has been set and the console has timed out and closed.
Setting a blank password clears the current password.

e Set the password on the switch.

# password

Enter Password>OldPassword
Enter New Password>NewPassword
password was changed.

If you forget the password, the command r eset passwor d will reset the password.
To use this command you need physical access to the switch to move a jumper. For
instructions, consult the Sun Fire Link Installation manual.

There is also a command called | ogout that allows the user to log out

v To Set the RMI Password

The RMI password is a string that is sent when the FM requests an operation of the
switch. For example when the FM sends a configuration to the switch this password
is sent to authorize the action.

e Set the RMI password.

# rm =password
No RMI password is assigned. Do you want to set one? (y/[n]) >y
Enter password>
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v To Use the MSP As the Flashserver

The fl ashupdat e feature is used to update the firmware running on the switch.
The update is initiated by using the f | ashupdat e command on the switch. The
source flash image may be on a server. This article refers to performing a

fl ashupdat e using the MSP as the flash server.

v To set the Write Protect Jumper

The switch has a jumper called flash write enable jumper. This jumper has two
positions, write-protect and write-enabled. The factory setting for this jumper is the
write-enabled position. For details, refer to the Sun Fire Link Installation and Service
manual.

Some organizations may have security policies that require a high degree of
protection against the risk of improper access to the real time operating system
(RTOS). When such a requirement exists, the write-protect jumper can be used to
provide this protection.

Securing the RSM Driver

With the RSM driver all commands that modify the configuration are restricted to
the superuser, including items like initial and replace. All other operations (dump
config, info, topology, and so forth) are available to any user.

v To Restrict Access to the Information

1. Change the protection on the weci device.

# chnod 0700 /devi ces/wrsnr

Ongoing Security Efforts

After these security steps are done, the keys that are used by SSL will have to be
replaced before they expire. Repeat the steps in “Creating the Keystores” and replace
the keystores on the FM and the FM proxies.
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Configuring the Fabric

The following is an example of configuring the fabric SFL with the FM command
line tools. The fabric SFL was created in “To Set Up the Keystore for the FM”. We
will use a switch topology and two compute nodes and four switch nodes. The key
step is the creation of the clusterl.xml file. The example file uses password for the
string you should use to substitute the correct password. The names of the compute
nodes are: Traviata and Lucia. The switch nodes are greatsandy, greatbasin,
dryvalley, and saltflats. The following steps and configuration file create a single
partition called partl.

FIGURE 7 shows the fabric cabling.

Sun Fire link
“ Compute node
Compute node Ethernet Travita:a
Travita:a [ RMI
SP
Sun Fire link c ; d
ompute node
Comque node ”: Ethernet Travita:a
Lucia:a | | [ M
SP
Ethernet  Ethernet Sun Fire link
RMI RMI SSL Compute node
Ethernet Ethernet Ethernet Travita:a
RMI RMI SSL RMI
MSP o
EM server Sun Fire link
Compute node
Ethernet Travita:a
RMI

FIGURE7  Fabric Cabling Diagram
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v To Configure the Fabric

1. On the MSP, su to the role fmadmin. If you are not using RBAC, ignore this
command.

# su frmadm n

2. Create the cl uster 1. xm file.

CODE EXAMPLE 1 lists the contents of cl ust er 1. xm file for this topology.

CODE EXAMPLE 1 clusterl. xm File

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE fabric SYSTEM "fabric.dtd">
<fabric>
<l ast _date_ti ne>Mon Nov 12 14:21:11 EST 2001</
| ast _date_tinme>
<f nanme>f mc</ f name>
<config_file>
</config_file>
<menber s>
<swi t ch_node>
<node>
<sc_nane>gr eat sandy</ sc_nane>
<sc_user_name>sfl user</sc_user_nanme>
<sc_passwor d>passwor d<sc_passwor d>
<chassi s_t ype>WCl X_SW TCH</ chassi s_t ype>
</ node>
</ swi tch_node>
<swi t ch_node>
<node>
<sc_nane>gr eat basi n</ sc_name>
<sc_user_name>sfl user</sc_user_nanme>
<sc_passwor d>passwor d<sc_passwor d>
<chassi s_t ype>WCl X_SW TCH</ chassi s_t ype>
</ node>
</ swi tch_node>
<swi t ch_node>
<node>
<sc_nane>dryval | ey</ sc_nane>
<sc_user_name>sfl user</sc_user_nanme>
<sc_passwor d>passwor d<sc_passwor d>
<chassi s_t ype>WCl X_SW TCH</ chassi s_t ype>
</ node>
</ swi tch_node>
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CODE EXAMPLE 1 cluster1. xm File (Continued)

<swi t ch_node>
<node>
<sc_nane>sal tfl at s</ sc_nanme>
<sc_user_nane>sfl user</sc_user_name>
<sc_passwor d>passwor d<sc_passwor d>
<chassi s_t ype>WCl X_SW TCH</ chassi s_t ype>
</ node>
</ sw t ch_node>
<r sm_node>
<node>
<sc_nane>t ravi at a</ sc_nanme>
<sc_user _name>sfl user</sc_user_nanme>
<sc_passwor d>passwor d<sc_passwor d>
<chassi s_t ype>S8</ chassi s_t ype>
</ node>
<domai n_nane>a</ domai n_name>
<host nane>t r avi at a- a</ host nane>
<host _user >sfl user </ host _user >
<host _passwor d>passwor d<host _passwor d>
</ rsm node>
<r sm node>
<node>
<sc_nane>br ot her </ sc_nane>
<sc_user _name>sfl user</sc_user_nanme>
<sc_passwor d>passwor d<sc_passwor d>
<chassi s_t ype>S8</ chassi s_t ype>
</ node>
<domai n_nanme>a</ domai n_nane>
<host nanme>br ot her - a</ host nane>
<host _user >sfl user </ host _user >
<host _passwor d>passwor d<host _passwor d>
</ rsm node>
<r sm node>
<node>
<sc_nane>| uci a</ sc_nane>
<sc_user_name>sfl user</sc_user_nanme>
<sc_passwor d>passwor d<sc_passwor d>
<chassi s_t ype>S8</ chassi s_t ype>
</ node>
<domai n_nanme>a</ domai n_nane>
<host nanme>| uci a- a</ host name>
<host _user >sfl user </ host _user >
<host _passwor d>passwor d<host _passwor d>
</ rsm node>
</ menber s>
<partitions>
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CODE EXAMPLE 1 cluster1. xm File (Continued)

<partition type="RSM topol ogy="WixSwi tch">
<pnane>part 1</ pnane>
<stripping_level >4 </stripping_|evel >
<partition_nenbers>
<node_partition_menber>
<sc_nane>| uci a</ sc_nane>
<domai n_nane>a</ domai n_name>
</ node_partition_nemrmber>
<node_partition_menber>
<sc_nane>t ravi at a</ sc_nanme>
<domai n_nane>a</ domai n_name>
</ node_partition_menber >
<swi tch_partition_menber>
<sc_nane>gr eat sandy</ sc_nane>
</switch_partition_menber>
<switch_partition_nenber>
<sc_nane>gr eat basi n</ sc_name>
</switch_partition_nenber>
<switch_partition_nenber>
<sc_nane>dryval | ey</ sc_nane>
</switch_partition_nenber>
<switch_partition_nenber>
<sc_nane>sal tfl at s</ sc_name>
</switch_partition_nmenber>
</partition_nenbers>
</partition>
</ partitions>
</fabric>

Note — The cl ust er 1. xml file contains password strings and should only be
placed in secure directories. You must be very careful with this file.

The file cl ust er 1. xm (which was created in the previous step) is used as an
argument to the command line tools.

# startfabric sfl

# wefnmconf clusterl. xm

Found FM at [//] ocal host: 1099/ f ndc]
Configuration file processed successfully.
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Conclusions

After you follow the steps in this article, the Sun Fire Link can be administered in a
secure manner.
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