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Building Secure Sun Fire™ Link
Interconnect Networks Using Sun
Fire™15K and Sun Fire™12K
Servers

In a distributed computer system, data is sent from one computer over a network to
another computer. The data that is being sent across the network may be readable by
unauthorized users. Data transmitted over the network is sensitive to privacy,
authenticity, and point of origin attacks so it must be protected. The Sun Fire Link
interconnect software is part of a distributed computer system, so it must be fortified
against these attacks.

Deploying a secure distributed computer system can be difficult. This article
describes how to install and deploy the Sun Fire Link product so that it can be
securely managed and operated and documents the software architecture and the
steps needed to secure the Sun Fire Link interconnect. The commands used in
configuration steps are either Fire Link Manager (FM) or Solaris™ Operating
Environment (Solaris OE) tools. This article requires a general knowledge of Solaris
OE system administration and is written for advanced system administrators.

The article also includes a section on how to create, configure, and secure a Sun Fire
Link fabric. The Sun Fire Link fabric is a collection of remote shared memory (RSM)
partitions, compute nodes, and switch nodes.
This article covers the following topics:
= “Sun Fire Link Hardware Overview” on page 2

“Sun Fire Link Software Overview” on page 4
= “System Configuration” on page 7

“Fabric Configuration” on page 18



The main recommendations are:

= Follow the guidelines in [1] “Building Secure Sun Fire Link Interconnect
Networks Using Midframe Servers” at:
http://ww. sun. conif sol uti ons/ bl ueprints/0203/817-1656. pdf.

= Follow the guidelines in [2] “Securing the Sun Fire™ 15K and 12K System
Controllers” article at:
http://ww. sun. conf sol uti ons/ bl ueprints/0203/817-1358. pdf.

= Configure the wcaa to use the Secure Sockets Layer (SSL).
= Modify the FM keystore to include wcapp version 1.2 10/28/99.
The procedures for implementing these recommendations are located in the sections

on “System Configuration” on page 7 and “Fabric Configuration” on page 18
following the Sun Fire Link hardware and software overviews.

2

Sun Fire Link Hardware Overview

The Sun Fire Link is a high-bandwidth, low-latency cluster interconnect used with
Sun Fire™ 6800, Sun Fire 15K, and Sun Fire 12K servers to expand the high-end Sun
Fire series system capabilities beyond the chassis. A Sun Fire Link cluster consists of
up to eight Sun Fire 6800 and/or Sun Fire 15K and Sun Fire 12K nodes, connected to
each other by a Sun Fire Link optical network. Each node has a separate instance of
the Solaris OE running under a layer of clustering software, which can be either
Sun™ Cluster software or Sun HPC ClusterTools™ software. This separate instance
of the Solaris OE is also referred to as a domain. For some configurations, the
interconnect hardware will include Sun Fire Link switches as well. A Sun Fire Link
cluster also requires an Ethernet network to carry cluster administration traffic. This
network connects all cluster components that exchange control and status or error
information. A dedicated server to run the required management software is also
recommended. The “Securing the Sun Fire Midframe System Controller” article
discusses the midframe service processor (MSP). The MSP is a dedicated server that
restricts access to the private System Controller (SC) network.

The Sun Cluster software and the Sun HPC ClusterTools software use the remote
shared memory (RSM) interface for internode communication across a Sun Fire Link
network. The RSM is a Sun messaging interface that is highly efficient for remote
memory operations. For Sun Fire Link clusters of two or three nodes, the network
connections can be either point to point (direct-connect topology) (FIGURE 1) or
through Sun Fire Link switches (FIGURE 2). For larger clusters (four to eight nodes), a
Sun Fire Link switch is required.
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The server’s interface to the Sun Fire Link network is provided by a Sun Fire Link-
specific 1/0 subsystem called the Sun Fire Link assembly. These assemblies are
installed in standard server 170 slots. Each Sun Fire Link assembly contains two
optical transceiver modules called Sun Fire Link optical modules. Each optical
module supports a full-duplex optical link. The Sun Fire Link assemblies are
installed in pairs to enhance availability and to support message striping for higher

bandwidth.

Sun Fire Link Hardware Overview
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FIGURE2  Switched Topology

Sun Fire Link Software Overview

The elements of the Sun Fire Link interconnect software stack that are configured in
this article are:

= Sun Fire 15K or Sun Fire 12K wcapp software.
= Sun Fire Link Administration software
Other components of the software stack are described in detail in [1] “Building

Secure Sun Fire Link Interconnect Networks Using Midframe Servers” at:
http://ww. sun. conf sol uti ons/ bl ueprints/0203/817-1656. pdf.

Sun Fire 15K and Sun Fire 12K wcapp Software

The wcapp software is a daemon responsible for implementing Sun Fire Link
clustering functionality and so forth. This software runs on the domain, SC, MSP,
and so on.
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The SC in the Sun Fire 15K and Sun Fire 12K systems controls the assignment of
resources. Resource assignment includes which domains are on or off and which
components (such as CPUs, I/0 cards, and memory) are associated with domains.
All of the server’s configuration is stored in the SC. Network discovery and fabric
configuration services are exported to the FM software through a private Java™
remote method invocation (RMin the domain, SC, and MSP) interface. The RMI
allows client applications to locate remote server objects and execute methods on
those objects as though they were local objects. The RMI is the object equivalent of
remote procedure calls (RPCs). TheRMI interface can use the Secure Sockets Layer
(SSL), which will provide integrity and confidentiality across networks in addition to
providing authentication.

This article describes how to enable use of SSL to access the RMI interface.

Sun Fire Link Administration Software

The Sun Fire Link software includes tools for administrating Sun Fire Link networks.
Administration of Fire Link networks includes the following tasks:

= Configuring and reconfiguring Sun Fire Link partitions

= Dynamically adding nodes to and removing nodes from partitions
= Bringing up and taking down optical links

= Enforcing domain topology constraints

= Monitoring a configured cluster for faults, such as link failures

The major components of theThus Oct Sun Fire Link Administration software are:
= Sun Fire Link Manager

= FM proxies

= Sun™ Management Center agents

= Sun Management Center console

FIGURE 3 shows where the software is located and how it communicates.

Sun Fire Link Manager

The Sun Fire Link Manager (FM) is installed on a host that is external to the Sun Fire
Link cluster. The FM must be installed on the MSP. The FM is a Java application that
communicates with the managed entities (compute nodes and switches) through the
RMI. It is responsible for managing and configuring the Sun Fire Link fabric. The
fabric is a collection of RSM partitions, compute nodes, and switch nodes.

Sun Fire Link Software Overview 5
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FIGURE 3 Sun Fire Link Software Location and Communication

The major functions of the FM are:

=« Creating fabrics

= Creating switched and direct-connect topologies

= Adding and removing nodes in the switch topology
= Modifying the striping level of a partition

Given the requested topology, stripe level, and node membership, the FM computes
configuration information for each node. The FM then distributes these
configurations to every node of the fabric. This configuration information contains
items such as striping level (the number of links between each node) and the cluster
ID. The configuration data is stored in the FM configuration file. The FM data files
represent the persistent form of the FM. If the FM is stopped and restarted, the FM
configuration file restores the memory-resident data structures. This file contains the
nodes in the fabrics, which partitions exist, and what links are used in which
partitions.
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Another file that the FM manages is the password file, which contains password
information for the domains, switch SCs, and midframe SCs. This data is very
sensitive and should always be guarded. The FM has a set of command-line tools
that are used in the example given later. These tools allow the FM functionally to be
accessed. Role-based access control (RBAC) is used to control access to these files.
These files should never be copied to a unsecure location. Copies should never be
made using unsecure communication channels. It is also important to treat these files
as sensitive data when they are backed up.

The FM executes its functionality through an RMI interface that is called by the FM
command-line interface tools. It is the access point when the Sun Management
Center executes the FM functionality.

All FM command-line interface tools must be executed on the MSP. Access to the
RMI interface is protected by a community password, and the FM RMI interface
refuses connections from systems other than the MSP. The wcapp configuration must
be modified so that it uses RMI between the FM and wcapp.

System Configuration

The system configuration procedures are:

“Following the Midframe Article” on page 7
= “Creating the wcappKey St or e” on page 8
= “Installing the FM Public Key In the wcappKey St or e” on page 11
= “Installing the wcapp Public Key In the f nKeyst or e” on page 13
= “Configuring wcapp To Use SSL” on page 14

Following the Midframe Article

To build a secure Sun Fire Link network, follow the recommendations of the
“Building Secure Sun Fire Link Interconnect Networks Using Midframe Servers”
article at:

http://ww. sun. conf sol uti ons/ bl ueprints/0203/817-1656. pdf.

If you are building a direct-connect topology, an MSP is not required. However, you
still must set up the FM’s proxy on each domain to use SSL for communication
between it and the FM. If you do not deploy an MSP, you must select the machine
where the FM resides with caution.
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8

Creating the wcappKey St or e

“Building Secure Sun Fire Link Interconnect Networks Using Midframe Servers”
discusses the motivation and technology behind SSL. For an overview of SSL and
public key cryptography, refer to that article.

Two keystores were created: the FM Proxy keystore and the FM keystore. In this
article, an additional keystore and another key to the FM keystore are created.
FIGURE 4 shows where the certificate (public key) and private keys are distributed.

MSP

fmKeyStore which contains -

* Public key (certificate) for domain
* Private key for the FM

* Public key for SMS

RMI over SSL
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Public and Private Key Locations
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v To Create the wcappKey St or e

1. Create the keystore and generate the key pair by typing the following command
in a safe private directory on the MSP.

Note — You must type this command as a single line. Multiple lines are used in the
examples for legibility purposes only. Press return for the f nkey password.

# lusr/bin/keytool -genkey -dname "cn=CommonName, ou=0rganizationName, o=CompanyName,
s=SN c=US" -alias wcappKey -keystore wcappKeyStore -validity 180
Enter keystore password: YourPassword
Enter key password for fmKey: Password
(RETURN if same as keystore password):

The preceding command creates the keystore named f nKey St or e in the working
directory, and assigns it the password YourPassword. Substitute a password for
YourPassword. This password must be kept secret to the administrators. This
password is referred to as the keystore password. You must remember this password
because it is used in other steps.

The italicized items in the preceding command represent a value and the keywords
are abbreviations for the following:

TABLE 1 X.500 Distinguished Names

KeyWord X.500 Distinguished Names Example

cn CommonName (Name of person) John Smith

ou OrganizationUnit (department) Purchasing

on OrganizationName (company) ABC Systems, Inc.
I'n LocalityName (city name) Burlington

S Statement (state) MA

c Country us

The distinguished names are used to identify entities, such as those named by the
subject and issuer.

System Configuration 9



Caution — Keytool generates a public and private key pair for the entity f nkeys.
The generated key expires in 180 days. Every 180 days you must generate a new
private and public key and replace the private key on the proxy and public key on
the FM.

2. Verify that the keystore was correctly created and the key entry is contained in the
keystore.

Substitute your password for the keystore password you specified in the previous
command.

#keytool -list -keystore wcappKeyStore
Ent er keystore password: YourPassword

Keystore type: jks
Keyst ore provider: SUN

Your keystore contains 1 entry:

wecappkeys, Fri Apr 11 12:11:44 EDT 2003, keyEntry,
Certificate fingerprint (MD5): F1:11:FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36

The MDS5 fingerprint and date will be will be different than those shown.

3. Generate a file that contains the certificate (public key) for the wcapp key.
This public key will be installed in the f nKeySt or e.

# lusr/bin/keytool -export -alias wcappKey -keystore wcappKeyStore >
wcAppCert
Ent er keystore password: YourPassword
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4. Verify that the public key was created:

# Jusr/bin/keytool -printcert -file wcAppCert
Omner: CN=CommonNane, OU=0Or gani zationNane, O=ConpanyNane, ST="SN c=US"
I ssuer: CN=CommonNane, | s - OU=0r gani zat i onNanme, O=ConpanyNane, ST="SN c=US"
Serial number: 3cb70740
Valid from Fri Apr 11 12:11:44 EDT 2003 until: Thus Oct 09 12:11:44 EDT
2003
Certificate fingerprints:
MD5: F1:11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36
SHA1: 6C: 76: 5D: E9: 64: 84: 08: E2: 95: 0B: 64: 95: 70: 6D: 3F: E9: F5: D5: 87: 7E

Assume that the strings for CommonName and the other keywords are what you
entered in the - genkey keytool in Step 1. The certificate fingerprint and date should
be the same as that displayed when the f mKey St or e was listed in Step 2.

Installing the FM Public Key In the
wcappKeySt or e

For the wcapp program to authenticate the SSL connection between the FM and
wecapp the FM public key must be placed in the wcappKeySt or e. First you must
extract the public key from the FM keystore. For the following command to work,
you must have followed the instructions in the article “Building Secure Sun Fire Link
Interconnect Networks Using Midframe Servers.”

v To Install the FM Public Key in the wcappKeySt or e

1. Generate a file that contains the certificate (public key) for the pr oxyKey.
This public key will be installed in the f nKeySt or e.

# lusr/bin/keytool -export -alias fmKey -keystore /opt/SUNWwcfm/classes/
fmKeyStore > fmCert
Ent er keystore password: YourPassword

System Configuration 11



2. Verify that the public key was created.

# /usr/bin/keytool -printcert -file fnCert

Owner: CN=CommonNane, OU=Or gani zati onNane, O=ConpanyName, ST="SN
c=Us"

I ssuer: CN=CommonNanme, | s - OU=0Or gani zat i onName, O=ConpanyNane,
ST="SN c=US"

Serial number: 3cb70740

Valid from Fri Apr 11 12:15:44 EDT 2003 until: Thus Cct 09

12: 11: 44 EDT 2003

Certificate fingerprints:

MD5:  F2:11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36

SHALl: 6C: 76: 5D: E9: 64: 84: 08: E2: 95: 0B: 64: 95: 70: 6D: 3F: E9: F5: D5: 87: 7E

Assume that the strings for CommonName and the other keywords are what you
entered in the - genkey keytool in Step 1“Creating the wcappKey St or e” on page 8.

3. Import the FM public key into wcappKey St or e:

# lusr/bin/keytool -import -file fmCert -keystore wcappKeyStore
Enter keystore password: YourPassword

Owner: CN=CommonName, OU=0rganizationName, O=CompanyName,
ST="SN c=US"

Issuer: CN=CommonName, OU=0rganizationName, O=CompanyName,
ST="SN c=USs"

Valid from Fri Apr 11 12:11:44 EDT 2003 until: Thus Cct 09

12: 11: 44 EDT 2003

Certificate fingerprints:

MD5:  F1:11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36

SHAL: 6C: 76: 5D: E9: 64: 84: 08: E2: 95: 0B: 64: 95: 70: 6D: 3F: E9: F5: D5: 87: 7

Trust this certificate? [no]: yes

Certificate was added to keystore
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4. Validate that wcappKey St or e contains the private key for the proxy and the
public key for the F:

# lusr/bin/keytool -list -keystore wcappKeyStore
keystore password: YourPassword

Keystore type: jks

Keystore provider: SUN

Your keystore contains 2 entries:

wecapp Key, Fri Apr 11 12:15:44 EDT 2003

Certificate fingerprints(MD5)

F2: 11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36
fnkey, Fri Apr 11 12:11:44 EDT 2003 trustedCertEntry,
Certificate fingerprint (MD5):

F1: 11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36

System Configuration 13




Installing the wcapp Public Key In the
f nKeystore

v To Install the wcapp public key In the f nKeySt or e

1. Type the following command to install the f nKey St or e.
The f mKey St or e needs a public key for the wcapp key pair.

# lusr/bin/keytool -import -file wcappCert -keystore fmKeyStore
Enter keystore password: YourPassword

Owner: CN=CommonName, OU=0rganizationName, O=CompanyName,
ST="SN c=US"

Serial Number:84848484

Issuer: CN=CommonName, OU=0rganizationName, O=CompanyName,
ST="SN c=USs"

Valid from Fri Apr 11 12:15:44 EDT 2003 until: Thus Cct 09

12: 11: 44 EDT 2003

Certificate fingerprints:

MD5:  F2:11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36

SHAL: 6C. 76: 5D: E9: 64: 84: 08: E2: 95: 0B: 64: 95: 70: 6D: 3F: E9: F5: D5: 87: 7

Trust this certificate? [no]: yes

Certificate was added to keystore
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2. Validate that wcappKey St or e contains the private key for the private key for the
proxy and public key for the FM:

# lusr/bin/keytool -list -alias -keystore /opt/SUNWwcfm/classes/fmKeyStore
keystore password: YourPassword

Keystore type: jks

Keystore provider: SUN

Your keystore contains 2 entries:

fmKey, Fri Apr 11 12:11:44 EDT 2003

Certificate fingerprints(MD5)

F1:11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36
wecappKey, Fri Apr 11 12:15:44 EDT 2003 trustedCertEntry,
Certificate fingerprint (MD5):

F2:11: FF: 90: BO: D8: C6: DE: 23: CE: 36: 3F: 81: B2: 30: 36

Configuring wcapp To Use SSL

These steps must be performed on every SC (both the primary and the backup) in
your configuration. For example, if you have two Sun Fire 15K or Sun Fire 12K
systems you must repeat the following installation steps on all four SCs:

= “To Configure wcapp Java Virtual Machine to use SSL” on page 14
= “To Install the wcappKeySt ore” on page 15

“To Create the ssl.info File” on page 17
= “To Stop and Restart wcapp” on page 17

v To Configure wcapp Java Virtual Machine to use SSL

1. Download the Java™ Secure Socket Extension (JSSE) 1.0.3 program.

You can download the file to any location on your local disk. Note that JSSE 1.0.3
requires that you have Java 1.2.1 or greater already installed. You can download the
file from:

http://java. sun.com products.
The file name is j sse-1_0_3-do. zi p.

System Configuration 15
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2. Uncompress and extract the downloaded file by typing the following command to
unzip the download.

This will create a directory named j ssel. 0. 2, with two subdirectories named doc
and | i b. The following command will unzip the download:

#unzip jsse-1_0_3-do.zip
Archive: jsse-1_0_3-do.zip
inflating: jssel.O0.3/BUGS. htm
inflating: jssel.O0.3/ CHANGES. t xt
inflating: jssel.0.3/ COPYRI GHT. ht
Many nore files are listed

3. The JSSE | i b subdirectory contains the extension filesj sse.jar,jcert.jar
and j net. j ar. Copy these files into the /usr/j aval. 2/ | i b/ ext (installed
extension) directory:

#cp lib/jsse.jar JRE/lib/ext/jsse.jar
#cp lib/jcert.jar JRE/lib/ext/jcert.jar
#cp lib/jnet.jar JRE/lib/ext/jnet.jar

4. Verify that the files exist and they are owned by root.

#1s -1 $IRE/ i b/ ext

STW-r--1-- 1 root root 7637 Feb 20 10: 17 jcert.jar
SITWAr--1-- 1 root root 3098 Feb 20 10: 17 jnet.jar
STW-F--r-- 1 root root 463471 Feb 20 10:17 jsse.jar

5. Register the Sun JSSE provider.

The standard JSSE comes with a cryptographic service provider (provider for short)
named SunJSSE. Although the SunJSSE provider must be configured explicitly, this
provider should be registered statically. The registration is done by editing the
security properties file, which is located at:

JRE/l'i b/ security/java.security.

One of the types of properties contained in the j ava. securi ty file is of the
following form:

security. provi der. n=provi der Cl assNanme

This line declares the security provider and its preference.
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6. Add a new line to that section and install the standard provider shipped with the
Java run-time environment (JRE).

The entries should now look like:

security.provider. 1l=sun.security. provider. Sun
security. provider.2=com sun. net.ssl.internal.ssl.Provider

v To Install the wcappKey St or e

The previously created keystore (wcappKey St or €) must be distributed to each SC
domain. To move the key, it is recommended that you use an encrypted file, that is,
scp, to copy the file onto your system.

1. Execute the following command.
Substitute the machine name of MSP for the server that is acting as your MSP.

#scp MSP:/privatedir/wappKeyStore /opt/ SUNWBMS/ SMS1. 3/ cl asses/ wcappKeySt ore

2. Verify that this file is root read only.
It is important to protect private key.

#1s -1 /opt/ SUNWSMS/ SMB1. 3/ wcappKey St or e
STWe- - - - 1 root root 7637 Feb 20 10: 17 /opt/ SUNWSMS/ SMS1. 3/ cl asses/
wcappKeySt or e

3. Edit the j ava. pol i cy file so that the proxy has access to the f mKey St or e file.

Add the following lines above the }; in the policy file. The wcapp j ava. pol i cy file
is located in:
/ opt / SUNWBMS/ SMS1. 3/ cl asses/ com sun/ wi | dcat/ common/ server. policy

perm ssion java.io.FilePerm ssion "/opt/SUNWMS/ SMS1. 3/ cl asses/ wcappKeySt ore", "read";
perm ssion java.io.FilePermssion " /opt/SUNWSMS/ SM51. 3/ cl asses/ ssl.info”, “read”;
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v To Create the ssl.info File

The ssl . i nf o file contains the information that wcapp needs to use the SSL.

1. Create a file called file / opt / SUNVBMS/ SMS1. 3/ cl asses/ ssl . i nf o containing
the following lines.

Substitute the KeyStore password for YourPassword.

KEY_STORE_PASSPHRASE=YourPassword
KEY_STORE_LOCATI ON=/ opt / SUNWBMS/ SVB1. 3/ ¢l asses/ wecappKey St or e

2. Verify that the file is root read only.

This information is sensitive. Access to the file should be restricted to root. The
following command will verify the access to the file:

#1s -1 /opt/SUNWSBMS/ SMBL. 3/ cl asses/ ssl .info
STWe- - - - 1 root root 7637 Feb 20 10:17 /opt/ SUNWSMS/ SMS1. 3/ cl asses/ ssl.info

v To Stop and Restart wcapp

To make wcapp use SSL and the enhanced security settings, you must stop and
restart weapp by stopping and restarting the entire SMS. If failover is enabled, the
SC will failover when SMS is stopped so failover should be disabled and one SC
modified and tested before you define the other SC as main. Modify and test the SC
before you re-enable failover.

1. Type the following command to stop the proxy:

#/etc/init.d/ sns stop

2. Type the following command to restart wcapp.

#/etc/inid.d/sms start
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3. Verify that wcapp restarted with enhanced security.
Only the critical lines of output are listed. The rest are ignored for readability.

#tail /tnp/scapout.out

usi ng SSL.

4. Repeat Steps 1 through 3 for each SC.

Fabric Configuration

This section contains an example topology and an example set of nodes. The
example configuration (FIGURE 5) contains four nodes and a switch. The key step is
the creation of the . xm file. The example file uses passwor d for the string you
should use to substitute a password. The following example has two compute nodes
and four switches. The names of the compute nodes are: sc1 and sc2. The switch
nodes are gr eat sandy, greatbasin, dryvalley, andsal tfl ats. This section
contains the steps and configuration file to create a single partition called part 1.

v To Configure the Fabric

The following example configures a fabric using the FM command-line tools.

1. Type the following command to switch to the f madni n role.
If you are not using RBAC, skip this step.

#su frmadm n
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2. Type the following command to configure the fabric:

#create_fabric sfl

Note — Fabric sf| was created when you followed the configure fabric procedures
in “Building Secure Sun Fire Link Interconnect Networks Using Midframe Servers.”

FIGURE 5 shows the fabric cabling.

Sun Fire Link .

“ Switch node
Compute node Ethernet gr eat sandy

SC2: a [ RMI

SP
Sun Fire Link Switch nod

witch node
Com;glt.egode | | “: Ethernet greatbasin

' l RMI

SP
Ethernet  Ethernet Sun Fire Link

RMI SSL| | RMI SSL Switch node
Ethernet Ethernet Ethernet dryval l ey

RMI SSL RMI SSL RMI

MSP ] )
EM server Sun Fire Link _

Switch node
Ethernet saltflats

RMI

FIGURES  Fabric Cabling Diagram.
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CODE EXAMPLE 1 shows the contents of the . xc_sf | . xm file for this topology.

CODE EXAMPLE 1 File xc_sfl . xm

<?xm version= "1.0" encodi ng="UTF-8"?>
<! DOCTYPE fabric SYSTEM "fabric.dtd">

<fabric>
<f nane>sf| </ f name>
<config_file>
</config_file>

<nenber s>
<swi t ch_node>
<node>
</ node>

</ swi t ch_node>
<swi t ch_node>
<node>

</ node>
</ swi t ch_node>
<swi t ch_node>

<node>

</ node>
</ swi t ch_node>
<swi t ch_node>

<node>

</ node>
</ swi t ch_node>
<rsm node>

<node>

<sc_name>gr eat sandy</ sc_nane>

<sc_user _name>sfl user</sc_user_nane>
<sc_passwor d>passwor d<sc_passwor d>
<chassi s_t ype>WCl X_SW TCH</ chassi s_t ype>

<sc_name>gr eat basi n</ sc_nane>

<sc_user _name>sfl user</sc_user_nane>
<sc_passwor d>passwor d<sc_passwor d>
<chassi s_t ype>WCl X_SW TCH</ chassi s_t ype>

<sc_nane>dryval | ey</ sc_nane>

<sc_user _name>sfl user</sc_user_nane>
<sc_passwor d>passwor d<sc_passwor d>
<chassi s_t ype>WCl X_SW TCH</ chassi s_t ype>

<sc_nane>sal tf| at s</ sc_nanme>
<sc_user_name>sfl user</sc_user_nane>
<sc_passwor d>passwor d<sc_passwor d>
<chassi s_t ype>WCl X_SW TCH</ chassi s_t ype>

<sc_nane>scl</sc_nanme>
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CODE EXAMPLE 1 File (Continued)xc_sfl . xm

<sc_user_nane>sfl user</sc_user_nanme>
<sc_passwor d>passwor d<sc_passwor d>
<chassi s_type>S72</ chassi s_t ype>
</ node>
<domai n_nane>a</ domai n_nane>
<host nane>sc1- a</ host nane>
<host _user >sf | user</host _user>
<host _passwor d>passwor d<host _passwor d>
</ rsm_node>
<rsm node>
<node>
<sc_nanme>sc2</ sc_nanme>
<sc_user_nane>sfl user</sc_user_nanme>
<sc_passwor d>passwor d<sc_passwor d>
<chassi s_t ype>S72</ chassi s_t ype>
</ node>
<domai n_nane>a</ domai n_nane>
<host nane>sc1- a</ host nane>
<host _user>sf | user</host _user>
<host _passwor d>passwor d<host _passwor d>
</ rsm node>
</ menber s>
<partitions>
<partition type="RSM topol ogy="WixSwitch”>
<pnane>part 1</ pnane>
<stripping_|l evel >4 </stripping_|evel >
<partition_menbers>
<node_partiti on_nmenber >
<sc_nane>scl</sc_nanme>
<domai n_nane>a</ domai n_nane>
</ node_partition_nenber>
<node_partiti on_nmenber >
<sc_nane>sc2</ sc_nanme>
<domai n_nane>a</ domai n_nane>
</ node_partition_nenber>
<switch_partition_nenber>
<sc_nane>gr eat sandy</ sc_nanme>
</switch_partition_menber>
<switch_partition_nenber>
<sc_nane>gr eat basi n</ sc_name>
</switch_partition_menber>
<switch_partition_nenber>
<sc_nane>dryval | ey</ sc_nane>
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CODE EXAMPLE 1 File (Continued)xc_sfl . xm

</sw tch_partition_menber>
<swi tch_partition_menber>
<sc_nane>sal tfl at s</ sc_nanme>
</sw tch_partition_menber>
</ partition_menbers>
</partition>
</partitions>
</fabric>

Note that the .xm file contains password strings and should only be placed in a
secure directory. You must be very careful with this file.
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