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Upgrading From the iPlanet™
Directory Server 5.1 Software to the
Sun™ ONE Directory Server 5.2
Software

This article contains information derived from a Sun BluePrints book titled, LDAP in
the Solaris Operating Environment — Deploying Secure Directory Services, by Michael
Haines and Tom Bialaski. This book is scheduled for publication in the Fall of 2003.

The recently released Sun™ ONE Directory Server 5.2 software introduces several
significant features, and is available for download from the ww. sun. comweb site.
One of the key new features is support for the Secured LDAP Client which is part of
the Solaris™ 9 Operating Environment (OE) software release, and available as a
patch (108993-18 or higher) for the Solaris 8 OE.

There is no change required on the client when the Sun ONE Directory Server 5.2
software is deployed in place of iPlanet Directory Server 5.1. However, the
packaging, installation, and configuration of the newer version is quite different on
the server. This article takes a look at those differences, and presents tips on how to
install and configure the Sun ONE Directory Server 5.2 software.

This article is intended for IT architects and administrators who have deployed
earlier versions of the directory server software, and who are interested in
upgrading to the Sun ONE Directory Server 5.2 version.



IPlanet Directory Server 5.1 Packaging

First, a little history. The iPlanet Directory Server 5.1 software shipped as part of the
Solaris 9 OE distribution media, and for the first time was available in SVR4 package
format. These packages are:

= | PLTadcon — Administration Server Console

= | PLTadman - Administration Server Documentation

= | PLTadm n - Administration Server

= | PLTcons - Console Client Base

= | PLTdscon — Directory Server Console

= | PLTdsnman - Directory Server Documentation

= | PLTdsr — Directory Server (root)

= | PLTdsu - Directory Server (usr)

= | PLTj ss — Network Security Services for Java

= | PLTnl s — Nationalization Languages and Localization Support

= | PLTnspr - Portable Runtime Interface

= | PLTnss — Network Security Services

= | PLTpl dap — PerLDAP

The packages are installed when the Full Distribution (SUNWCal | ) or Full
Distribution+OEM (SUNWCXal | ) package cluster is selected during the installation

of the Solaris 9 OE. Besides the simplified installation, other enhancements are
provided in the Solaris 9 OE release such as the following:

= /usr/bin/directoryserver wrapper script — Takes away the path
dependencies inherent in previous directory server versions. This allows you to
run directory administration commands without having to know where the
directory server software is loaded. The directory server setup program was
modified to place the software in a fixed location rather than an arbitrary one. It
also automatically creates a startup file called /etc/init.d/directory.

=« /usr/lib/ldap/idsconfig script- Used to make the necessary configuration
changes to support LDAP as a name service.

= /usr/sbin/l dapaddent program - Used to populate LDAP entries with data
from name service databases in fi | es format.
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Sun ONE Directory Server 5.1
Configuration

The SVR4 packages that make up the Directory Server, Administration Server, and
iPlanet Console, separate installation from configuration. That is, the software
packages can be loaded without having to answer any configuration questions. After
the packages are loaded, the software is placed in staging areas. These staging areas
include:

= /usr/iplanet/ds5

= /usr/iplanet/adnserv5. 1

= /usr/iplanet/console5. 1

=« /etc/iplanet

Also installed is the / usr/ sbhi n/ di rect oryser ver wrapper script, that is used to

invoke the Directory Server, Administration Server, and Console setup program. For
example:

# /usr/sbin/directoryserver setup

The set up parameter invokes the Directory Server set up program that asks several
configuration questions. Upon completion, the / var / ds5 directory is created that
contains the sl apd-instance directory for the Directory Server instance that was just
created.

A silent installation can be performed by first creating a silent install configuration
file using the - k option, then using that file as input for subsequent installations. For
example:

# /usr/sbin/directoryserver setup -k
-- configuration questions omitted --

#
Theinstall.inf thatis created can then be used for silent installations as shown:
# lusr/sbin/directoryserver setup -f /usr/iplanet/ds5/setup/install.inf

Sun ONE Directory Server 5.1 Configuration 3



To un-configure the Directory Server and Administration Server, the un-install
option is specified. For example:

# /usr/sbin/directoryserver uninstall

Although the parameter is called uni nst al | , all the Directory Server software is
not removed for the system. The / var/ ds5/ sl apd- instance directory is removed,
but the software contained in / usr /i pl anet/ ds5 remains, so subsequent
configurations can be performed without reloading the SVR4 packages that make up
the Directory Server.

Before discussing the Sun ONE Directory Server 5.2 packaging and configuration, it
is worth noting a couple of observations about the iPlanet Directory Server 5.1
implementation. These are:

= The Administration services are configured and un-configured with the same
setup program as the Directory services.

= The/var/ dsb target directory is pre-defined. You do not have the option of
specifying an alternative location.

4

Sun ONE Directory Server 5.2 (SVR4
Packages)

Like the iPlanet Directory Server 5.1 version, the Sun ONE Directory Server 5.2
version is distributed as SVR4 packages. However, the package names have changed
and the number of packages has increased. Some of the packages contain updates to
packages in the Solaris OE distribution, some are required to run the Directory
Server in 64-bit mode, and some are only required with the Solaris 8 OE.

A complete list of all packages in alphabetical order is:

= SUNWasha - Sun ONE Administration Server component for Sun Cluster

= SUNWAsvc — Sun ONE Administration Console

= SUNWasvcp - Sun ONE Administration Server Console Plug-in

= SUNWAasvr - Sun ONE Administration Server (Root)

= SUNWAsvU — Sun ONE Administration Server (Usr)

= SUNWisha — Sun One Directory Server Component for Sun Cluster

= SUNWisvcp — Sun ONE Directory Server Console Plug-in

= SUNWIsvh — Sun ONE Directory Server Heap Allocator
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SUNWIsvhx — Sun ONE Directory Server Heap Allocator (64-bit)
SUNWdsvpl — Sun ONE Directory Server PerLDAP modules
SUNWdsvr — Sun ONE Directory Server (Root)

SUNWisvu — Sun ONE Directory Server (Usr)

SUNWIsvx — Sun ONE Directory Server (64-bit)

SUNW cu — International Components for Unicode User Files
SUNW cux — International Components for Unicode User Files (64-bit)
SUNW ss — Network Security Services for Java (JSS)

SUNW dk — LDAP C SDK

SUNW dkx — LDAP C SDK (64-bit)

SUNWpr — Netscape Portable Runtime

SUNWbr x — Netscape Portable Runtime (64-bit)

SUNWsas!| - Simple Authentication and Security Layer
SUNWsasl| x — Simple Authentication and Security Layer (64-bit)
SUNW | s — Network Security Services

SUNW | sx — Network Security Services (64-bit)

These packages are designed to support both the Solaris 8 and the Solaris 9 OE and
both the 32-bit and 64-bit mode of the Directory Server. Some are not specific to the
Directory Server and are used by other applications. The Administration Server and
Sun ONE Server Console applications are also included among these packages.

To understand the role each package plays, it is helpful to group them in the
following manner.

Shared Packages (32-bit)

Shared packages are those that are not unique to the Directory Server,
Administration Server, or Console. These include:

SUNW cu
SUNW | s
SUNWsasl
SUNW ss
SUNW dk

SUNWr

Sun ONE Directory Server 5.2 (SVR4 Packages) 5
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Note — The version of SUNW cu depends on whether you are running Solaris 8 OE
or Solaris 9 OE. The SUNWr, SUNWsasl , and SUNW | s packages require patches
based on whether you are running Solaris 8 OE or Solaris 9 OE. See the Installation
and Tuning Guide for Sun ONE Directory Server 5.2 for specific patch information.

Shared Packages (64-bit)

These packages are layered on top of the previous ones to enable 64-bit operations of
applications:

= SUNW cux
= SUNW | sx
= SUNWSasl x
= SUNW dkx

= SUNWr x

Note — The version of SUNW cux depends on whether you are running Solaris 8 OE
or Solaris 9 OE. The SUNWr x, SUNWsasx, and SUNW | sx packages require patches
based on whether you are running Solaris 8 OE or Solaris 9 OE. See the Installation

and Tuning Guide for Sun ONE Directory Server 5.2 for specific patch information.

Sun ONE Server Console Packages

This is contained in a single package, which is:
= SUNWAsvc

Sun ONE Administration Server

These include:
= SUNWasvu
= SUNWAsvr
= SUNWasvcp

Note — There is no 64-bit version of the Administration Server.
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Directory Server Packages (32-bit)

These include:
= SUNWisvpl
= SUNWisvu
= SUNWisvr
= SUNWisvcp

Directory Server Packages (64-bit)

This is contained in a single package, which is:
= SUNWIsvX

Note — The SUNWdsvx package is layered on top of the 32-bit packages.

Solaris 8 OE Specific Packages

These packages help increase Directory Server performance:
= SUNWisvh
= SUNWisvhx

Sun Cluster HA Agents

Separate agents for the Directory and Administration Servers are included as:
= SUNWAsha
= SUNWisha

Note — To use these agents, you need to set up the Sun Cluster software (version 3.1
at minimum).

Sun ONE Directory Server 5.2 (SVR4 Packages) 7



Sun ONE Directory Server 5.2
Configuration

Before you configure the Directory Server or Administration Server, you need to
make sure the appropriate packages are installed and proper patches are applied.
Check the Installation and Tuning Guide for more information. You do not need to
remove the iPlanet Directory Server 5.1 software, but you should make sure no
Directory Server or Administration Server instances are running. Otherwise, you
would not be able to use the port numbers they are running on.

When the new packages are installed, be aware of the following:

= The existing / usr/ sbi n/ di rect oryserver wrapper script is renamed / usr/
sbi n/directoryserver. 51bak.

= The/usr/sbin/directoryserver wrapper script is replaced with a link to an
updated one located at / usr/ ds/ v5. 2/ sbi n/ di rect oryserver.

=« The/etc/init.d/directory startup script is overwritten.

= A new wrapper script called / usr/ sbi n/ npsadnser ver, that is used to manage
the Administration Server, is installed.

= The SUNVZI i b and SUNWI i bx packages must be loaded in order to un-compress
the Directory Server packages.

= The SUNW 3rt package must contain Java Runtime Environment 4.1 and a
version of 4.1.1 or higher is highly recommended.

= There is a new script to start the Console: / usr/ sbi n/ npsconsol e

Performing the Configuration

The / usr/ sbi n/ di rect oryserver wrapper script is used to perform
configuration on the Directory Server. Some noticeable differences from the prior
version are:

= The confi gur e option is specified instead of set up.

= The configuration program uses a graphical interface unless the - nodi spl ay
option is specified.

= The Administration Server configuration is not performed.

To configure the Directory Server without the graphical display, run the following:

# lusr/sbin/directoryserver configure -nodisplay
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During the configuration, you are prompted for the server root or installation
directory. This is where the Directory Server instance files you created will be placed
along with Administration Server configuration data. The default is / var / nps/
serverroot. You should not specify a symbolic link because this affects the ability
to start the Administration Server as any user other than r oot .

To configure the Administration Server, run the following command:

# [usr/sbin/ mpsadmserver configure -nodisplay

Sun ONE Directory Server 5.2 Configuration
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Silent Installations

To run the Directory Server installation in silent mode, edit the following template
file and specify it as input to the di rect oryserver (1M command. An example of
the template, with comments removed is shown below.

# cat /usr/ds/v5.2/setup/typical.ins

[ STATE_BEG N Sun ONE Directory Distribution
727642c18dde6631814c2884e6eb5e676eb89bb0]
Product Server Root = Product Server Root Pat hVal ue

Ful | Machi neNane = Ful | Machi neNaneVal ue

ServerUser = UserlD
ServerGoup = GouplD

UseExi stingConfigDirectory = 0
UseExi stingUserDirectory = 0
Directoryldentifier = |InstanceNane
DirectoryPort = LDAPPort

DirectorySuffix = BaseSuffix

ConfigDirectoryAdm nl D = Adni nUser| D
ConfigDi rect or yAdm nPwd = Adni nUser Passwd

Admi nDomai n = Admi ni strati onDomai n

Di rect oryManager = DirectoryManager DN
Di rect oryManager Pwd = Direct or yManager Passwd

[ STATE_DONE Sun ONE Directory Distribution
727642c18dde6631814c2884e6eb5e676eb89bb0]
#

After renaming the template file, run the following command to perform the silent
installation.

# [ usr/sbin/directoryserver configure -nodi splay -noconsol e -state
nydi rconfig.ins
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The Administration Server can be configured silently in a similar manner by editing
a template file and specifying it as input to npsadnser ver (1M .

# cat /usr/sadm nps/adni n/v5. 2/ setup/adm n/typicallnstall.ins
[ STATE_BEG N Sun ONE Administration Distribution

470bf d35d167a2a0ddde6c29a2ea8d4f b4e39f e6]

Product Server Root = Product Server Root Pat hVal ue

Ful | Machi neName = Ful | Machi neNaneVal ue

ServerUser = UserlD
ServerGoup = G ouplD

ConfigDirectoryHost = ConfigDirectoryHost Val ue
ConfigDirectoryPort = ConfigDirectoryPort Val ue

ConfigDirectoryAdm nl D = ConfigDirectoryAdni nl DvVal ue
Confi gDi rect oryAdm nPwd = Confi gDirect or yAdm nPwdVal ue

Adm nDonai n = Admi nDonmai nVal ue
Adm nPort = Adm nPort Val ue
[ STATE_DONE Sun ONE Administration Distribution

470bf d35d167a2a0ddde6c29a2ea8d4f b4e39f e6]
#

# [usr/sbin/ mpsadmserver configure -nodisplay -noconsole -state
nyadm nconfi g.ins

Sun ONE Directory Server 5.2 Configuration 11
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Changes to RFC 2307 Schema Files

Several changes have been made to the 11rf c2307. 1 di f file in the Sun ONE
Directory Server 5.2 schema directory. Some of these changes might affect you if you
have an existing deployment of the Secured LDAP Client. Issues include:

= Removal of the aut onpbunt object class and the aut onount | nf or mati on
attribute.

These are added to the 99user . | di f schema file when the i dsconfi g(1M
command is run to configure the Directory Server to support Secured LDAP
Clients. This should have no effect because those definitions would have to be
manually removed for the 11rf c2307. | di f file anyway before running

i dsconfig(1M.

= The i pHost object class no longer allows the o, ou, owner, seeAl so, and
seri al Number attributes.

If you used the | dapaddent (1M command to populate the directory, there will
be no issue. If you defined your own i pHost entries that specify those attributes,
you must use the old schema or modify the entries.

= The i eee802Devi ce object class no longer includes cn as a mandatory attribute
nor allows the | , 0, ou, owner, seeAl so and seri al Nunber attributes.

This will have an impact if | dapaddent ( 1M is used to create entries for the
et her s database because cn is defined as an attribute.

= The boot abl eDevi ce object class no longer includes cn as a mandatory
attribute nor allows the | , o0, ou, owner, seeAl so and seri al Nunber attributes.

This will have an impact if | dapaddent (1M is used to create entries for the
boot par ans database because cn is defined as an attribute.
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