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Using the LDAP to NIS+ Gateway

This article contains information derived from a Sun BluePrints book titled, LDAP in
the Solaris Operating Environment — Deploying Secure Directory Services, by Michael
Haines and Tom Bialaski. This book is scheduled for publication in the Fall of 2003.

There are two approaches that you can take when transitioning from NIS+ to LDAP-
based services. One approach is to replace your naming service clients with the
Secured LDAP Client. The second approach is to keep your current NIS+ clients, and
deploy a transition tool to gain access to LDAP naming service data.

The first approach is covered in the upcoming book in Chapter 4 “Deploying Solaris
OE LDAP Naming Services”. The second approach, using the NIS+ to LDAP
Gateway, is discussed in the following sections of this article:

= “What is a Gateway?” on page 2
= “Using the Gateway as a Transition Tool” on page 4

= “Configuring the Sun ONE Directory Server Software as a Configuration Server
for r pc. ni sd” on page 20

= “How NIS+ Data is Mapped to LDAP” on page 22

= “NIS+ to LDAP Migration Example” on page 33

= “Testing and Troubleshooting the NIS+ Gateway” on page 37

This article is intended for IT architects and administrators who have some

experience with NIS+, and who are interested in deploying LDAP using the Sun
ONE Directory Server 5.2 software.
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What is a Gateway?

A gateway is a service that provides a mapping of one type of data to another. In
respect to naming services, a gateway is used to map NIS+ data to LDAP data. The
NIS+ gateway maintains a copy of NIS+ data, most of which is stored in a LDAP
directory. The copy of the data is updated whenever the corresponding LDAP
entries are updated. It can also be updated using the native naming service tools.

To function transparently to clients, a modified version of the native server

rpc. ni sd, is used to service the clients. The modified server references a mapping
file to determine how to store the native naming service data in LDAP and how to

retrieve it so it can be presented to the client. The modified server is also responsible
for maintaining cache consistency.

The advantage of the new gateway over the previous NIS Extensions
implementation is that the service is decoupled from any particular LDAP server.
The NIS Extensions were implemented partly as a directory plug-in that only
worked with a specific directory server version (Netscape Directory Server 4.1x). The
process that provided the native naming service (dsypser vd) had to run on the
same system as the directory server.

The new gateway technology uses a Solaris OE process that is a standalone process
from the directory server process. This allows the gateway to run on a different
server than the directory server, although you can run them on the same server if
you want to. The only dependency is the operating environment. FIGURE 0-1 shows
what a gateway deployment might look like.
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FIGURE 0-1 Gateway Deployment
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In FIGURE 0-1, Client 1 is a native NIS+ client that communicates to Server A which is
running the gateway software. In this case, only cached data is maintained on the
server. When data updates occur, the cache is refreshed from the directory server
that resides on Server B. The native NIS+ client called Client 2 communicates
directly to a server where the directory server resides. The third client, Client 3, is
running native LDAP and is accessing the same information as the other clients.

NIS+ Gateway Components

FIGURE 0-1 shows how the gateway is implemented. The software for this service is
contained in the following packages:

= SUNWI sr
= SUNWi su

These packages also contain the software for native NIS and NIS+. They are loaded
as part of the core installation, so should be available. However, to run the NIS+
Gateway software, a directory server must exist somewhere on the network. In
theory, any LDAP v3-compliant directory server should work, but only the bundled
Sun ONE directory Server software is discussed here. This is because several
additional configuration steps are required to configure other directory servers, and
those steps are beyond the scope of this article.

There are only three visible components of the NIS+ Gateway software:
= /usr/sbin/rpc.nisd

=« /etc/default/rpc.nisd

= /var/ni s/ Nl S+LDAPmappi ng

The same r pc. ni sd process is used whether you are running the gateway or
running native NIS+ without the gateway. The r pc. ni sd process determines the
configuration by the presence of the / var/ ni s/ Nl S+LDAPmappi ng file. If a file
with that exact name does not exist, the r pc. ni sd process will not use the directory
server as a back-end store.

The / et c/ def aul t/ r pc. ni sd file contains information about what directory
server to use and where to search for information it contains. There are many
parameters that can be configured in this file, as described in a following section.

The NI S+LDAPmappi ng file describes how the NIS+ data is mapped to LDAP
attributes and object classes. The mapping file is quite complex, but in most
deployments, only a slight modification is required. For reference, all the relevant
parameters are described.

What is a Gateway? 3
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Using the Gateway as a Transition Tool

The following tasks are recommended:

1.

The Solaris 9 OE r pc. ni sd( 1M can be configured to use an LDAP server as its
data repository. In this way, the normal NIS+ database becomes a cache for the
LDAP data, with configurable time to live (TTL) values. The cache improves
performance, and enables the r pc. ni sd to serve NIS+ data even if
communication with the LDAP server is interrupted temporarily.

. Two configuration files, r pc. ni sd(4) and NI S+LDAPmappi ng(4), control

communication between r pc. ni sd and the LDAP server, and the way that NIS+
table entries are mapped to LDAP entries. A template configuration file, / var/
ni s/ NI S+LDAPmappi ng. t enpl at e, covers all standard NIS+ tables, and can be
used as a basis when creating a customized NIS+ to LDAP mapping.

. A test utility, ni sl dapmapt est (1M, can be used to try out mapping

configurations without affecting NIS+ data.

. The NIS+ passwd. or g_di r table stores passwords in the UNIX crypt format, so

the LDAP server must be set up to use crypt format for the user Passwor d
attribute for those accounts that are shared with NIS+.

. In general, migration from NIS+ to LDAP starts by installing and configuring one

or more LDAP servers to support the Solaris OE name service clients.

. Install the Solaris 9 OE on the NIS+ master, and configure r pc. ni sd on the NIS+

master to map NIS+ data to and from LDAP. The r pc. ni sd has options that
enable uploading all NIS+ data to LDAP.

. Only the NIS+ master needs to run the Solaris 9 OE. All other NIS+ servers and

clients can remain on earlier Solaris OE releases (or whatever OS they are
currently using).

. Once a complete LDAP name service environment exists, conversion of NIS+

clients to LDAP clients can start. While this conversion is going on, NIS+ and
LDAP name service clients share the same data, and the NIS+ master r pc. ni sd
keeps the data in sync.

NIS+ servers remain NIS+ clients until their NIS+ server role is decommissioned, at
which time they can be converted to be LDAP name service clients. Once the NIS+

master is the only remaining NIS+ client, it can be converted to be an LDAP client

and the conversion is complete.

The following sections examine the configuration files and the parameters they
contain.

Using the LDAP to NIS+ Gateway * September 2003



r pc. ni sd - Configuration File for NIS+ Service
Daemon

The / et c/ defaul t/rpc. ni sd file specifies configuration information for the
r pc. ni sd server. Configuration information can come from a combination of three
places (listed in order of precedence):

1. From the r pc. ni sd command line
2. From the / et c/ defaul t/rpc. ni sd file
3. From information stored in an LDAP directory

Although many configuration parameters can be set, in most cases the defaults will
work fine.

Most of the parameters used in the / et ¢/ def aul t/ r pc. ni sd file have the same
names as the corresponding LDAP attributes. Some of the initialization parameters
do not have equivalents because they are used to locate and connect to the LDAP
server to retrieve the configuration data.

The parameters can be placed in three categories:

= Initialization parameters

= Parameters used to retrieve data

= Parameters to initiate some type of action

Each of these types is described in the following sections.

Initialization Parameters

The following attributes are not part of the ni spl usLDAPconf i g object class and
can only be set locally, either in r pc. ni sd(4), or from the command line. These are
used only for loading configuration data from the LDAP server. If all the
configuration data is set in NI S+LDAPmappi ng(4) and r pc. ni sd(4), these
parameters need not be set.

Note — If the LDAP service is unavailable, r pc. ni sd( 1M will wait until it can
successfully read the configuration data before offering the NIS+ service.

= ni spl usLDAPconfi gDN — The DN for configuration information. If empty, all
other ni spl usLDAPConf i g* values are ignored with the expectation that all
attributes are specified in this file or on the command line. When
ni spl usLDAPConf i gDN is not specified at all, the DN is derived from the NIS+
domain name by default. If the domain name is x. y. z., the default
ni spl usLDAPconf i gDNis:

Using the Gateway as a Transition Tool 5
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ni spl usLDAPconf i gDN=dc=x, dc=y, dc=z

ni spl usLDAPconf i gPr ef erredSer ver Li st — The list of servers to use for the
configuration phase. There is no default. The following is an example of a value
for ni spl usLDAPconfi gPref erredServerLi st:

ni spl usLDAPconf i gPref erredServerLi st=127. 0. 0. 1: 389

ni spl usLDAPconf i gAut henti cati onMet hod — The aut hentication
net hod used to obtain the configuration information. The
recogni zed val ues for nisplusLDAPconfi gAut henti cati onMet hod
are:

« none — No authentication attempted.
=« Si npl e — Password of proxy user sent in the clear to the LDAP server.

« sasl/cram nd5 - Use SASL/CRAM-MDS5 authentication. This authentication
method may not be supported by all LDAP servers. A password must be
supplied.

« sasl /digest-nd5 - Use SASL/DIGEST-MD?5 authentication. This
authentication method may not be supported by all LDAP servers. A password
must be supplied.

There is no default value. The following is an example of a value for
ni spl usLDAPconf i gAut henti cati onMet hod:

ni spl usLDAPconf i gAut henti cat i onMet hod=si npl e

ni spl usLDAPconfi gTLS — The transport layer security used for the
connection to the server. The recognized values are:

« none — No encryption of transport layer data. This is the default value.

« ssl — SSL encryption of transport layer data. The directory server must be
configured for SSL and a certificate database is required.

Export and import control restrictions may limit the availability of transport layer
security.

ni spl usLDAPconfi gTLSCerti fi cat eDBPat h — The name of the file
containing the certificate database. The default path is/ var/ ni s, and the default
file name is cert 7. db. The certificate database is set up the same way as with the
Secured LDAP Client.

ni spl usLDAPconf i gPr oxyUser — The proxy user used to obtain configuration
information. There is no default value. If the value ends with a comma, the value
of the ni spl usLDAPconf i gDN attribute is appended. For example:

ni spl usLDAPconf i gPr oxyUser =cn=ni spl usAdni n, ou=Peopl e,

ni spl usLDAPconf i gProxyPassword — The password that should be supplied
to LDAP for the proxy user when the authentication method requires one. In
order to avoid having this password publicly visible on the machine, the
password should only appear in the configuration file, and the file should have an
appropriate owner, group, and file mode. There is no default value.

Using the LDAP to NIS+ Gateway * September 2003



Data Retrieval Parameters

preferredServerLi st — The list of servers to use when reading or writing
mapped NIS+ data from or to LDAP. There is no default value. Example:

pref erredServerList=127.0.0. 1: 389

aut henti cati onMet hod — The authentication method to use when reading or
writing mapped NIS+ data from or to LDAP. For recognized values, see the
LDAPconfi gAut henti cati onMet hod attribute. There is no default value.
Example:

aut henti cati onMet hod=si npl e

ni spl usLDAPTLS - The transport layer security to use when reading or writing
NIS+ data from or to LDAP. For recognized values, see the

ni spl usLDAPconf i gTLS attribute. The default value is none. Note that export
and import control restrictions may limit the strength of encryption available to
the transport layer security.

ni spl usLDAPTLSCer ti fi cat eDBPat h — The name of the file containing the
certificate DB. For recognized and default values see the
ni spl usLDAPconf i gTLSCerti fi cat eDBPat h attribute.

def aul t Sear chBase — The default portion of the DN to use when reading or
writing mapped NIS+ data from or to LDAP. The default is derived from the
value of the baseDonai n attribute, which in turn usually defaults to the NIS+
domain name. If ni spl usLDAPbaseDonai n has the value x. y. z, the default
def aul t Sear chBase is dc=x, dc=y, dc=z. Sample attribute value:

def aul t Sear chBase=dc=sonewher e, dc=el se

ni spl usLDAPbaseDomai n — The domain to append when NIS+ object names are
not fully qualified. The default is the domain the r pc. ni sd daemon is serving, or
the first such domain, if there is more than one candidate.

ni spl usLDAPpr oxyUser — Proxy user used by the r pc. ni sd to read or write
from or to LDAP. There is no default value. If the value ends in a comma, the
value of the def aul t Sear chBase attribute is appended. Example:

ni spl usLDAPpr oxyUser =cn=ni spl usAdni n, ou=Peopl e,

ni spl usLDAPpr oxyPasswor d — The password that should be supplied to LDAP
for the proxy user when the authentication method so requires. In order to avoid
having this password publicly visible on the machine, the password should only
appear in the configuration file, and the file should have an appropriate owner,
group, and file mode. There is no default value.

ni spl usLDAPbi ndTi meout

ni spl usLDAPsear chTi nmeout
ni spl usLDAPnodi f yTi neout
ni spl usLDAPaddTi neout

ni spl usLDAPdel et eTi neout

Using the Gateway as a Transition Tool 7
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The five attributes listed above, establish timeouts for LDAP bind, search, modify,
add, and delete operations, respectively. The default value is 15 seconds for each
one. Floating point values are allowed.

= ni spl usLDAPsear chTi meLi mi t — Establish a value for the
LDAP_OPT_TI MELI M T option, which suggests a time limit for the search
operation on the LDAP server. The server may impose its own constraints on
possible values. Refer to LDAP server documentation. The default is the
ni spl usLDAPsear chTi meout value. Only integer values are allowed.

The ni spl usLDAPsear chTi neout limits the amount of time the client

r pc. ni sd waits for completion of a search operation, so setting the

ni spl usLDAPsear chTi neLi mi t larger than the ni spl usLDAPsear chTi neout
is not recommended.

= ni spl usLDAPsear chSi zeLi m t — Establish a value for the
LDAP_OPT_SI ZELI M T option, which suggests a size limit, in number of entries,
for the search results on the LDAP server. The server may impose its own
constraints on possible values. Refer to LDAP server documentation. The default
is zero, which means unlimited. Only integer values are allowed.

= ni spl usLDAPf ol | owRef erral - Determines if the r pc. ni sd should follow
referrals or not. Recognized values are yes and no. The default value is no.

= ni spl usNunber O Ser vi ceThr eads — Sets the maximum number of RPC
service threads that the r pc. ni sd may use. Note that the r pc. ni sd can create
additional threads for certain tasks, so that the actual number of threads running
can be larger than the ni spl usNunber Of Ser vi ceThr eads value.

The value of this attribute is a decimal integer from 0 (zero) to (2**31)-1, inclusive.
0, which is the default, sets the number of service threads to three plus the
number of CPUs available when the r pc. ni sd daemon starts. Example:

ni spl usNunber O Ser vi ceThr eads=16

Action-Related Parameters

The following attributes specify the action to be taken when some event occurs. The
values are all of the form event=action. The default action is the first one listed for
each event.

Note — A complete list of parameters is provided, although only the ones with LDAP
in their names are directly related to the NIS+ to LDAP gateway.

= ni spl usLDAPI ni ti al Updat eAct i on — Provides the optional capability to
update all NIS+ data from LDAP, or vice versa, when the r pc. ni sd starts.
Depending on various factors such as both NIS+ and LDAP server and network
performance, as well as the amount of data to be uploaded or downloaded, these
operations can consume significant CPU and memory resources. During upload

Using the LDAP to NIS+ Gateway * September 2003



and download, the r pc. ni sd has not yet registered with r pcbi nd, and
provides no NIS+ service. When data is downloaded from LDAP, any new items
added to the r pc. ni sd’s database get a TTL for an initial load. See the
description for the ni spl usLDAPent ryTt | attribute on NI S+LDAPmappi ng(4).

« none — No initial update in either direction. This is the default.

« from.| dap - Causes the r pc. ni sd to fetch data for all NIS+ objects it serves,
and for which mapping entries are available, from the LDAP repository.

« to_ldap-Therpc. ni sd writes all NIS+ objects for which it is the master
server, and for which mapping entries are available, to the LDAP repository.

n
n

spl usLDAPI ni ti al Updat eOnl y — Use in conjunction with
spl usLDAPI ni ti al Updat eActi on.

no - Following the initial update, the r pc. ni sd starts serving NIS+ requests.
This is the default.

yes — The r pc. ni sd exits after the initial update. This value is ignored if
specified together with ni spl usLDAPI ni ti al Updat eActi on=none.

ni spl usLDAPretri eveErrorActi on — If an error occurs while trying to
retrieve an entry from LDAP, one of the following actions can be selected:

« use_cached - Action according to ni spl usLDAPr ef r eshEr r or below. This
is the default.

« retry — Retry the retrieval the number of time specified by
ni spl usLDAPretri eveErrorAttenpts, with the
ni spl usLDAPr et ri eveEr r or Ti neout value controlling the wait between
each attempt.

« try_again
« Uunavail
« no_such_nane

« Return-with NI S_ TRYAGAI N, NI S_UNAVAI L, or NI S_NOSUCHNANME,
respectively, to the client.

Note that the client code may not be prepared for this and can react in
unexpected ways.

ni spl usLDAPretri eveErrorAttenpts — The number of times a failed
retrieval should be retried. The default is unlimited. The

ni spl usLDAPretri eveErrorAttenpts value is ignored unless

ni spl usLDAPretri eveErrorActi on=retry.

ni spl usLDAPr et ri eveError Ti meout — The timeout (in seconds) between each
new attempt to retrieve LDAP data. The default is 15 seconds. The value for

ni spl usLDAPretri eveErrorTi meout is ignored unless

ni spl usLDAPretri eveErrorActi on=retry.

ni spl usLDAPst or eErr or Acti on — An error occurred while trying to store data
to the LDAP repository.

Using the Gateway as a Transition Tool 9
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« retry — Retry operation ni spl usLDAPst or eErr or At t enpt s times with
ni spl usLDAPst or eEr r or Ti meout seconds between each attempt. Note that
this might tie up a thread in the r pc. ni sd daemon.

« system error — Return NI S_SYSTEMERROR to the client.

« unavai |l —Return NI S_UNAVAI L to the client. Note that the client code may
not be prepared for this and can react in unexpected ways.

ni spl usLDAPst or eErr or At t enpt s — The number of times a failed attempt to
store should be retried. The default is unlimited. The value for

ni spl usLDAPst or eError At t enpt s is ignored unless

ni spl usLDAPst or eError Acti on=retry.

ni spl usLDAPst or eErr orti meout — The timeout, in seconds, between each
new attempt to store LDAP data. The default is 15 seconds. The

ni spl usLDAPst or eErrorti meout value is ignored unless

ni spl usLDAPst or eError Acti on=retry.

ni spl usLDAPr ef reshEr r or Acti on — An error occurred while trying to refresh
a cache entry.

« continue_usi ng — Continue using expired cache entry, if one is available.
Otherwise, the action is retry. This is the default.

« retry —Retry operation ni spl usLDAPr ef r eshEr r or At t enpt s times with
ni spl usLDAPr ef r eshEr r or Ti meout seconds between each attempt. Note
that this may tie up a thread in the r pc. ni sd daemon.

« cache_expired
« tryagain

« Return-N S_CACHEEXPI RED or NI S_TRYAGAI N, respectively, to the client.
Note that the client code may not be prepared for this and could can react in
unexpected ways.

ni spl usLDAPr ef reshError At t enpt s — The number of times a failed refresh
should be retried. The default is unlimited. This applies to the ret ry and
conti nue_usi ng actions, but for the latter, only when there is no cached entry.

ni spl usLDAPr ef reshEr r or Ti meout — The timeout (in seconds) between each
new attempt to refresh data. The default is 15 seconds. The value for

ni spl usLDAPr ef reshEr r or Ti meout applies to theretry and

conti nue_usi ng actions.

ni spl usThreadCr eati onError Acti on — The action to take when an error
occurred while trying to create a new thread. This only applies to threads
controlled by the r pc. ni sd daemon not to RPC service threads. An example of
threads controlled by the r pc. ni sd daemon are those created to serve

ni s_li st (3NSL) with callback, as used by ni scat (1) to enumerate tables.

« pass_error — Pass on the thread creation error to the client, to the extent
allowed by the available NIS+ error codes. The error might be
NI S_NOVEMORY, or another resource shortage error. This action is the default.

Using the LDAP to NIS+ Gateway ¢ September 2003



« retry — Retry operation ni spl usThr eadCr eati onError Att enpt s times,
waiting ni spl usThr eadCr eat i onError Ti meout seconds between each
attempt. Note that this might tie up a thread in the r pc. ni sd daemon.

ni spl usThreadCreati onError Att enpt s — The number of times a failed
thread creation should be retried. The default is unlimited. The value for

ni spl usThreadCreati onError Att enpt s is ignored unless the

ni spl usThreadCreati onErrorAction=retry.

ni spl usThr eadCr eat i onEr r or Ti neout — The number of seconds to wait
between each new attempt to create a thread. The default is 15 seconds. Ignored
unless ni spl usThreadCr eati onError Acti on=retry.

ni spl usDunpEr r or — An error occurred during a full dump of an NIS+
directory from the master to a replica. The replica can:

« retry — Retry operation ni spl usDunpEr ror At t enpt s times waiting
ni spl usDunpEr r or Ti meout seconds between each attempt. Note that this
may tie up a thread in the r pc. ni sd.

« roll back - Try to roll back the changes made so far before retrying per the
retry action. If the rollback fails or cannot be performed due to the selected
ResyncSer vi ceActi on level, the r et ry action is selected.

ni spl usDunpEr r or At t enpt s — The number of times a failed full dump should
be retried. The default is unlimited. When the number of retry attempts has been
used up, the full dump is abandoned, and will not be retried again until a resync
fails because no update time is available.

ni spl usDunpEr r or Ti meout — The number of seconds to wait between each
attempt to execute a full dump. The default is 120 seconds.

ni spl usResyncSer vi ce — Type of NIS+ service to be provided by a replica
during resync, that is, data transfer from NIS+ master to NIS+ replica. This
includes both partial and full resyncs.

« from copy - Service is provided from a copy of the directory to be resynced
while the resync is in progress. Rollback is possible if an error occurs. Note that
making a copy of the directory might require a significant amount of time,
depending on the size of the tables in the directory and available memory on
the system.

« directory_| ocked — While the resync for a directory is in progress, it is
locked against access. Operations to the directory are blocked until the resync
is done. Rollback is not possible.

« fromlive - The replica database is updated in place. Rollback is not
possible. If there are dependencies between individual updates in the resync,
clients might be exposed to data inconsistencies during the resync. In
particular, directories or tables might disappear for a time during a full dump.

ni spl usUpdat eBat chi ng — How updates should be batched together on the
master.
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« accumul at e — Accumulate updates for at least ni spl usUp-
dat eBat chi ngTi neout seconds. Any update that comes in before the
timeout has occurred will reset the timeout counter. Thus, a steady stream of
updates less than ni spl usUpdat eBat chi ngTi meout seconds apart could
delay pinging replicas indefinitely.

« bounded_accunul at e — Accumulate updates for at least
ni spl usUpdat eBat chi ngTi neout seconds. The default value for timeout is
120 seconds. Incoming updates do not reset the timeout counter, so replicas
will be informed once the initial timeout has expired.

=« none — Updates are not batched. Instead, replicas are informed immediately of
any update. While this should maximize data consistency between master and
replicas, it can also cause considerable overhead on both master and replicas.

= ni spl usUpdat eBat chi ngTi meout — The minimum time (in seconds) during
which to accumulate updates. Replicas will not be pinged during this time. The
default is 120 seconds.

= ni spl usLDAPmat chFet chActi on — An NIS+ match operation, that is, any
search other than a table enumeration, will encounter one of the following
situations:

« Table believed to be entirely in cache, and all cached entries are known to be
valid. The cached tabled data is authoritative for the match operation.

« Table wholly or partially cached, but there may be individual entries that have
timed out.

« No cached entries for the table. Always attempt to retrieve matching data from
LDAP. When the table is wholly or partially cached, the action for the
ni spl usLDAPmat chFet chAct i on attribute controls whether or not the
LDAP repository is searched:

no_mat ch_onl y — Only go to LDAP when there is no match at all on the
search of the available NIS+ data, or the match includes at least one entry
that has timed out.

al ways — Always make an LDAP lookup.
never — Never make an LDAP lookup.

= ni spl usMaxRPCRecor dSi ze — Sets the maximum RPC record size that NIS+ can
use over connection-oriented transports. The minimum record size is 9000, which
is the default. The default value will be used in place of any value less than 9000.
The value of this attribute is a decimal integer from 9000 to 2**31, inclusive.
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Storing Configuration Attributes in LDAP

Most attributes previously described, as well as those from the

NI S+LDAPmappi ng(4) man page, can be stored in LDAP. In order to do so, you must
add definitions to your LDAP server. The definitions, provided here, are described
in LDIF format, suitable for use with the | dapadd(1) command. The attribute and
object class OIDs are examples only.

Using LDAP to Store Configuration Data

Except for the information required to locate and search an LDAP configuration
server, the NIS+ Gateway configuration parameters can be stored in an LDAP
directory. Most of the information is stored in the ni spl usLDAPconf i g object class,
which is shown below.
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The ni spl usLDAPconf i g Object Class:

NAME ' ni spl usLDAPconfi g’

DESC ' NI S+/ LDAP mappi ng confi guration’
MJST

cn

MAY

pref erredServer Li st

def aul t Sear chBase

aut henti cati onMet hod

ni spl usLDAPTLS

ni spl usLDAPTLSCer ti fi cat eDBPat h
ni spl usLDAPpr oxyUser

ni spl usLDAPpr oxyPasswor d

ni spl usLDAPI ni ti al Updat eActi on

ni spl usLDAPI ni ti al Updat eOnly

ni spl usLDAPretri eveErrorAction

ni spl usLDAPretri eveErrorAttenpts
ni spl usLDAPr et ri eveError Ti meout
ni spl usLDAPst or eErr or Acti on

ni spl usLDAPst or eError Attempt s

ni spl usLDAPst or eEr r or Ti meout

ni spl usLDAPr ef reshError Acti on

ni spl usLDAPrefreshErrorAttenpts
ni spl usLDAPr ef r eshEr r or Ti meout

ni spl usNummber OF Ser vi ceThr eads

ni spl usThreadCr eati onError Acti on
ni spl usThreadCreati onError Attenpts
ni spl usThr eadCr eat i onErr or Ti neout
ni spl usDunmpError Acti on

ni spl usDunmpError Att enpt s

ni spl usDunpEr r or Ti meout

ni spl usResyncServi ce

ni spl usUpdat eBat chi ng

ni spl usUpdat eBat chi ngTi meout

ni spl usLDAPmat chFet chAct i on

ni spl usLDAPbaseDonai n

ni spl usLDAPdat abasel dMappi ng

ni spl usLDAPent ryTt |

ni spl usLDAPobj ect DN

ni spl usLDAPcol uimmFromAttri but e

ni spl usLDAPat t ri but eFr onCol um

Most of the attributes that the ni spl usLDAPconf i g object class can contain are not
included in any Sun ONE Directory Server schema files. The following attributes are
also used by the DUAconf i gPr of i | e object class and are included when you run

the i dsconfi g script to set up the directory server to support native LDAP clients.
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= preferredServerList

» def aul t Sear chBase

= aut henticati onMet hod

The last six attributes shown in the previous example do not equate to configuration

parameters in the / et ¢/ def aul t/ r pc. ni sd file. These are used to map data form
NIS+ to LDAP.

The following are the schema definitions for the attributes used in the

ni spl usLDAPconf i g object class. These are included for reference only.
Instructions for using LDAP to store configuration parameters are provided in the
upcoming Sun BluePrints book.

Attributes shared by DUAconf i gProfil e:

NAME ' def aul t Sear chBase’

DESC ' Default LDAP base DN used by a DUA
EQUALI TY di sti ngui shedNaneMat ch

SYNTAX S| NGLE- VALUE )

NAME ' preferredServerlList’

DESC ' Preferred LDAP server host addresses used by DUA
EQUALI TY casel gnoreMat ch \

SYNTAX SI NGLE- VALUE

NAME ' aut henti cati onMet hod’ \

DESC ' Aut hentication nethod used to contact the DSA
EQUALI TY casel gnoreMat ch \

SYNTAX S| NGLE- VALUE )
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Attributes Requiring Configuration:

NAME ni spl usLDAPTLS
DESC Transport Layer Security
SYNTAX S| NGLE- VALUE

NAME ni spl usLDAPTLSCer ti fi cat eDBPat h
DESC Certificate file
SYNTAX S| NGLE- VALUE

NAME ' ni spl usLDAPpr oxyUser’
DESC ' Proxy user for data store/retrieval’
SYNTAX SI NGLE- VALUE

NAME ' ni spl usLDAPpr oxyPasswor d’
DESC ’' Passwor d/ key/ shared secret for proxy user’
SYNTAX S| NGLE- VALUE

NAME ' ni spl usLDAPbaseDonai n’
DESC ' Default domai n name used in N S+/LDAP mappi ng’
SYNTAX S| NGLE- VALUE

Note — These attributes can be set locally in / et ¢/ defaul t/rpc

. ni sd.
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Attributes Generally Not Requiring Configuration:

NAME ' ni spl usNumber Of Ser vi ceThr eads’
DESC ' Max nunber of RPC service threads’
SYNTAX S| NGLE- VALUE

NAME ' ni spl usThreadCreati onErrorAction’ \
DESC ' Action when a non-RPC-service thread creation fails’ \
SYNTAX SI NGLE- VALUE

NAME ' ni spl usThreadCreati onErrorAttenpts’
DESC ' Nunber of times to retry thread creation’
SYNTAX SI NGLE- VALUE

NAME ' ni spl usThr eadCr eati onError Ti meout’
DESC ' Ti meout between each thread creation attempt’
SYNTAX S| NGLE- VALUE

NAME ’ ni spl usDunpError Acti on’
DESC ' Action when a NI S+ dunp fails’
SYNTAX S| NGLE- VALUE

NAME ' ni spl usDunpError Attenpts’
DESC ' Nunber of times to retry a failed dunp’
SYNTAX SI NGLE- VALUE

NAME '’ ni spl usDunpEr r or Ti neout’
DESC ' Ti neout between each dunp attenpt’
SYNTAX S| NGLE- VALUE

NAME ' ni spl usResyncServi ce’
DESC ’ Servi ce provided during a resync’
SYNTAX S| NGLE- VALUE

NAME ' ni spl usUpdat eBat chi ng’
DESC ' Met hod for batching updates on master’
SYNTAX SI NGLE- VALUE

NAME ' ni spl usUpdat eBat chi ngTi meout’
DESC "M nimumtime to wait before pinging replicas’
SYNTAX S| NGLE- VALUE )
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Error Action Attributes:

NAME ' ni spl usLDAPI ni ti al Updat eActi on’
DESC ' Type of initial update’
SYNTAX S| NGLE- VALUE

NAME ' ni spl usLDAPI ni ti al Updat eOnl y’
DESC ' Exit after update ?’
SYNTAX S| NGLE- VALUE

NAME ' ni spl usLDAPretri eveErrorAction’ \
DESC ' Action follow ng an LDAP search error’
SYNTAX S| NGLE- VALUE )

NAME ' ni spl usLDAPretri eveErrorAttenpts’
DESC ' Nunmber of times to retry an LDAP search’
SYNTAX S| NGLE- VALUE

NAME ' ni spl usLDAPr et ri eveError Ti meout’
DESC ' Ti meout between each search attenpt’
SYNTAX S| NGLE- VALUE

NAME ' ni spl usLDAPst or eError Acti on’
DESC ' Action follow ng an LDAP store error’
SYNTAX 26 S| NGLE- VALUE

NAME ' ni spl usLDAPst or eError At t enpt s’
DESC ' Nunber of times to retry an LDAP store’
SYNTAX S| NGLE- VALUE

NAME ' ni spl usLDAPst or eEr r or Ti neout’
DESC ' Ti meout between each store attenpt’
SYNTAX S| NGLE- VALUE

NAME ' ni spl usLDAPr ef reshError Acti on’
DESC ' Action when refresh of NI S+ data from LDAP fails’
SYNTAX SI NGLE- VALUE

NAME '’ ni spl usLDAPrefreshError Attenpts’
DESC ' Nunber of times to retry an LDAP refresh’
SYNTAX S| NGLE- VALUE

NAME ' ni spl usLDAPr ef r eshErr or Ti meout’
DESC ' Ti meout between each refresh attenpt’
SYNTAX S| NGLE- VALUE
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Attributes Used for Mapping Data:

NAME ' ni spl usLDAPnat chFet chActi on’
DESC ’* Shoul d pre-fetch be done ?’
SYNTAX S| NGLE- VALUE

NAME ' ni spl usLDAPdat abasel dMappi ng’
DESC ' Defines a database id for a N S+ object’
SYNTAX

NAME ' ni spl usLDAPentryTt |’
DESC ' TTL for cached objects derived from LDAP
SYNTAX

NAME ' ni spl usLDAPobj ect DN
DESC ' Location in LDAP tree where NI S+ data is stored’
SYNTAX

NAME ' ni spl usLDAPcol umFromAtt ri but e’
DESC ' Rul es for mapping LDAP attributes to Nl S+ col ums’
SYNTAX

NAME ' ni spl usLDAPat t ri but eFr onCol urm’
DESC ' Rul es for mapping N S+ colums to LDAP attri butes’
SYNTAX
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Configuring the Sun ONE Directory
Server Software as a Configuration
Server forr pc. ni sd

The basic tasks for configuring the Sun ONE Directory Server software are:
1. Update the directory schema.

2. Create an LDAP entry that contains the ni spl usLDAPconf i g object class and
associated parameters.

3. Modify the / et c/ defaul t/rpc. ni sd file.

Each task is described in detail.

v Task 1 — To Update the Schema

1. Obtain the 99ni spl usLDAPconfi g. | di f file form the downloadable file called
| dap- schenas. tar. gzi p.

See “Obtaining the Downloadable Files for This Book” on page vii.

2. Copy the schema file to your directory server config directory.

# cp 99ni spl usLDAPconfi g.ldif /var/ nps/serveroot/instance/
confi g/ scherma

3. Stop and restart the directory server.

# directoryserver stop
# directoryserver start
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v Task 2 — To Create a Configuration Entry

1. Create an LDIF file with the appropriate parameters.

# vi nisplusConfig.ldif

dn: cn=exanpl e. com dc=exanpl e, dc=com

cn: domain

obj ectCl ass: top

obj ect Cl ass: ni spl usLDAPconfi g

ni spl usLDAPpr oxyUser: cn=proxyagent, ou=profil e, dc=exanpl e, dc=com
ni spl usLDAPpr oxyPasswor d: mysecr et

ni spl usLDAPbaseDomai n: exanpl e. com

ni spl usNummber OF Ser vi ceThr eads: 32

2. Import the LDIF file.

# | dapnodify -a -D “cn=directory manager” -w nypassword -f \
ni spl usConfig.ldif

v Task 3 — To Modify r pc. ni sd

1. At a minimum, change the following parameters:

# vi /etc/default/rpc.nisd

ni spl usLDAPconf i gDN=dc=exanpl e, dc=com

ni spl usLDAPconfi gPref erredServerLi st =125. 148. 181. 130

ni spl usLDAPconfi gAut henti cati onMet hod=si npl e

ni spl usLDAPconf i gPr oxyUser =cn=pr oxyagent, ou=profil e, dc=exanpl e, d
c=com

ni spl usLDAPconf i gPr oxyPasswor d=nysecr et

Note — The example shown here uses a simple LDAP bind. This is only
recommended if r pc. ni sd and the directory server are running on the same server.
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How NIS+ Data is Mapped to LDAP

To be able to access the same data from both NIS+ clients and LDAP clients, the data
NIS+ tables need to be represented as LDAP object classes and attributes. The object
classes for the most part have been defined in RFC 2307, which is the same data
structure used to map NIS data. However, because you may wish to store NIS+ data
that does not have an NIS counterpart, additional object classes and attributes might
need to be defined.

The mapping of NIS+ data to LDAP is not a one-to-one relation. That is, the rows
and columns of NIS+ tables are not translated directly into LDAP attributes. If this
were the case, a generic LDAP representation of NIS+ tables could be used for all
data. Implementing mapping that way would not leverage the power of LDAP,
because one of its strengths is the ability to deal with complex data.

In most cases, the default mappings work fine. Default mappings are defined in a
file called / var/ ni s/ NI S+LDAPmappi ng. t enpl at e. The defaults can be
overwritten by configuration data stored in LDAP, or by command-line arguments
specified when r pc. ni sd(1M) is started. To start the mapping function, r pc. ni sd
looks for the presence of a/ var/ ni s/ Nl S+LDAPmappi ng file. An alternative file
can be referenced by specifying the - mswitch.
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Not all NIS+ table entry mappings are defined in the RFC 2307bis specification, so
additional schema definitions can be added to your directory server. These schema

definitions include:

= timezone attributes and object classes

= client_info attributes and object classes
= NIS+ object data

= Principals and netnames

= Non-standard data

Note — If you choose not to deploy additional schema definitions, it does not mean
they will not be available to NIS+ clients. The information will still be available in

the data cache, but it will not be stored in LDAP.

ti mezone Schema

If you choose to maintain time zone information in LDAP, your directory server
needs to be configured with an additional schema definition. After the schema
definition is added, you must uncomment the lines referring to t i mezone in the
NI S+LDAPmappi ng file to activate LDAP storage of the information. Below is the
LDIF representation of the ni spl usTi meZone attribute and the

ni spl usTi neZoneDat a object class.

dn: cn=schenn

changetype: nodify

add: attributetypes

attributetypes: ( 1.3.6.1.4.1.42.2.27.5.42.42.15.0
NAME ' ni spl usTi neZone’
DESC ' tzone colum from NI S+ timezone table’
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 26 SI NGLE- VALUE )

dn: cn=schenn
changetype: nodify
add: obj ectcl asses
objectclasses: ( 1.3.6.1.4.1.42.2.27.5.42.42.16.0
NAME ' ni spl usTi meZoneDat a’
DESC ' NI S+ tinmezone table data’
SUP top STRUCTURAL MJUST ( cn )
MAY ( nisplusTimeZone $ description ) )

How NIS+ Data is Mapped to LDAP
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Below is a sample LDIF to create the container for the time zone data.

dn: ou=Ti nezone, dc=exanpl e, dc=com
ou: Tinezone

obj ectC ass: top

obj ect O ass: organi zati onal Unit

client _info Schema

If you wish to store the cl i ent _i nf o table in LDAP, you need to update your
directory server schema files. After you update the schema, you need to uncomment
the lines referring to cl i ent _i nf o in the NI S+LDAPmappi ng file to activate the
LDAP storage of this information. The schema for cl i ent _i nf o attributes and
object classes in LDIF format is:

dn: cn=schenn

changetype: nodify

add: attributetypes

attributetypes: ( 1.3.6.1.4.1.42.2.27.5.42.42.12.0 \
NAME ' nisplusCientlnfoAttr’ \

DESC 'NI S+ client_info table client colum’ \

SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15 SI NGLE- VALUE )
attributetypes: ( 1.3.6.1.4.1.42.2.27.5.42.42.12.1 \
NAME ' ni splusdientlnfolnfo \

DESC "NI S+ client_info table info colum’ \

SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 26 S| NGLE- VALUE )
attributetypes: ( 1.3.6.1.4.1.42.2.27.5.42.42.12.2 \
NAME ' ni splusC i ent | nfoFlags’ \

DESC "'NI S+ client_info table flags colum’ \

SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 26 SI NGLE- VALUE )

dn: cn=schenn

changetype: nodify

add: obj ectcl asses

objectclasses: ( 1.3.6.1.4.1.42.2.27.5.42.42.13.0 \
NAME ' ni splusdientlnfobData’ \

DESC "NI S+ client _info table data \

SUP top STRUCTURAL MUST ( cn ) \

MAY (nisplusdientinfoAttr $ nisplusdientinfolnfo $ \
ni spl usC i ent | nf oFl ags))
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Sample LDIF to create the container.

dn: ou=dientlnfo, dc=exanpl e, dc=com
ou: Clientlnfo

obj ectC ass: top

obj ect O ass: organi zati onal Unit

NIS+ Object Data and Entry Data

The NIS+ naming service stores information about the NIS+ objects themselves, in
addition to the entries they contain. This information can be used to set ownership
and access rights of the objects. LDAP provides its own mechanism for defining
object access rights, so the information is not applicable in LDAP. You might wish to
replicate this information to another NIS+ Gateway over LDAP, so storing the
information in LDAP might be useful.

The default NI S+LDAPmappi ng(4) file assumes that NIS+ objects will be mapped,
so no additional steps are required to activate it. However, as the sample
deployment illustrates, you need to comment out lines in NI S+LDAPnappi ng to
avoid having to add the additional schema definition. The following is an LDIF
representation for adding the NIS+ object schema.

dn: cn=schema

changetype: nodify

add: attributetypes

attributetypes: ( 1.3.6.1.4.1.42.2.27.5.42.42.1.0\
NAME ' ni spl usObj ect’ \

DESC ' An opaque representation of a NI S+ object’ \
SYNTAX 1.3.6.1.4.1.1466.115.121. 1.5 SI NGLE- VALUE )

dn: cn=schenn

changetype: nodify

add: obj ectcl asses

objectclasses: ( 1.3.6.1.4.1.42.2.27.5.42.42.2.0\

NAME ' ni spl usObj ect Cont ai ner’ \

SUP top STRUCTURAL DESC ' Abstraction of a NI S+ object’ \
MUST ( cn $ nisplusCbject ) )
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The following is an LDIF representation that can be imported to create the container.

dn: ou=ni sPl us, dc=exanpl e, dc=com
ou: nisPlus

obj ectC ass: top

obj ect O ass: organi zati onal Unit

Associated with object data is information about ownership, access rights and time
to live. The NIS+ Gateway makes assumptions about what this data should be based
on the information stored about the object itself. In most cases, it is not necessary to
change this behavior.

The following shows the LDIF representation of the ni spl usEnt r yDat a object
class and its associated attributes.

dn: cn=schenn

changetype: nodify

add: attributetypes

attributetypes: ( 1.3.6.1.4.1.42.2.27.5.42.42.4.0 \
NAME '’ ni spl usEntryOmner’ \

DESC ' Opaque representation of NI S+ entry owner’ \
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 26 SI NGLE- VALUE )
attributetypes: ( 1.3.6.1.4.1.42.2.27.5.42.42.4.1 \
NAME ' ni spl usent ryGroup’ \

DESC ' Opaque representation of N S+ entry group’ \
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 26 SI NGLE- VALUE )
attributetypes: ( 1.3.6.1.4.1.42.2.27.5.42.42.4.2 \
NAME ' ni spl usEntryAccess’ \

DESC ' Opaque representation of NI S+ entry access’ \
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 26 SI NGLE- VALUE )
attributetypes: ( 1.3.6.1.4.1.42.2.27.5.42.42. 4.3\
NAMVE ' ni spl usEntryTtl’ \

DESC ' Opaque representation of NIS+ entry TTL' \
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 26 SI NGLE- VALUE )

dn: cn=schema

changetype: nodify

add: obj ectcl asses

objectclasses: ( 1.3.6.1.4.1.42.2.27.5.42.42.5.0 \

NAME ' ni spl usEntryData’ \

SUP top STRUCTURAL DESC ' NI S+ entry object non-colum data’ \
MJUST ( cn ) MAY ( nisplusEntryOmer $ nisplusEntryGoup $ \
ni spl usentryAccess $ nisplusEntryTtl ) )
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Principal Names and Netnames

Principal names and the secure RPC equivalent netnames are used by NIS+ for
authentication. While the RFC 2307 specification provides a mapping for public and
private keys, there is no provision for storing principal or netnames. This is
information is maintained in the NI S+ cr ed. or g_di r table, for which there is no
standard LDAP counterpart.

To get around this issue, the NIS+ Gateway makes some assumptions about how
principal names and netnames should be constructed. Basically, the name is
constructed by appending the domain name to either the user UID or host
nodename. In most cases this works fine. The schema definition for principled
names and netnames is shown below.

dn: cn=schenn

changetype: nodify

add: attributetypes

attributetypes: ( 1.3.6.1.4.1.42.2.27.5.42.42.7.0 NAME
"ni spl usPrinci pal Nare’ \

DESC ' NI S+ princi pal nanme’ \

EQUALI TY casel gnor el ASMvat ch SI NGLE- VALUE \

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

attributetypes: ( 1.3.6.1.4.1.42.2.27.5.42.42.9.0 NAME
" ni spl usNet nane’ \

DESC ’ Secure RPC netnane’ \

EQUALI TY casel gnor el A5SMat ch SI NGLE- VALUE \

YNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

dn: cn=schema

changet ype: nodify

add: obj ectcl asses

objectclasses: ( 1.3.6.1.4.1.42.2.27.5.42.42.10.0\

NAME ' ni spl usAut hNanme’ \

SUP top AUXILLI ARY DESC ' NI S+ authentication identifiers’ \
MAY ( ni spl usPrinci pal Nane $ ni spl usNet nane ) )

NIS+ to LDAP Mapping

The /var/ ni s/ Nl S+LDAPnappi ng file controls how NIS+ data is mapped to LDAP
attributes and how LDAP attributes are mapped to NIS+ data. At first glance, the
syntax of the file can be quite daunting. In practice, however, usually only minor
changes are required. In this section, the syntax of the file is examined to give you a
better understanding of how the mapping takes place.

The NI S+LDAPmappi ng file contains five directives, which are:
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= ni spl usLDAPdat abasel dMappi ng

= nisplusLDAPentryTt I

= ni spl usLDAPobj ect DN

= ni splusLDAPat t ri but eFr onCol umm
= ni spl usLDAPcol umFromAttri bute

ni spl usLDAPdat abasel dMappi ng Directive

This is an identifier the NIS+ Gateway uses establish a relation between an NIS+
object and a label the gateway uses internally. In some cases, the label is used to
identify more than one NIS+ object, such as a table object and directory object. All
the standard NIS+ objects have IDs assigned. Example:

ni spl usLDAPdat abasel dMappi ng passwd: passwd. org_dir

ni spl usLDAPdat abasel dMappi ng group: group. org_dir

ni spl usLDAPdat abasel dMappi ng auto_nmster:auto_nmaster.org_dir
ni spl usLDAPdat abasel dMappi ng aut o_hone: aut o_home. org_dir

ni spl usLDAPdat abasel dMappi ng boot par ans: boot parans. org_dir

ni spl usLDAPent ryTt | Directive

This parameter specifies the time-to-live (TTL) for the r pc. ni sd cache. There are
three values associated with each database ID. The first two values represent a range
of time in seconds that r pc. ni sd randomly picks from when the object is
initialized. The third value is used for subsequent cache refreshes. A random time is
selected to prevent all objects from refreshing at the same time.

The following are examples:

ni spl usLDAPent ryTt | passwd: 1800: 3600: 3600

ni spl usLDAPent ryTt | group: 1800: 3600: 3600

ni spl usLDAPent ryTt | aut o_nmast er: 1800: 3600: 3600
ni spl usLDAPent ryTt | aut o_hone: 1800: 3600: 3600

ni spl usLDAPent ryTt | boot par ans: 1800: 3600: 3600
ni spl usLDAPent ryTt | et hers: 1800: 3600: 3600

ni spl usLDAPent ryTt | host s: 1800: 3600: 3600
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ni spl usLDAPobj ect DN Directive

This parameter specifies where in the DIT NIS+ object data resides. If the DN ends
with a trailing comma, the value of the def aul t Sear chBase parameter (set in the
r pc. ni sd configuration) is appended to it. There are three action fields that
determine;

= Where to read data from
= Where to write data to
= What to do if the LDAP data is deleted

If the third action field is left out, the default action is to delete the entire entry.
Below ia an example.

Example:

ni spl usLDAPobj ect DN host s: ou=Host s, ?one?obj ect d ass=i pHost : \
ou=Host s, ?one?obj ect d ass=i pHost, \
obj ect Cl ass=devi ce, obj ect O ass=t op

Note — Because where to read the data from and where to write it to is the same, the
write location can be omitted as long as the colon is present.

The action is shown as an LDAP search filter. The
host s: ou=Host s, ?one?obj ect O ass=i pHost is read as follows (assuming the
domain is exanpl e. con):

1. Start the search as ou=Host s, dc=exanpl e, dc=com
2. Perform a one-level search (do not search below ou=Host s).
3. Search only for entries that contain the object class of i pHost .

The write action is the same as the read. The delete action is the default. That is,
delete the entire entry.
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ni spl usLDAPat t ri but eFr onCol unm Directive

This directive is used to specify rules for mapping NIS+ data to LDAP. For example:

ni spl usLDAPat t ri but eFr omCol umm \

hosts: dn=("cn=%+i pHost Nunber =%, ", cnane, addr), \
cn=cnanme, \

cn=nane, \

i pHost Nunmber =addr, \

descri pti on=commrent

In this example, the relative distinguished name (RDN) of the LDAP entry would be
the cn= attribute with the value of the NIS+ cnanme (canonical name) attribute,
followed by the string +i pHost Nurber =, then the value of the NIS+ addr attribute.
The entry contains a cn attribute with the value of cname and if the host name has
an alias, another cn attribute with the alias name. The IP address is assigned to the
i pHost Nurber attribute and if a comment field exists, the value of it is assigned to
the descri pti on attribute. For example, if the NIS+ entry looks like this:

# niscat -h hosts.org_dir

# cnanme name addr conment

| ocal host | ocal host 127.0.0.1

esso mail server 10.10.9.12 #Mail server for Bldg 1

The corresponding LDAP entry looks like this:

dn: cn=esso+i pHost Nunber =10. 10. 9. 12, \
ou=Host s, dc=exanpl e, dc=com

obj ect O ass: i pHost

obj ect Cl ass: device

obj ectCl ass: top

cn: esso

cn: nmil server

i pHost Nunber: 10.10.9. 12

description: Mail server for Bldg 1
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ni spl usLDAPcol ummFr omAt t ri but e Directive

This directive performs the opposite action of the
ni spl usLDAPat t ri but eFr onCol umm directive. That is, it defines the rules to map
LDAP data to NIS+. For example:

ni spl usLDAPcol uimFromAttri bute \
hosts: cnane=cn, \

(nane)=(cn), \

addr =i pHost Nunber, \

conment =descri ption

Using the Default Configuration Files

In most cases, you will want to change some of the default configuration parameters.
However, you can run the NIS+ Gateway without any modifications to the
configuration files. A list of assumptions is presented here to help you gauge how
much modification will be required to fit your environment.

Assumptions

= The directory server is running on the same server as the NIS+ Gateway. That is,
the server IP address is set to 127. 0. 0. 1 and the port number is 389.

= The NIS+ standard directories and tables are to be mapped, with the exception of
timezone.org_dir andclient_info.org_dir. This implies that the schema
to hold the NIS+ table objects (ni sCbj ect Cont ai ner) needs to be defined on
the directory server. The schema definitions for ti mezone and cl i ent _i nf o do
not need to be defined.

= The mapping is two way—that is, from NIS+ to LDAP and from LDAP to NIS+.
This configuration allows updates to be made from either service.

= The authentication method defined is none. This implies anonymous access to the
directory and there is no transport layer security.

= The directory server supports the RFC2307bis schema. This is the default
configuration for the Sun ONE Directory Server software.

= Only the entry values are mapped. Information contained in pseudo-columns
such as table owner and group is not mapped.

= The default NIS+ credentials are sufficient.
= The configuration data will not be maintained in LDAP.
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Common Configuration Changes
The following is a list of changes that you probably will want to make.

1. Directory Server address and port number.
In the r pc. ni sd file, change: pr ef erredSer ver Li st =127. 0. 0. 1: 389

2. Authentication Method:
ni spl usLDAPpr oxyUser

3. The bind-DN to use for authentication:
ni spl usLDAPpr oxyPasswor d

4. Transport Security:

To use transport layer security, set ni spl usLDAPconfi gTLS or

ni spl usLDAPTLS to ssl , and set

ni spl usLDAPconfi gTLSCerti fi cat eDBPat h or

ni spl usLDAPTLSCer ti fi cat eDBPat h to the file containing the certificate
database. In order to successfully use authentication and transport layer security,
the server must also support the chosen values.

5. Time-to-Live Parameters

To change the TTLs, edit the ni spl usLDAPent ryTt | for the appropriate
database ID. To change LDAP container locations or object classes, edit the
ni spl usLDAPobj ect DN value for the appropriate database ID.

6. NIS+ Table Object Support

The ni spl usObj ect Cont ai ner, ni spl usj ect, and ou=ni sPl us labels are
suggestions. If you change ni spl usObj ect Cont ai ner, or ou=ni sPl| us, edit the
mapping file to reflect this. To change ni spl usObj ect, for example, to

nmyCbj ect, add ni spl usObj ect =myObj ect tothefilterAttrVal Li st and
attr Val Li st portions of the r eadCbj ect Spec and wri t eChj ect Spec of the
ni spl usLDAPobj ect DN value for the mapping. See the description of

ni spl usLDAPobj ect DN below.
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NIS+ to LDAP Migration Example

The NIS+ Gateway is very flexible, providing many different ways to configure it to
meet your needs. Providing examples that cover all the different possible
configurations would be very long and would be more confusing than beneficial.
Therefore, the following assumptions are made about the environment where the
NIS+ Gateway is run.

= The target directory server is Sun ONE Directory Server 5.x software.

= Theidsconfi g script is run on the directory server.

= The directory server is set up to store passwords in crypt format.

= The current NIS+ service consists of a single domain with one NIS+ master server.

= Thetinezone and cli ent _i nf o tables are not mapped. This eliminates the
need to update the directory server schema.

= Table objects are not mapped. This eliminates the need to update the directory
server schema.

= The LDAP structure is empty and will be populated by running r pc. ni sd.

To Migrate Your Data From NIS+ to LDAP

Before proceeding, make sure you backup all NIS+ data; see ni sbackup(1M .
. Upgrade your NIS+ master server to run the Solaris 9 OE.
. Install the Sun ONE Directory Server software, and run the i dsconfi g script.

The sample deployment assumes the Sun ONE Directory Server software is running
on the same system as the NIS+ Gateway, but this is not necessary. If you choose not
to run them on the same system, the server IP address and port number must be
defined in r pc. ni sd.

. Obtain the password for the cn=di r ect ory manager account.

The sample deployment uses this account as the proxy user for accessing data stored
in the LDAP directory. For a real production environment you should to create a
separate account for this purpose and grant that account read and write access
privileges.

. Edit the following lines in / et ¢/ def aul t/ r pc. ni sd.

= preferredServerlList=127.0.0.1: 389 - You do not have to edit this line if
the directory server is running on the same system as NIS+ Gateway.
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= def aul t Sear chBase=dc=exanpl e, dc=com - You do not have to edit this line
if the directory server DIT equates to your NIS+ domain name.

= aut henticati onMet hod=si npl e

= ni spl usLDAPpr oxyUser =cn=di rect ory manager - If you choose not to use
this account, specify the DN of an existing account.

= ni spl usLDAPpr oxyPasswor d=di r manager — Make sure you read protect the
r pc. ni sd file to protect the password.
5. Create a copy of the / var/ ni s/ Nl S+LDAPmappi ng. t enpl at e file.

The copy should be created in the / var/ ni s directory and can be called anything
except NI S+LDAPmappi ng. For this example, we assume the copy of the mapping
fileis/var/nis/nlm
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6. Edit the / var/ ni s/ nl mfile to disable directory and group objects.

# Standard NI S+ directories

#ni spl usLDAPdat abasel dMappi ng basedir:

#ni spl usLDAPdat abasel dMappi ng orgdir:org dir

#ni spl usLDAPdat abasel dMappi ng groupsdi r:groups_dir

# Standard N S+ groups.
#ni spl usLDAPdat abasel dMappi ng adm n: admi n. groups_dir

# Standard NI S+ directories

#ni spl usLDAPent ryTt | basedir: 21600: 43200: 43200
#ni spl usLDAPent ry Tt | orgdir: 21600: 43200: 43200
#ni spl usLDAPent ryTt | groupsdi r: 21600: 43200: 43200
#ni spl usLDAPent ryTt | adm n: 21600: 43200: 43200

# Standard N S+ directories

#ni spl usLDAPobj ect DN basedi r: cn=basedi r, ou=ni sPl us, ?base?\
# obj ect C ass=ni spl usbj ect Cont ai ner:\

# cn=basedi r, ou=ni sPl us, ?base?\

# obj ect Cl ass=ni spl usObj ect Cont ai ner, \

# obj ect d ass=top

#ni spl usLDAPobj ect DN orgdir:cn=orgdir, ou=ni sPl us, ?base?\
obj ect C ass=ni spl usCbj ect Cont ai ner:\

# cn=orgdi r, ou=ni sPl us, ?base?\

# obj ect Cl ass=ni spl usbj ect Cont ai ner, \

# obj ectd ass=top

RES

#ni spl usLDAPobj ect DN

#gr oupsdi r: cn=gr oupsdi r, ou=ni sPl us, ?base?\
# obj ect C ass=ni spl usCbj ect Cont ai ner:\

# cn=groupsdi r, ou=ni sPl us, ?base?\

# obj ect d ass=ni spl ushj ect Cont ai ner, \

# obj ect O ass=top

#ni spl usLDAPobj ect DN admi n: cn=adni n, ou=ni sPl us, ?base?\
obj ect C ass=ni spl usCbj ect Cont ai ner:\

# cn=adm n, ou=ni sPl us, ?base?\

# obj ect d ass=ni spl ushj ect Cont ai ner, \

# obj ect O ass=top

3+
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7. Edit the / var/ ni s/ nl mfile to remove all references to table objects.

Any entry containing _t abl e needs to be commented out. Example (not all entries
shown for brevity):

#ni spl usLDAPdat abasel dMappi ng passwd_t abl e: passwd. org_di r
#ni spl usLDAPdat abasel dMappi ng group_tabl e: group.org_dir
#ni spl usLDAPdat abasel dMappi ng

aut o_nmster_tabl e:auto_nmaster.org_dir

ni spl usLDAPent ryTt| passwd_t abl e: 21600: 43200: 43200
#ni spl usLDAPentryTt| group_t abl e: 21600: 43200: 43200
#ni spl usLDAPentryTt| auto_master_tabl e: 21600: 43200: 43200

#ni spl usLDAPobj ect DN

#passwd_t abl e: cn=passwd, ou=ni sPI us, ?base?\
#obj ect O ass=ni spl usCbj ect Cont ai ner:\

# cn=passwd, ou=ni sPl us, ?base?\

# obj ect C ass=ni spl ushj ect Cont ai ner, \

# obj ect O ass=top

8. Test the mapping you created using the ni sl dapmapt est utility with the i m
option specifying the mapping file nl m

Note — Make sure you remove the test data entries before performing the next step.

9. Upload all NIS+ data to LDAP using r pc. ni sd.
Example:

# pkill rpc.nisd

# /usr/sbin/rpc.nisd -D\

-x ni spl usLDAPI ni ti al Updat eAction=to_l dap \
-x ni spl usLDAPRI ni ti al Updat eOnl y=yes

10. Verify that the LDAP entries were created.
See the instructions in the next section that explain how to perform the verification.
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11. Rename /var/nis/nlm to /var/ni s/ N S+LDAPmappi ng and restart
rpc. ni sd.

# cd /var/nis
# cp nl m NI S+LDAPmappi ng
# /usr/sbin/rpc.nisd

Testing and Troubleshooting the NIS+
Gateway

Before uploading all your NIS+ data to the LDAP server, it is wise to test out the
mapping you established. This should be done before you rename the configuration
file to NI S+LDAPmappi ng and restart r pc. ni sd, which activates the NIS+
Gateway.

The following assumes you have a group in your NIS+ database called gem The
ni sl dapmapt est command is run in the verbose mode to give you a clearer idea of
what the command is doing.

# ni sl dapmaptest -v -r -mnls -t group.org_dir name=gem
createQuery: N S+ query: [name=gem group.org_dir.exanpl e.com
mapToLDAP: group.org_dir.exanple.com: 1 * 1 potential updates
mapToLDAP: group.org_dir.exanple.com: 1 update requested
control Supported: 127.0.0.1: 1.2.840.113556.1.4.319: disabled
control Supported: 127.0.0.1: 2.16.840.1.113730.3.4.9: enabl ed
mapToLDAP: group.org_dir.exanple.com: 1 update performed

As you can observe from the last line the update was performed. To verify this, you
can run the | dapsear ch command as shown in the following example.

# | dapsearch -b dc=exanpl e, dc=com ch=gem
cn=gem ou=G oup, dc=exanpl e, dc=com
cn=gem

gi dNunber =2292

obj ect C ass=posi xGr oup

obj ect d ass=t op
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To remove test entries:

# | dapsearch -b dc=exanpl e, dc=com cn=gem dn
cn=gem ou=G oup, dc=exanpl e, dc=com

# | dapdel ete -D "cn=directory nanager" -w nypass
cn=gem ou=G oup, dc=exanpl e, dc=com

Once the NIS+ Gateway is activated, you can test it by creating an entry in LDAP
and see if it appears in NIS+.

# vi /tnp/hosts.|dif

dn: cn=t est 1+i pHost Nunber =10. 10. 9. 12, ou=Host s, dc=exanpl e, dc=com
cn: testl

i pHost Nunber: 10.10.9. 12

obj ect Cl ass: i pHost

obj ect Cl ass: device

objectC ass: top

# | dapnodify -a -D “cn=directory manager” -f /tnp/hosts.|dif
Bi nd Passwor d:

addi ng new entry

cn=t est 1+i pHost Nunber =10. 10. 9. 12, ou=Host s, dc=exanpl e, dc=com
#

After a few seconds, you should be able to see the new entry from NIS+ as shown in
this example.

# niscat hosts.org_dir | grep testl
testl testl 10.10.9.12

Troubleshooting Tips

Most errors are the result of misconfigured r pc. ni sd or Nl S+LDAPnappi ng files. If
you encounter problems, follow these steps:

= Check for sysl og messages in / var/ adm messages that are generated from
rpc. ni sd.

= Restart r pc. ni sd with the verbose (- v) option for more detailed error messages.

= Run the ni sl dapmapt est (1M) utility for entries that fail, observing error
messages.
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= Run snoop if the directory server is on a separate system. See Appendix C,
“Using snoop with LDAP.”

Common Problems

= The directory server is missing necessary schema definitions. This will occur if
you fail to comment out the directory, group, and table entries in
NI S+LDAPmappi ng(4) file and do not add the ni sCbj ect Cont ai ner object
class and associated attributes.

= The naming service containers, for example ou=host s, have not been created. To
avoid this, run the i dsconfi g command before uploading NIS+ data.

= The proxy user account specified does not have sufficient write permissions. For
test purposes you can choose cn=di r ect ory manager to avoid this issue.

= The NIS+ tables being imported have duplicate entries. While this is allowed in
NIS+, you will get an LDAP object class violation error when they are imported
because it will be interpreted as a multi-value attribute.
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