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Introduction
This document describes the security functions and their features provided by the 
Security Hardening Product (SHP) added to RaQ 4 and accessed through the 
User Interface (UI). These functions have been added to the existing RaQ 4 UI; 
please refer to the RaQ 4 UI documentation for descriptions of other UI features 
and functions.

This document presents an overview of these security functions, then details how 
they are accessed and configured.

Installation Note
Before installing the RaQ 4 SHP, you must first update the OS and the kernel. 
Install OS Update 2 and the latest kernel package, RaQ4-All-Kernel-4.0.1-
2.2.16C32III-4.pkg.

Security Functions
Security Functions include:

• Scan detection, logging, and lockout

• Buffer overflow protection

• Root privilege control

Port Scan Detection

Port scanning is a well-used and established hacker technique for gaining access 
to a system. Your RaQ 4 implementation likely uses typical ports for access, and 
may have ports defined that are not currently in use or necessary for operation by 
installed web servers. Up to 65,535 ports can be defined in a Linux system, and 
while some such as Telnet, SMTP, IMAP, POP3, etc. are commonly used, others 
that are unused also present opportunities for hackers to gain entry into the 
system. Port scans check to see what ports are open (have a running application 
associated), then the hacker selects a port to contact using TCP. Particular ports 
have known vulnerabilities and have widely-known techniques for exploitation 
(Netbios port 137, for example, is famous for that). Once TCP communication is 
established, the hacker can access directories in the target system and load 
viruses, Trojan Horses, or other executables, associated with “stack smashing”. 

Another technique is to scan for open ports, then Telnet (which can be configured 
to connect via TCP to any port) to an open port and access the system. Even if a 
port is not open, it may be accessible using TCP.
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SHP protection against port scanners includes scan detection and logging, plus 
user-settable threshold settings to record and take action based on the number of 
ports scanned (from the same IP address) in a settable time interval. Scanners 
falling within these user-determined parameters are logged and automatically 
locked out for a fixed time interval.

Scan detection does not monitor legitimate port accesses; that is, to ports used for 
functions that are running and necessary for installed web server(s). This 
prevents legitimate users from being locked out due to multiple accesses.

Scan Detection and Access Protocols

While TCP port scanning is probably most common, UDP scanning is also used. 
UDP scanners typically send empty datagrams to ports. If a port is closed, it will 
send back an ICMP port unreachable message.

SHP’s port scan detection works for both TCP and UDP scans. It works by 
detecting TCP RST and ICMP type 3 packets sent out by the IP stack in response 
to probes, allowing the mechanism to work automatically without requiring a list 
of port numbers. The Linux kernel limits the number of ICMP error packets sent 
every second, therefore UDP scan detection is slower than TCP scan detection.

Buffer Overflow Protection

A common, dangerous hacking technique is known as “stack smashing”. This 
technique takes advantage of vulnerability created when execution of a called 
function results in “buffer overflow”.

The buffer overflow occurs when the executing function reads external 
information such as a character string and there is no checking, so the size of the 
string could exceed the buffer capacity. The buffer allocated at run-time is placed 
on the stack, which keeps the information for executing functions such as local 
variables, argument variables, and the return address. The overflowing string 
overflows the buffer and (for example) overwrites (“smashes”) the return 
address. When the function returns, the return address is the new data instead of 
the legitimate return address. This data could be an address intentionally placed 
there by a hacker that returns the program counter to the address of a program 
(also placed in the system by the hacker through a TCP port access) that then 
gives the hacker control of the machine.

The functions supplied with the SHP update are installed when SHP is installed, 
and have been compiled using a modified C compiler. The modified compiler 
generates code that verifies a function stack has not been smashed before 
allowing program control to return from the function. If the code detects that the 
stack has been smashed, the program is terminated and an alert sent (if alerting is 
enabled).

Buffer overflow protection is always active; alerting is toggled on/off by the user.
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Root Privilege Control

If hackers gain access to your system as “Administrator” they may be able to 
gain root access to other applications. This happens due to “Excessive Root 
Permissions” vulnerability and is a common “back door” into control of a 
system. 

Excessive Root Permissions vulnerability means that the Administrator of non-
essential server applications is given root access permission. By gaining 
Administrator access on one application, a hacker can gain root access to all the 
applications on a server. The SHP Security Functions have redesigned the “set 
UID” permissions on the RaQ 4 to “sandbox” frequently vulnerable applications. 
Sandboxing an application ensures that if a hacker gains administrative access on 
one application, they will not receive administrative level permission within any 
other application. 

Root Privilege Control is automatic, and its operation is transparent.
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Configuring Security Functions
Security Functions are accessible from a window displayed by clicking on the 
Control Panel button in the list along the left side of the basic RaQ 4 Server 
Management UI screen (Figure 1). Figure 2 shows the Control Panel screen.

Figure 1.   Accessing the Control Panel

Figure 2.   Control Panel Screen
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Note the Scan Detection and Buffer Overflow Protection items at the bottom of 
the list in Figure 2. You can move the cursor over any of the colored circles with 
question marks to see explanation text displayed in the along the bottom of your 
browser window.

Configuring Scan Detection
Click on the blue, underlined, Parameters link to the right of the Scan Detection 
item in the Control Panel screen. This brings up the Scan Detection Settings 
screen (Figure 3).

Figure 3.   Scan Detection Settings Screen

Starting at the top of the screen as shown in Figure 3, select whether you want to 
log and block IP addresses from which port scans originate, log only, or neither 
(do nothing). The decision whether to block a scanning IP address will be made 
according to the settings you select in the next two fields, Time Between Scans, 
and Number of Ports Scanned. 
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For example, with the settings shown in Figure 3, if a port scanner scans 5 
different ports in a time interval of not less than 300 seconds between each scan, 
the IP address of the scanner will be logged, the IP address of the scanner locked 
out automatically, an email alert sent to the admin user specified for this unit 
(always), and to the email address specified in the Email Address for Alerts field 
if the Enable Email Alerts box is checked. The lockout lasts for five minutes, at 
which time the lock is reset. If the scanning occurs again, the IP address will 
again be logged and locked out, email alert sent, and so on. The email alert is 
always sent to the admin user regardless of whether the Enable Email Alerts box 
is checked

The next (large) field is a place for you to add any known IP addresses that you 
want blocked regardless of the parameter settings (numbers of ports scanned and 
time interval). If you keep getting alerts about scanning from a particular IP 
address, you may want to enter that IP address so that it is permanently blocked 
and you do not keep getting the alerts. Conversely, the next field is supplied for 
you to add IP addresses you never want blocked. This allows you to specify 
known addresses that might have legitimate business with RaQ 4, but would 
otherwise get blocked due to multiple port accesses falling within the time and 
port number parameters you have selected. If you mistakenly add the same IP 
address to both fields, you will get an error message.

- Note:Do not enter leading zeros in any numeric field. Omit them.

- Note:You must click the Save Changes button for any changes you make to 
take effect, even while the screen is displayed. For example, if you enter an 
email address for Alerts, then click the Test Email Alerts line, it will not work 
unless you have saved the changes.

Click on the View Log or View Dynamically Blocked Addresses links to see the 
log of scan attempts (plus other system events), and the list of blocked IP 
addresses, respectively (Figure 4 and Figure 5).

Figure 4.   Scan Attempt Log
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The log of port scan attempts logs the most recent 10 events only. While the log 
is open, new logged attempts can be viewed by clicking on the “Refresh Log” 
line.

Figure 5.   Blocked IP Address Log

The Blocked IP Address Log logs all Dynamically Blocked IP addresses. It does 
not list blocked IP addresses that have been manually entered into the IP 
Addresses Always Blocked box in the Scan Detection Settings window. At some 
point if the list becomes too long you can click on the Clear Blocked IP 
addresses line to clear the list.

While the log is open, new logged attempts can be viewed by clicking on the 
Refresh Log line.
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Buffer Overflow Alerts
In the Control Panel screen, click on the Parameters link to the right of the Buffer 
Overflow Protection. This brings up the Buffer Overflow Protection Settings 
screen (Figure 6).

Figure 6.   Buffer Overflow Protection Settings Screen

To control email alerts, check/uncheck the box as appropriate, and enter an email 
address for the alerts. 

Note:You must click the Save Changes button for any changes you make to take 
effect, even while the screen is displayed. For example, if you enter an email 
address for Alerts, then click the Test Email Alerts line, it will not work unless 
you have saved the changes.

The email alert message will include the name of the binary function that 
overflowed.
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