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Important Safeguards

For your protection, please read all these instructions regarding your Sun Cobalt™ Control Station and retain for
future reference.

1. Safety Precautions
For your protection, observe the following safety precautions when setting up your equipment:
e Follow all cautions and instructions marked on the equipment.

«  Ensure that the voltage and frequency of your power source match the voltage and frequency inscribed on the
equipment’s electrical rating label.

e Never push objects of any kind through openings in the equipment. Dangerous voltages may be present.
Conductive foreign objects could produce a short circuit that could cause fire, electric shock or damage to your
equipment.

2. Symbols

The following symbols may appear in this book:

Caution: There is a risk of personal injury and equipment damage. Follow the instructions.

Warning: Hazardous voltages are present. To reduce the risk of electric shock and danger to
ii j personal health, follow the instructions.
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3. Power Source and Power Cords

Ensure that the voltage and frequency of your power source match the voltage and frequency inscribed on the
equipment’s electrical rating label.

Warning: Sun Cobalt products are designed to work with single-phase power systems having a
grounded neutral conductor. To reduce the risk of electric shock, do not plug Sun Cobalt
products into any other type of power system. Contact your facilities manager or a qualified
electrician if you are not sure what type of power is supplied to your building.

Warning: Not all power cords have the same current ratings. Household extension cords do not
have overload protection and are not meant for use with computer systems. Do not use
household extension with your Sun Cobalt products.

Warning: Your Sun Cobalt product is shipped with a grounding type (three-wire) power cord.
To reduce the risk of electric shock, always plug the cord into a grounded power outlet.

Warning: The power switch of this product functions as a standby type device only. The power
cord serves as the primary disconnect device for the system. Be sure to plug the power cord
into a grounded power outlet that is nearby the system and is readily accessible. Do not
connect the power cord when the power supply has been removed from the system chassis.

> B P

4. Lithium Battery

The lithium battery on the system board provides power for the real-time clock and CMOS RAM. The battery has an
estimated useful life expectancy of 5 to 10 years. If your system no longer keeps accurate time and date settings, it
may be time to change the battery. Contact Sun Microsystems™ , Inc. for service information.

Warning: Batteries may explode if mishandled or incorrectly replaced. Do not dispose of the
battery in fire. Do not disassemble it or attempt to recharge it. Replace only with the same or
equivalent type recommended by the equipment manufacturer. Dispose of used batteries
according to manufacturer’s instructions.

>

5. Electrical Shock

To reduce the risk of electrical shock, do not disassemble or tamper with the power supply assembly. Opening or
removing the power supply may expose you to dangerous voltage or other risks. Incorrect reassembly can cause
electric shock when this product is subsequently used.

6.Top Cover
You must remove the cover of your Sun Cobalt server appliance to add cards, memory or internal storage devices. Be

sure to replace the top cover before powering on your control station.

Caution: Do not operate Sun Cobalt products without the top cover in place. Failure to take
this precaution may result in personal injury and system damage.
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7. Modifications to equipment

Do not make mechanical or electrical modifications to the equipment. Sun Microsystems, Inc. is not responsible for
regulatory compliance of a modified Sun Cobalt product.

8. Ventilation

The fan openings on the Sun Cobalt Control Station are provided for ventilation and reliable operation of the product,
and to protect it from overheating. The openings must not be blocked or covered, and should be kept free of dust and
debris. Never place a Sun Cobalt product near a radiator or heat register. Failure to follow these guidelines can cause
overheating and affect the reliability of your product

The Sun Cobalt Control Station is designed to be a built-in installation, so adequate ventilation is required.
9. Placement of a Sun™ Product
Caution: Do not block or cover the openings of your Sun Cobalt product. Never place a Sun

Cobalt product near a radiator or heat register. Failure to follow these guidelines can cause
overheating and affect the reliability of your Sun Cobalt product.

70Db(A) or less.

i Caution: The workplace-dependent noise level defined in DIN 45 635 Part 1000 must be

10. SELV Compliance

Safety status of I/O connections comply to SELV requirements.

11. Browsers

Both Netscape Navigator™ and Microsoft Internet Explorer have bugs that can cause intermittent, unexplained

failures.

Note: You may experience problems logging on to the Sun Cobalt Control Station with a
secure connection if you are using Internet Explorer on a Macintosh machine.

Released product versions of the browsers are usually more reliable than beta versions, and later versions typically
work the most reliably. A browser program failure, although annoying, does not adversely affect your data on a Sun
Cobalt Control Station.

To use the Sun Cobalt Control Station, you need a personal computer (attached to the network) that uses one of the
following standard Web browsers:

*  Macintosh OS9: Internet Explorer 5 or Netscape Navigator 4.78
*  Macintosh OSX: Internet Explorer 5.1
*  Windows 98/NT/2000: Internet Explorer 5.5 and 6.0 or Netscape Navigator 4.78

To manage the control station from the user interface, you must enable cookies, cascading style sheets, and
JavaScript™ on your browser (these features are normally enabled by default).
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12. Regulations and Information

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

« Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
*  Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order
to maintain compliance with FCC radio frequency emission limits. Networking connections can be made using
unshielded twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.
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Preface

This user manual is for anyone who will set up the Sun Cobalt Control Station for a group of users. You should be
familiar with Microsoft Windows, Macintosh or other operating systems, and Netscape Navigator™, Microsoft
Internet Explorer or other Web browsers.

This manual consists of the following chapters and appendices:
Chapter 1 — “Introduction” includes an overview of the Sun Cobalt Control Station.

Chapter 2— “Station Settings” explains the features available to the Server Administrator under the Station Settings
tab.

Chapter 3— “Control Modules” explains the features available to the Server Administrator under the Control
Modules tab.

Appendix A— “Licenses” lists licensing information.

Appendix B— “Glossary” provides a glossary of terms used in the Administrator manual for the Sun Cobalt Control
Station.
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Chapter 1

Introduction

The Sun Cobalt™ Control Station is a server appliance that allows administrators to take control of their servers:
tracking and applying software updates, deploying new services, monitoring the health and performance of servers.
More than just a typical “systems” management device, the Sun Cobalt Control Station is a platform that will help
you in the “life-cycle” management of your servers, from initial setup through eventual redeployment at the end of
useful life. As an added benefit, customers can continue to use third-party or homegrown software in conjunction with
the Sun Cobalt Control Station.

Based on the Sun Cobalt RaQ™ 4r platform with RAID capabilities, the Sun Cobalt Control Station consists of two
parts: a core framework that is the engine for executing control modules, and the built-in control modules themselves.
These control modules can come from Sun Microsystems, Inc., from third-party vendors or from your own in-house
design team. The Sun Cobalt Control Station ships with four pre-installed modules: Appliance Inventory,
Performance Monitoring, Software Management and Health Monitoring.

Through the Sun Cobalt Control Station, you can fully control the distribution of software payloads, offering
customized and tailor-made services to downstream and end-user customers. Service Providers can offer unique
payloads, data or software monitoring services. By leveraging the Sun Cobalt BlueLinQ technology, all available
software updates and patches can be accessed and distributed to Sun Cobalt RaQ server appliances and Sun Cobalt
Qube™ appliances, as designated by the administrator. Custom-built and third-party software can also be distributed.
Furthermore, software packages can be “published” so that BlueLinQ-enabled clients—including other Sun Cobalt
Control Stations—can view and download these packages.

The Sun Cobalt Control Station can manage the following Sun Cobalt servers and server appliances:
*  Sun Cobalt RaQ 2, English and Japanese

*  Sun Cobalt RaQ 3 and 3i, English and Japanese

*  Sun Cobalt RaQ 4, 4i and 4r, English and Japanese

*  Sun Cobalt RaQ 550, English and Japanese

e Sun Cobalt RaQ XTR, English and Japanese

*  Sun LX50 general-purpose server, all languages (you first need to activate the agent on the Sun LX50 server; see
“Enabling the agent on a Sun Cobalt general-purpose server” on page 3-4)

e Sun Cobalt CacheRaQ™ 4, English
*  Sun Cobalt Qube 3, all versions (English, Japanese, multilingual)

e Sun Cobalt Qube 2, English and Japanese

é Note: The Sun Cobalt Qube 2 appliance must have OS Update 2.0 installed.
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Chapter 1: Introduction

The Sun Cobalt Control Station does not manage the following Sun Cobalt server appliances or products:
«  Sun Cobalt RaQ 1, English and Japanese

*  Sun Cobalt Qube 2700, English and Japanese

e Sun Cobalt StaQware, English and Japanese

«  Sun Cobalt NASRaQ, any versions

« any Sun Cobalt CacheRaQ appliance previous to the CacheRaQ 4

Services on the Sun Cobalt Control Station

Here is a sample of what you can do with the Sun Cobalt Control Station:

* Inventory Management. You can import and group from hundreds up to thousands of servers, as well as obtain
detailed information on the servers.

«  Software Management. The Server Administrator can keep systems current using the version-tracking feature
for software patches and updates. You can also deploy custom software or data.

*  Local Software Repository. In conjunction with Software Management, you can use the local software
repository to “publish” software package files and allow the Server Administrator or end users of various servers
to install available package files as desired or needed. You can configure your Sun Cobalt Control Station to view
“published” package files and share package files with other BlueLinQ-enabled servers.

*  Health and Performance Monitoring. These control modules provide system alerts and the metrics of the basic
operations of the servers, allowing you to pinpoint potential causes of failure.

These services can be used within an extranet or an intranet environment, or across the Internet.

Sun Cobalt Control Station user interface

You access the Sun Cobalt Control Station through a browser-based user interface (UI), known as the Server Dekstop.
The Server Desktop UI consists of the Station Settings tab and the Control Modules tab.

For more information on these tabs, see Chapter 2, “Station Settings” and Chapter 3, “Control Modules”.

Icons

There are four icons in the top right corner of the Server Desktop UI:

Note: Depending on the control modules that you have installed on the control station, there
,@] may be other icons displayed as well.

¢ Online Documentation
*  Software Notification
e Active Monitor

* Logout
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Online documentation
Online Documentation

You can access the user manuals in PDF format from the Server Desktop UI. For more information, see
e “Online documentation” on page 1-3.

Software Notification

The Software Notification icon allows you to check for new or updated software packages for the Sun
Cobalt Control Station itself. The icon turns red when new or updated software packages are available.

For more information on installing software, refer to “BlueLinQ” on page 2-22.

Active Monitor

The Active Monitor icon allows you to view status information. The icon flashes red if any of the
@ components or services monitored by Active Monitor fails or is under heavy use.

For more information on the Active Monitor feature, see “Active Monitor” on page 2-39.

Logout

@ Click the Logout icon to log out of the system.

Online documentation

To access the PDF file for a user manual, click on the Online Documentation icon in the top right corner. A separate
browser window opens displaying a list of PDF files available. Click the link for a PDF file; you can open the PDF file
in the browser window or save it to your personal computer.

If you have installed third-party software on the Sun Cobalt Control Station, the relevant documentation is also
available here.

Resetting the Server Administrator password

When the Server Administrator password is cleared, the root account is not accessible until a new password has been
assigned.

To reset the password:

1. Push and hold the end of a paper clip in the recessed Reset Password button (located between the LCD screen
and the LCD arrow buttons, on the front of the Sun Cobalt Control Station). Hold the button in for approximately
2 seconds.

The LCD screen displays

RESETTING ADMIN
PASSWORD

Administrator Manual—Sun Cobalt Control Station 1-3



Chapter 1: Introduction

2. Release the button.

3. Enter the following URL In your Web browser to access the Server Desktop UI of the control station.
http://<hostname>.<domainname>/login/

4. If a prompt appears asking for a username or password, enter admin as the user name and “admin” as the

password.

Note: The system automatically sets the admin password to “admin’” when you use the
Password Reset button.

5. Click OK. The Server Desktop UI appears.
6. Select Station Settings > Administrator. The “Account Settings - admin” table appears.
7. Enter a new password in the fields. Enter the password twice for confirmation.

For more information on choosing a password, see “Password guidelines” on page 1-4.

8. Click Save. The screen refreshes.

Password guidelines

Use the following guidelines when choosing a password:
1. Use between three and sixteen alphanumeric characters.
The valid characters include: a-z A-Z0-9 % ! @ $ N & * - _=\1.,/72;:+

2. Use both upper- and lower-case letters.

é Note: A password is case-sensitive.

Do not use a proper name.
Do not use a word found in a dictionary.
Do not use a date.

Do not use a UNIX® command word.

N o AW

Do not use a string of consecutive keys on a keyboard (for example, “qwerty”).
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Support for RAID-1

A redundant array of independent disks (RAID) is a way of storing the same data in different places (thus,
redundantly) on multiple hard disk drives. A RAID appears to the operating system to be a single virtual hard disk
drive.

Redundancy means that there is protection against the failure of any single hard disk drive. Redundant data is used by
a RAID system in the event of a failure; this redundant data can either be a mirror copy or parity data used to
reconstruct the actual data.

There are a variety of different types and implementations of RAID, each with its own advantages and disadvantages.
The Sun Cobalt Control Station implements RAID Level 1 (RAID-1), also known as disk mirroring, which consists
of a primary hard disk drive and a secondary hard disk drive; the secondary hard disk drive is an exact copy or “mirror
image” of the primary hard disk drive.

Although RAID can protect your data in case of a hard-disk-drive failure, it does not protect against operator and
administrator (human) error, or against loss due to programming bugs.

The Sun Cobalt Control Station server implements RAID services through software. Each hard disk drive has its own
independent master channel to allow high performance without extra RAID hardware.

You do not need to enable RAID-1 on the Sun Cobalt Control Station; it is enabled by default. You cannot disable
RAID-1 on the control station.

There are two possible causes for RAID failure on the Sun Cobalt Control Station:

«  Hardware failure. If a hard disk drive fails, the control station can function with one hard disk drive, but the
server can no longer provide disk mirroring. To restore RAID service, you must shut down the control station and
replace the failed hard disk drive.

*  Software failure. The RAID software should not fail. If it does, the likely cause is a failure of the whole kernel,
in which case the control station just reboots.

In case of a failed hard disk drive, you will have to replace the hard disk drive. For more information on replacing a
hard disk drive, refer to the PDF Maintaining and Upgrading the Hardware.

For a failed drive, Active Monitor indicates that the Left or Right hard disk drive has failed (“Right” and “Left” are in
relation to looking at the control station with the front blue panel facing you.)

If RAID fails on the Sun Cobalt Control Station, the system indicates the non-RAID status in a number of ways:
*  Anemail is sent to the Administrator of the control station.

*  The Active Monitor icon in the top right corner flashes red.

e On the screen Station Settings > Active Monitor > Status, the Disk Integrity (RAID) circle changes to red.
*  The “C” logo badge on the front panel of the control station flashes.

Once you replace a failed drive on a Sun Cobalt Control Station and reboot the control station, the system detects the
new hard disk drive. It then automatically begins to synchronize the new hard disk drive to the existing hard disk drive
so that the control station will be able to provide disk mirroring.

é Note: During the synchronization process, the control station cannot provide disk mirroring.
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