a2 United States Patent

US006591303B1

10y Patent No.: US 6,591,303 B1

Hendel et al. 5) Date of Patent: Jul. 8, 2003
(549) METHOD AND APPARATUS FOR PARALLEL 5,732,071 A * 3/1998 Saito et al. ..cccccuneene. 370/255
TRUNKING OF INTERFACES TO INCREASE 5,774,668 A * 6/1998 Choquier et al. ... 709/126
5,781,854 A * 7/1998 Bales ................. 455/403
TRANSFER BANDWIDTH 5,805,586 A * 9/1998 Perreault et al. ............ 370/346
. 5,805,816 A * 9/1998 Pi S et al. ... 395/200.53
(75) Inventors: Ariel Hendel, Cupertino, CA (US); Leo ToITN08 A+ o008 Mot Y7052
Hejza, Sunnyvale, CA (US); Howard 5806371 A * 4/1999 Kobayashi et al. . 3707232
Frazier, Pleasanton, CA (US) 5,923,667 A * 7/1999 Poiraud et al. ............. 370/515
5933412 A * 8/1999 Choudhury et al. ........ 370/218
(73) Assignee: Sun Microsystems, Inc., Santa Clara, 5951650 A * 9/1999 Belletal ....ccoooeeee.n. 709/238
CA (US) 6,049,528 A * 4/2000 Hendel et al. .............. 370/235
6,064,671 A * 5/2000 Killian .......cccceviinnnis 370/389
. . . . . 6,081,833 A * 6/2000 Ok to et al. ........... 709/213
(*) Notice:  Subject to any disclaimer, the term of this T / amoto et a /
patent is extended or adjusted under 35 FOREIGN PATENT DOCUMENTS
US.C. 154(b) by 0 days. EP 0685952 121995 oo HO4L/29/06
(21) Appl. No.: 08/813,647 OTHER PUBLICATIONS
(22) Filed: Mar. 7, 1997 Browning, Optimal Stochastic Flow Control in a High
. Speed Virtual Circuit, IEEE 1993.*
(51) Int. CL7 o GO6F 15/173 Ko et al, Optimal End—to~ENd Sliding Window Flow Con-
(52) US.Cl .ot 709/238; 370/401 trol in High-Speed Networks, IEEE 1991.*
(58) Field of Search ...........c.cccoceuvveiine. 370/391, 349, Data Communications, vol. 24, No. 13, Sep. 21, 1995, pp.
370/471, 85.4, 255, 463, 17, 218, 353, 85-88, 90.
389, 515, 346, 397, 232-235; 395/200.02, IBM Technical Disclosure Bulletin, vol. 38, No. 9, Sep. 1,
431, 500, 881, 200.53; 709/126, 213, 238, 1995, pp. 7-9.
242, 250, 703/26; 710/129; 455/403; 379/10.01; . .
358/1.14; 340/505 cited by examiner
. Primary Examiner—Mark R. Powell
(56) References Cited Assistant Examiner—Thong Vu
U.S. PATENT DOCUMENTS (Z74;) Attorney, Agent, or Firm—Blakely, Sokoloff Taylor &
afman
4,703,475 A 10/1987 Dretzka et al. ............... 370/60
5,051,926 A * 9/1991 Stevens et al. ... .. 358/1.14 57 ABSTRACT
5,379,296 A * 1/1995 Johnson et al. ............... 370/60
5,390,232 A * 2/1995 Freeman .... ... 379/10.01 A method and apparatus for interconnecting a first device
2;2_‘20,857 2 * Z ggg JMufkeViilil . 3;%3/% and a second device in a network. The first device and the
,517,488 iyazaki et al. ............. . . .
5537394 A * 7/1996 Abe et al. .ocooooororrrrrnn. 370/17 S‘l’conlq devflf:e o Connecwid toa Plufaltllt?' ;’f mteéf.aces'fThe
5546549 A * 81996 Barrett et al. ..... 710/129 plura 1ty of interfaces emu ate a single hig -spee .mter ace.
5550816 A * 81996 Hardwick et al. 370/397 According to an embodiment of the present invention, a first
5,586,261 A * 12/1996 Brooks et al. ... 709/238 identifier is assigned to the first interface and the second
5,619,183 A * 4/1997 Ziegra et al. .. 340/505 interface at the first device. According to another embodi-
?ggg’gg}g 2 : 1?; igg; Eul ~~~~~~~~~~~~~~~~~~~~ 3;8/33/3? ment of the present invention, one of the plurality of
,689, yles ... : . .
S719.870 A * 2/1998 Baker ot al. oo 370/463 interfaces is selected to transmit a packet of data.
5,724356 A * 3/1998 Parameswaran
Nair et al. .ooooevviiinne 3707401 41 Claims, 10 Drawing Sheets
600
630
631 )
DEVICE 1
&2, DEVICE 2
. 633
. 4
610 620




U.S. Patent Jul. 8, 2003 Sheet 1 of 10 US 6,591,303 B1

FIGURE 1
(PRIOR ART)




U.S. Patent Jul. 8, 2003 Sheet 2 of 10 US 6,591,303 B1

235

(o)
&
&
—7”5
@ o N
. -
< 3 o =
& o
Pl > S
(o] N1 » o
K R.‘ N S s
w I'L
/ <
(3]
o
LW

5
210 % S

36



U.S. Patent Jul. 8, 2003 Sheet 3 of 10 US 6,591,303 B1

m

A
m

O
(ap/

BRIDGE

FIGURE 3
(PRIOR ART)

y—

Lap]

Cg



US 6,591,303 Bl

Sheet 4 of 10

Jul. 8, 2003

U.S. Patent

v 34NOI4

(1]7

30V4H3INI
AHOMLIN

o0
"H0SS300Hd

or 0P Y0P

m%_b%m AHOWIW AHOW3IW

ViVa ATNO @v3d NIV

154

TOHINOD
HOSHNO

v 4474

ayvOogAI

| ¥
l|7_\ AV1dSIa




U.S. Patent

531

530

Jul. 8, 2003 Sheet 5 of 10

Ql
[ap]
—
ha
oo
o
[ap]
— m
o~ S
g D 1=
No |DH 2
Ka\
)
%))
w /
T ad
[Vl
o e
oM\ l
e
(Ye]

536

34

US 6,591,303 Bl

FIGURE 5



U.S. Patent Jul. 8, 2003 Sheet 6 of 10 US 6,591,303 B1

O
S
N\
S W
\ S
Ll
']
~A M L1
eee m
_ -
F— O
L
O
o

DEVICE 1




US 6,591,303 B1

Sheet 7 of 10

Jul. 8, 2003

U.S. Patent

SLIN3IWO3S INJND

009

HOLIMS

q9 34NOI4

019
Ceg
M.Nmm 43IAHIS
€9 (
SINIWD3IS AIYNNHL




US 6,591,303 B1

99 34N9I4

Sheet 8 of 10
!/
g
=
[{=)

G59

9 Geg o 759

SINAWHIS INAMD 59 , > et SINIWH3IS INII1O
HOLIMS Nmmm HOLIMS
= \ﬁ 169 ( ¢59
“ GQ IS
o SINIWH3IS aINNNYL
2
009

U.S. Patent



US 6,591,303 B1

Sheet 9 of 10

Jul. 8, 2003

U.S. Patent

(-
©

H3AH3S

P9 34NOI4

mmmm

Czeg

/

009

d3AH3S

¢ €9 (

SLINIWO3S AIMNNYL




US 6,591,303 B1

Sheet 10 of 10

Jul. 8, 2003

U.S. Patent

7
N LINN A3Q

Z 34N9l4

77
I LINN A3Q

oW
'__l\

INN A3d

0vZ HIAIHA 30IA3C
L HIALA 0GN3Sd ONIINNKL
2 dl
VA
SHIAYT H3ddN




US 6,591,303 B1

1

METHOD AND APPARATUS FOR PARALLEL
TRUNKING OF INTERFACES TO INCREASE
TRANSFER BANDWIDTH

FIELD OF THE INVENTION

The present invention relates to the field of computer
networks. More specifically, the present invention relates to
a method and apparatus for parallel trunking of interfaces to
increase transfer bandwidth between network devices.

BACKGROUND OF THE INVENTION

Local Area Networks (LANs) following the IEEE 802
Standard Architecture are network environments that inter-
connect end-nodes using various types of network elements.
Each of these network elements is subject to its own set of
configuration and topology guidelines. These sets of guide-
lines and rules are intended to deliver a uniform and well
defined data link layer behavior over which upper network
layers can operate. Examples of this behavior include the
emulation of loop-free broadcast domains where any node
may communicate with any other node with no prior sig-
naling required, where packet ordering is preserved between
any pair of end-nodes, and where every packet is delivered
to its destination no more than once.

FIG. 1 illustrates a plurality of end-nodes interconnected
by a network. End-nodes 110-113 are typically computers
capable of sourcing packets to be delivered over the network
120 to other end-nodes. The end-nodes 110-113 are also
capable of sinking packets sent to them by other end-nodes
in the network 120. Routers are also considered end-nodes
for the purposes of this description. Typical network ele-
ments used to build LANs are repeaters (hubs) and bridges.
In some cases bridges are designated as LAN switches. The
IEEE 802.1d Standard for transparent bridges (LAN
switches) and IEEE 802.3 Standard for repeaters and end-
nodes provide the topological rules that allow the data link
layer behavior described.

Any one of the end-nodes 110-113 may send packets to
any other end-node connected to the network 120. Packets
are delivered at most once per destination. A sequence of
packets sourced at one of the end-nodes 110-113 is seen in
the same order at a destination end-node connected to the
network 120.

FIG. 2 illustrates a network implementation. The network
200 includes a plurality of repeaters 210 and 211 and
switches 220-222. As a rule, links or interfaces connected to
repeaters have the same nominal speed or bit rate and links
or interfaces connected to switches can have dissimilar
speeds or bit rates. An additional property of the switches
220-222 is traffic isolation. Traffic isolation consists of
forwarding packets of data only through the links or inter-
faces where the destination may reside. This property was
deliberately defined to increase the overall network capacity.
In order to accomplish traffic isolation, switches 220222
must know which end-nodes 230-236 are reachable via each
link or interface. Bridges or switches complying with IEEE
802.1d automatically learn this information with no assis-
tance from the end-nodes 230-236 or any other external
agent, and are called transparent bridges.

FIG. 3 illustrates a transparent bridge. Bridge 310 is
connected to end-nodes 311-313. A packet from end-node
311 to end-node 312 is not sent to the link where end-node
313 resides because of the property of traffic isolation. The
bridge 310 learns the location of the end-nodes 311-313.

Network capacity is central to the function of a network.
Traditionally, there have been two approaches to increasing
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network capacity. The first approach involves partitioning
the network. The partitioning approach uses switches,
bridges, and routers to replace a network of repeaters. By
replacing the network of repeaters with more sophisticated
hub devices, the flow of packets in the network is better
managed and system performance is increased. The second
approach involves providing faster link alternatives. By
implementing links that can support higher bandwidth, the
network capacity is increased.

Nevertheless, at any given point in time, the choice of link
speeds (10, 100, 1000 Mbps) may not match up very well
with the amount of sustained throughput that a particular
device can support. When switches and high performance
routers are used to interconnect multiple links of a given
speed, there is a clear need for the inter-switch or inter-router
link to be able to support at least some aggregation of the
links. If new hardware is required to utilize a newer, higher
speed, increased bandwidth network, the utilization of the
newer network may not be as attractive from a cost stand-
point. Furthermore, the cost associated with implementing a
newer network with more sophisticated hubs or faster links
may also not be attractive from a cost standpoint.

Thus, what is needed is a method and apparatus for
increasing data transfer bandwidth between network
devices, such as end-nodes and switches.

SUMMARY

A method for interconnecting a first device and a second
device in a network is described. The first device and the
second device are connected to a plurality of interfaces. The
plurality of interfaces emulate a single high-speed interface.

A method for creating a multiple interface connection is
disclosed. A first identifier is assigned to a first interface and
a second interface at the first device. A path between the first
device to the second device is identified with the first
identifier.

Asecond method for creating a multi-interface connection
is disclosed. A first device is connected to a plurality of
interfaces. The plurality of interfaces emulate a single high-
speed interface.

A network is disclosed. The network includes a first
device and a second device. A first interface is coupled to the
first device and the second device. A second interface is
coupled to the first device and the second device. The first
interface and the second interface emulate a single high
speed interface. According to an embodiment of the present
invention, the first interface and the second interface are
assigned an identifier that identifies a path between the first
device and the second device.

A network device is disclosed. The network device
includes a first port that is connected to a first interface. The
network also includes a second port that is connected to a
second interface. A trunking pseudo driver is coupled to the
first port and the second port. The trunking pseudo driver
allows the first interface and second interface to emulate a
single high-speed device.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example
and not by way of limitation in the figures of the accompa-
nying drawings, in which like references indicate similar
elements and in which:

FIG. 1 illustrates a plurality of end-nodes interconnected
by a network;

FIG. 2 illustrates a network implementation;
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FIG. 3 illustrates a transparent switch;

FIG. 4 illustrates a block diagram of a system which may
be programmed to implement the present invention;

FIG. 5 illustrates a network implementing an embodiment
of the present invention;

FIG. 6a illustrates a first device and a second device
connected to a trunk connection;

FIG. 6b illustrates the first device and the second device
as a server and a switch;

FIG. 6c illustrates the first device and the second device
as switches;

FIG. 6d illustrates the first device and the second device
as servers; and

FIG. 7 illustrates a software embodiment of a server
interface according to an embodiment of the present inven-
tion.

DETAILED DESCRIPTION

A method and apparatus for high speed data transfer is
disclosed. In the following description, for the purposes of
explanation, numerous specific details are set forth in order
to provide a thorough understanding of the present inven-
tion. It will be apparent, however, to one skilled in the art
that the present invention may be practiced without these
specific details. In other instances, well-known structures
and devices are shown in block diagram form in order to
avoid unnecessarily obscuring the present invention.

Computer System Overview

Referring to FIG. 4, the computer system upon which an
embodiment of the present invention can be implemented is
shown as 400. Computer system 400 comprises a bus or
other communication device 401 that communicates
information, and a processor 402 coupled with bus 401 that
processes information. System 400 further comprises a
random access memory (RAM) or other dynamic storage
device 404 (referred to as main memory), coupled to bus 401
that stores information and instructions to be executed by
processor 402. Main memory 404 also may be used for
storing temporary variables or other intermediate informa-
tion during execution of instructions by processor 402.
Computer system 400 also comprises a read only memory
(ROM) and/or other static storage device 406 coupled to bus
401 that stores static information and instructions for pro-
cessor 402. Data storage device 407 is coupled to bus 401
and stores information and instructions. A data storage
device 407 such as a magnetic disk or optical disk and its
corresponding disk drive can be coupled to computer system
400. Network interface 403 is coupled to bus 401. Network
interface 403 operates to connect computer system 400 to a
network (not shown).

Computer system 400 can also be coupled via bus 401 to
a display device 421, such as a cathode ray tube (CRT), for
displaying information to a computer user. An input device
422, including alphanumeric and other keys, is typically
coupled to bus 401 for communicating information and
command selections to processor 402. Another type of user
input device is cursor control 423, such as a mouse, a
trackball, or cursor direction keys for communicating direc-
tion information and command selections to processor 402
and for controlling cursor movement on display 421. This
input device typically has two degrees of freedom in two
axes, a first axis (e.g., X) and a second axis (e.g., y), which
allows the device to specify positions in a plane.

Alternatively, other input devices such as a stylus or pen
can be used to interact with the display. A displayed object
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on a computer screen can be selected by using a stylus or pen
to touch the displayed object. The computer detects the
selection by implementing a touch sensitive screen.
Similarly, a light pen and a light sensitive screen can be used
for selecting a displayed object. Such devices may thus
detect selection position and the selection as a single opera-
tion instead of the “point and click,” as in a system incor-
porating a mouse or trackball. Stylus and pen based input
devices as well as touch and light sensitive screens are well
known in the art. Such a system may also lack a keyboard
such as 422 wherein all interface is provided via the stylus
as a writing instrument (like a pen) and the written text is
interpreted using optical character recognition (OCR) tech-
niques.

The present invention is related to the use of computer
system 400 to facilitate high speed data transfers via a trunk
connection. According to one embodiment, facilitating high
speed data transfers via a trunk connection is performed by
computer system 400 in response to processor 402 executing
sequences of instructions contained in memory 404. Such
instructions may be read into memory 404 from another
computer-readable medium, such as data storage device 407.
Execution of the sequences of instructions contained in
memory 404 causes processor 402 to facilitate high speed
data transfers via the trunk connection, as will be described
hereafter. In alternative embodiments, hard-wired circuitry
may be used in place of or in combination with software
instructions to implement the present invention. Thus, the
present invention is not limited to any specific combination
of hardware circuitry and software.

Network Overview

The present invention increases the capacity of individual
network links or interfaces that do not have repeaters at
either end while preserving the guidelines specified by IEEE
802 as perceived by other end-nodes and network elements
in the network. The capacity is increased by connecting an
arbitrary number of similar links or interfaces in parallel.
This approach is useful whenever increasing the raw speed
of the existing link is not technically or economically
feasible, or when the physical proximity makes parallel links
more appealing than changing the link to faster interfaces
and media types.

FIG. § illustrates a network according to an embodiment
of the present invention. The network 500 includes a plu-
rality of repeaters 510 and 511 and a plurality of switches
520-522. Trunk 540 connects the switch 521 with the switch
522. Trunk 541 connects switch 522 with end-node 533.
Trunk 540 and trunk 541 include a plurality of links or
interfaces connected in parallel. Connecting a plurality of
links or interfaces in parallel increases the capacity in the
path between two devices. The present invention imple-
ments trunks while preserving the properties of a IEEE 802
network by preserving a behavior that is transparent to and
inter-operable with all other end-nodes and network ele-
ments that do not participate in the trunk.

Preserving the properties of IEEE 802 requires addressing
the following problems:

1) A conventional switch connected to the same media
access control (MAC) address over more than one link
would only use one of these lines (the one learned last);

2) A trunk is a loop, and loops between switches can be
broken by 802.1d;

3) Parallel paths may cause packet re-ordering;

4) A conventional 802.1d switch delivers multiple copies
of a packet when an end-node is multi-honed;
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5) A conventional 802.1d switch could loop packets back

over the other links of a multi-honed end-node.

Each device connected to the trunks 540 and 541 has a
trunking layer. The trunking layer is responsible for load
balancing to determine which link or interface to use to
transmit a given packet of data. Load balancing is applicable
to both end-nodes and switches. The layer has additional
duties in the cases of switches, including eliminating looped
packets, suppressing multiple copies of a packet, and treat-
ing the entire trunk connection as a single logical port in its
topology database. The trunking layer uses the same MAC
address for all the links or interfaces on a trunk to maximize
the transparency towards the protocol stack executing in the
end-nodes. By using the same MAC address, a single IP
address may be associated with the entire trunk.

FIG. 6q illustrates a first device 610 and a second device
620 connected to a trunk 630 that includes a plurality of
links or interfaces 631-633. The first device 610 and the
second device 620 may be the switch 521 and the switch 522
connected to the trunk 540 or the switch 522 and the
end-node 533 connected to the trunk 541 in FIG. §.
Alternatively, the first device 610 and the second device 620
may be an end-node, such as a server, client, or router, or a
switch as illustrated in FIGS. 6b6-6d. FIG. 6b illustrates an
embodiment of the present invention where the first device
610 is a server and the second device 620 is a switch. Switch
620 is coupled to a plurality of client segments labeled
641-645. The server 610 may be implemented by the
computer system 400 illustrated in FIG. 4. FIG. 6c illustrates
an embodiment of the present invention where the first and
second devices 610 and 620 are switches. The switch 610 is
coupled to a plurality of client segments labeled 651-655
and the switch 620 is coupled to a plurality of client
segments labeled 641-645. FIG. 6d illustrates an embodi-
ment of the present invention where the first and second
devices 610 and 620 are servers.

FIG. 7 illustrates a software embodiment of an interface
of a computer system connected to a trunk according to an
embodiment of the present invention. Upper layers 710
represent any application program that produces or con-
sumes data in the computer system. IP 720 represents an
Internet Protocol (IP) layer that makes IP-addressed packets
possible. Network device driver 740 represents a layer in the
operating system that facilitates communication between
hardware and the operating system. Device Units 751-753
represent the physical hardware connected to each of the
interfaces 631-633. According to an embodiment of the
present invention, interfaces 631-633 are connected to a
network device via ports. The trunking pseudo driver 730
resides between the IP layer 720 and the network device
driver 740 and contains the trunking layer described above.
The trunking pseudo driver 730 splits data in the transmit
path and merges data in the receive path of the interfaces
631-633. It should be appreciated that the trunking pseudo
driver may be implemented by any known circuitry in a
hardware environment.

Trunk Connection Assigned a Identifier

Referring back to FIG. 6a, the plurality of interfaces
631-633 operate to provide a high bandwidth connection
between the first device 610 and the second device 620. The
physical interfaces 631-633 share a common source device
and destination device with each other. The number of
interfaces that are implemented may be any number greater
than two and dependent on the bandwidth requirement of the
network 200; and “trunk”™ as used herein refers to any such
multiple-interface connection, i.e. a connection having at
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least two links or interfaces. The plurality of interface
631-633 are assigned an associated identifier that identifies
the connection between the first device 610 and the second
device 620. For end-nodes, the identifier may be a logical
name such as a media access control (MAC) address or an
Internet Protocol (IP) address. For switches, the identifier
may be a grouping identifier with local significance only.
End-nodes connected to the trunk 630 will associate all the
interfaces 631-633 of the trunk 630 by its identifier. Accord-
ing to an embodiment of the present invention, interfaces
631-633 are Ethernet interfaces, but may be any suitable
network interface such as an Intranet interface (such as
LAN) or Internet interface. Interfaces 631-633 may be
homogeneous, having identical physical layer and media
access control layer characteristics, or non-homogeneous.
According to a preferred embodiment of the present
invention, the physical and media access control layers for
each interface are full duplex.

Load Balancing

In order to maximize the throughput rate of data trans-
mitted on the trunk 630, the first device 610 and the second
device 620 select one of the interfaces 631-633 in the trunk
630 and uses the selected interface to transmit data. Load
balancing in end-nodes typically involves utilizing state
information regarding previously sent data, and the status of
output queues corresponding to the plurality of interfaces
631-633 in selecting an interface to transmit present data.
State information regarding previously sent data is available
to the end-node because the software generating the data is
running in the same environment as the trunked end-node
interface. The depth of the output queue is used as a metric
for determining how busy a physical interface is.

The temporal ordering of the packets must be preserved
when a stream of packets is to be transmitted from one
end-node to one or more end-nodes. In order to satisfy the
temporal ordering, the end-node will attempt to ensure that
all of the packets associated with a particular transport layer
datagram are enqueued on the same network device transmit
queue.

According to one embodiment of the present invention,
the end-node inspects the header of each packet and uses the
information to associate each packet with a particular con-
nection. The end-node keeps a small cache of MAC or IP
destination addresses associated with each network inter-
face. When the IP hands the end-node a packet, the end-node
checks the cache to see if it has recently transmitted a packet
to this destination address. If it has, the end-node will
enqueue the packet on the same interface that it enqueued
the last packet to this destination address. If the destination
address has not been transmitted to recently, the pseudo
driver can either enqueue the packet on the last busy transmit
queue or the emptiest queue, or the next available queue in
a round robin fashion. The end-node updates the cache for
that queue with the new destination address. In the situation
where the server is sending data to one client, this technique
would ensure that all packets to the client travel over the
same interface on the trunk.

Load balancing in switches typically involves selecting an
interface based on the source address of the packet, or of the
packet’s port of arrival. The interface selected could, for
example, be looked up on a table or calculated using a
deterministic algorithm. This scheme results in a static load
balancing function that forwards most of the traffic along the
same physical interface. As an improvement, it is possible to
have a dynamic mapping function and still maintain frame
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ordering, given that the function changes are slower than the
output queue transit times. For instance, the mapping for a
given source address can be determined at the time the first
packet with the source address is seen, and eventually aged
when the source address is not seen for a period of time. By
considering both the source address and the port of arrival,
the dynamic mapping function reduces the number of patho-
logical cases. For example, if the traffic is spatially domi-
nated by a particular input port, considering the source
address helps spread its traffic, and conversely the port of
arrival helps distribute traffic dominated by a small number
of addresses in particular if more than one trunk connection
exists in the switch.

In an alternate embodiment of the present invention, the
mapping function separates traffic according to priority or
whether the traffic is bandwidth managed. A priority based
mapping function is desirable when packet order preserva-
tion is not necessary.

Referring back to FIG. 64, it should be appreciated that
the load balancing techniques implemented on device 610
and device 620 do not have to be the same in order to
implement the trunk 630. It should also be appreciated that
the interfaces 631-633 may be used to transmit data packets
bi-directionally.

Loop Prevention

Prevention of frame duplication is achieved at the switch
by treating the set of trunked ports on the switch as if they
were a single port with a separate queue per physical
interface. Forwarding is performed to only one of its queues.
Thus, packets of data with broadcast, group, multicast, or
unknown unicast address are not replicated or duplicated
across the interfaces 631-633 of the trunk 630. Data trans-
mitted through an interface of the trunk 630 are also not sent
back through another interface of the trunk 630.

In the foregoing description, the invention is described
with reference to specific exemplary embodiments thereof.
It will, however, be evident that various modification and
changes may be made thereto without departing from the
broader spirit and scope of the invention as set forth in the
appended claims. The specification and drawings are,
accordingly, to be regarded in an illustrative rather than a
restrictive sense.

Additional details regarding implementations of the
present invention are attached in the Appendix.

What is claimed is:

1. A method for interconnecting a first device and second
device in a network, comprising the steps of:

connecting the first device and the second device to a

plurality of interfaces; and

emulating a single high speed interface with the plurality

of interfaces by assigning to said plurality of interfaces
an associated identifier that identifies the connection
between said first and second devices.

2. The method of claim 1, further comprising the step of
selecting one of the plurality of interfaces to send a packet
of data.

3. The method of claim 2, wherein the step of selecting
one of the plurality of interfaces to send the packet of data
comprises utilizing state information in the first device.

4. The method of claim 2, wherein the step of selecting
one of the plurality of interfaces to send the packet of data
comprises utilizing address information in the packet of
data.

5. The method of claim 1, further comprising the step of
transmitting a first packet of data on only one of the plurality
of interfaces.
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6. A method for creating a multi-interface connection that
connects a first device and a second device, comprising the
steps of:

assigning a first identifier to a first interface and a second

interface at the first device; and

identifying a path between the first device to the second

device with the first identifier.

7. The method of claim 6, wherein the step of assigning
the first identifier to the first interface and the second
interface comprises assigning a media access control (MAC)
address.

8. The method of claim 6, wherein the step of assigning
the first identifier to the first interface and the second
interface comprises assigning an Internet Protocol (IP)
address.

9. The method of claim 6, wherein the step of assigning
the first identifier to the first interface and the second
interface comprises assigning a grouping identifier.

10. The method of claim 6, further comprising the step of
allocating data to be transmitted on the first interface and the
second interface such that data traffic on the first interface
and the second interface is approximately the same.

11. The method of claim 10, wherein the step of allocating
data to be transmitted on the first interface and the second
interface, comprises:

checking an output queue of the first interface and an

output queue of the second interface;

transmitting the data on the first interface when the output

queue of the second interface is fuller than the output
queue of the first interface and when previous data sent
on the first interface is no longer on the first interface;
and

transmitting the data on the second interface when the

output queue of the first interface is fuller than the
output queue of the second interface and when previous
data sent on the second interface is no longer on the
second interface.

12. The method of claim 6, further comprising the step of
selecting one of the first interface and the second interface
to send a packet of data based on address information in the
packet of data.

13. The method of claim 6, further comprising transmit-
ting a first packet of data on only one of the first interface
and the second interface.

14. A method for creating a multi-interface connection,
comprising:

connecting a first device to a plurality of interfaces;

emulating a single high-speed interface with the plurality

of interfaces.

15. The method of claim 14, further comprising the step
of selecting one of the plurality of interfaces to send a packet
of data.

16. The method of claim 15, wherein the step of selecting
one of the plurality of interfaces to send the packet of data
comprises utilizing state information in the first device.

17. The method of claim 15, wherein the step of selecting
one of the plurality of interfaces to send the packet of data
comprises utilizing address information in the packet of
data.

18. The method of claim 14, further comprising the step
of transmitting a first packet of data on only one of the
plurality of interfaces.

19. A network, comprising:

a first device;

a second device;

a first interface coupled to the first device and the second

device;
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a second interface coupled to the first device and the
second device; wherein the
first interface and the second interface emulate a single
high speed interface by assigning to said plurality of
interfaces an associated identifier that identifies the
connection between said first and second devices.

20. The network of claim 19, wherein the first interface
and the second interface are homogeneous.

21. The network of claim 19, wherein the first device
comprises a load balancing unit that allocates data to be
transmitted on the first interface and the second interface
such that data traffic on the first interface and the second
interface is approximately the same.

22. The network of claim 19, wherein the first device is an
end-node.

23. The network of claim 19, wherein the second device
is a switch.

24. A network, comprising:

a first device,
a second device,

a first interface coupled to the first device and the second

device;

a second interface coupled to the first device and the

second device; wherein the

first interface and the second interface are assigned an
associated identifier that identifies a path between the
first device and the second device.

25. The network of claim 24, wherein the identifier is an
Internet Protocol (IP) address.

26. The network of claim 24, wherein the identifier is a
media access control (MAC) address.

27. The network of claim 24, wherein the identifier is a
grouping identifier.

28. The network of claim 24, wherein the first interface
and the second interface are homogeneous.

29. The network of claim 24, wherein the first device
comprises a load balancing unit that allocates data to be
transmitted on the first interface and the second interface
such that data traffic on the first interface and the second
interface is approximately the same.

30. The network of claim 24, wherein the first device is an
end-node.

31. The network of claim 24, wherein the second device
is a switch.

32. A network device, comprising:

a first port that connects to a first interface;
a second port that connects to a second interface;

a trunking pseudo driver, coupled to the first port and the
second port, that allows the first interface and second
interface to emulate a single high-speed device by
assigning to said first and second interfaces an associ-
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ated identifier that identifies a path between a first
device and a second device.

33. The network device of claim 32, wherein the trunking
pseudo driver comprises a load balancing unit that selects
one of the first and second interfaces to transmit a packet of
data.

34. The network device of claim 32, wherein the trunking
pseudo driver comprises an identification unit that assigns
the associated identifier to the first interface and the second
interface.

35. The network device of claim 32, wherein the first and
second interface are homogeneous.

36. The network device of claim 32, wherein the network
device is an end-node.

37. The network device of claim 32, wherein the network
device is a switch.

38. A method for interconnecting a first device and a
second device comprising the steps of:

connecting the first device and the second device to a
plurality of interfaces, said first and second devices
being disposed within a single local area network; and

emulating a single high speed interface with the plurality
of interfaces.

39. A local area network, comprising:

a first device;

a second device;

a first interface coupled to the first device and the second
device;

a second interface coupled to the first device and the
second device,

wherein the first interface and the second interface emulate
a single high speed interface.

40. A local area network, comprising:

a first device;

a second device;

a first interface coupled to the first device and the second
device;

a second interface coupled to the first device and the
second device,

wherein the first interface and the second interface are
assigned an identifier that identifies a path between the first
device and the second device.

41. A network device, comprising:

a first port that connects to a first interface;

a second port connects to a second interface;

a trunking pseudo driver, coupled to the first port and the
second port, that allows the first interface and second
interface to emulate a single high speed device for
operating in a local area network environment.
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