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Executive Summary

New market trends from eBusiness and web access demands are redefining

performance expectations for security and session transactions over the web. Many

financial and commerce organizations who are moving into e-commerce and

business-to-business over the web, have a special need for fast and reliable electronic

transactional system for their services.

Important things to consider in doing business over the web are that e-commerce

requires both security and fast response, since customers can be lost to competitors

who are just a click away. With security enabled, Web servers may not keep up with

customer demand. Adding additional servers can temporarily help. However, the

acquisition and maintenance costs of additional servers are very high.

Sun has developed a solution to deliver a higher performance level for its systems

deployed as web servers, the Sun Crypto Accelerator I™ board. This secure sockets

layer (SSL) accelerator board is PCI bus based, and supports Sun server platforms

using the Solaris Operating Environment. It is a co-processor solution, which off-

loads the SSL function from the server’s CPU. Used in many web applications, the

Sun Crypto Accelerator I board supports iPlanet Web server, iPlanet Portal Server,

and Apache Web servers. This accelerator board provides up to five times the

performance of a system not using any acceleration, with a speed of 200 operations

per sec per board. It is scalable up to 1,400 operations per second. It is suitable for e-

commerce applications using SSL encryption via PKCS11 interface.

The Crypto Accelerator I card is the first of a new line of encryption products from

Sun. This paper will introduce the co-processor board components and concepts that

address the off-loading of the Secure Socket Layer (SSL) processing from the main

system board to achieve optimal performance in Web server applications.
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Enhancing E-Commerce Server Security
Performance

Market Value Proposition

The Sun Crypto Accelerator I board is optimized for server usage in web

applications using SSL. It provides optimized, scalable SSL operations at speeds

much greater than a system CPU can achieve. Most e-commerce environments

already carry a great deal of encrypted web (or HTTP) traffic. Since SSL is the

primary method of encryption used in Web applications, such as Web servers, the

need for the acceleration of the authentication component has become more and

more important. The Crypto Accelerator I board is an ideal solution for such

environments:

■ It handles more simultaneous transactions

■ It handles transactions faster than those without hardware acceleration

■ It reduces the number of time-outs, thus resulting in less dropped connections

Sun Crypto Accelerator 1 x1133A
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By adding more Sun Crypto Accelerator I boards to a system, performance can be

optimized to the system's SSL authentication load. This results in the use of fewer

servers and more cost-effective capacity planning as encrypted network traffic

requirements grow.

Technology Overview

The Sun Crypto Accelerator I board is able to off-load the SSL functionality normally

done by the system processor (CPU). The board is able to leverage its key feature,

the ability to complete complex mathematical operations and provide optimized

performance for Web server implementations of SSL. SSL is an application layer

protocol that was originally developed by Netscape.

The SSL software is able to complete two functions: to provide a method of

authentication, and to complete bulk encryption communication between two

systems. The standard reference implementation is between a client and server —

typically a browser and a Web server. The scenario can be described as follows:

1. A client seeks to create a connection with a Web server. It does so by sending a

greeting along with the cryptographic algorithms it supports to the server along

with a string of random bytes (which are later used in the handshake).

2. The server responds to the greeting, sending back a message containing the server

certificate (which include the server's public key), a session identifier, and another

string of random bytes (different from those sent by the browser).

3. The client verifies the signature on the server's certificate, using the public key

that is contained in a certificate authority (CA) database built into the browser.

This database contains a number of CA’s, which are trusted by the browser.

4. The client generates another string of random bytes called pre-master secret,

along with more information about its SSL capabilities. This is called a key

exchange message. This message is now encrypted by the client using the public

key of the server and sent back to the server. (It is encrypted because the pre-

master secret must be kept secret.) The server decrypts the key exchange message

using its private key. This operation, which takes significant CPU processing time

when executed in software, is instead handed off to the Sun Hardware Crypto

Accelerator I board.

5. Now the client and server know the pre-master secret. Using that shared piece of

secret information and the random bits exchanged, the client and the server

independently generate the session keys for use in the rest of the SSL transaction.

The SSL session is established.

6. The bulk-encrypted transmission then takes place.
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Compatibility

Sun Crypto Accelerator board is compatible with most Sun enterprise and mid-range

Sun servers. It sits on a 32bit, 33 MHz PCI bus. Compatibility with the Sun

Enterprise™ 10000 server, as well as the Netra servers, is targeted for availability in

the first half of 2001. For a list of supported Sun servers and switches, see the

Requirements and Configuration section of this document.

Sun Crypto Accelerator board is compatible with PKCS11 supported SSL on Web

server applications such as iPlanet Web server 3.6, 4.0, & 4.1 and iPlanet Portal

Server 3.0 sp1 (open mode implementation); it is also supports Apache (running

Open SSL 0.9.4). The SSL accelerator board works in the Solaris™ Operating

Environment, versions 2.6, 7, and 8.

Warranty

The Sun Crypto Accelerator I is covered under the same warranty terms of the

machine in which it is installed. If the host machine is no longer under the original

manufacturer’s warranty, this product will be covered under standard warranty

terms and conditions, which includes a one year warranty. Warranty service

response begins at time of the initial service request, during business hours.

Reasonable efforts will be made to respond to and acknowledge requests within

eight (8) business hours.
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SSL Support

SSL is an encryption protocol developed by Netscape for encrypting entire sessions

between computers, including both authentication and bulk encryption. This

protocol has been incorporated into a large number of Web-based applications

including Web servers (iPlanet, Apache), portal servers, leading application server

platforms, and other Web-based applications.

SSL Provides basic security services to higher layer protocols such as HTTP. The SSL

protocol provides authentication and private, encrypted communication between the

two systems. The most common deployment is between a web browser client and a

web server.
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Sun Crypto Accelerator I Hardware and
Software Components, Benefits and
Requirements

Hardware and software components include:

■ Sun Crypto Accelerator I PCI add-on co-processor board

■ Sun Crypto Accelerator I Drivers v1.0

■ Sun Crypto Accelerator I installation guide

Sun Crypto Accelerator I board has a minimum requirement of a 200MHz

UltraSPARC™ system with 64 MB RAM. The hardware scalability is dependent on

the size of the machine and the number of available PCI slots. The solution scales

well and can be used in a scenario where multiple accelerator boards per system are

required.

Software requirements include the Solaris™ 2.6, 7, or 8 Operating Environment. The

CD packaged with the product provides driver configurations for iPlanet Web

Servers using PKCS11. Source patches are available for Open SSL.

Features and Benefits

Sun Crypto Accelerator board provides the following features and benefits:

Features Benefits

A coprocessor solution that off-loads the
authentication portion of the SSL
functionality at a rate of 200 operations/
second per card, it is also scalable to
handle large system SSL authentication
loads.

Optimizes server usage. Allows a more
cost-effective implementation to handle
transaction load increases in e-
commerce situations. It can handle more
simultaneous transactions, faster
transactions, with fewer time-outs and
less dropped connections. The Crypto
Accelerator I is optimized performance
for system SSL authentication load.
These benefits result in more cost-
effective server utilization.
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Scalability

The board provides an almost linear scalability. With Crypto boards, a Sun

Enterprise 6000 server, with 18 CPUs, can process up to 1,400 SSL operations per

second. This is due to application limitations rather than hardware. Future

implementations of Web server and portal software will allow for a full linear 1,600

operations per second scalability using 8 cards. However, a more common solution

would be having two Web servers with four Crypto cards each, sharing the load.

This would bring the numbers closer to the expected 1,600 SSL operations per

second, and the solution would also address high availability needs.

Features Benefits

1024-bit RSA encryption The Sun Crypto Accelerator I supports
existing public key encryption, such as
those based on RSA. The key size
determines the strength of the
encryption — a 1024-bit key is
considered a strong size for public key
encryption in today's market. In addition,
the RSA algorithm is one of the most
widely used public key encryption
algorithms in the market.

Supports iPlanet and Apache Web
servers using PKCS11 and OpenSSL
version 0.9.4 interfaces

The Sun Crypto Accelerator I works with
existing applications. Sun has the largest
installed base of Web servers in the
market today. These implementations
generally use either the iPlanet and
Apache Web server solutions. By
supporting both the installed base and
new Web server implementations,
customers can obtain the performance
benefit of the Crypto Accelerator I board
across a wide variety of solutions.
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Configuration

Sun Crypto Accelerator I supports the following platforms (X-Options only):

Target Users

The target markets are both Sun's current installed base and future Web server

customers who have a growing need for a high-performance cryptographic solution

for the SSL encrypted e-commerce applications, such as for the following

applications:

■ Web servers

■ ISP/ASP/MSP — Internet service providers, application service providers,

managed service providers

■ Banking and finance

Sun Crypto Accelerator I Board Maximum Configuration

Servers Maximum number boards per
system

Sun Ultra™ 60 1

Sun Ultra™ 80 1

Sun Enterprise™ 220 1

Sun Enterprise™ 250 1

Sun Enterprise™ 420 2

Sun Enterprise™ 450 2

Sun Enterprise™ 3000/3500 3

Sun Enterprise™ 4000/4500 4

Sun Enterprise™ 5000/5500 4

Sun Enterprise™ 6000/6500 8

Sun Enterprise™ 10000 8 - First Half 2001

NetraTM 11xx 1 - First Half 2001

NetraTM 14xx 1 to 2 - First Half 2001

NetraTM Tx 1 - First Half 2001
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Supported Applications

The Accelerator Card supports SSL implementations on the following applications:

■ iPlanet Web Server versions 3.6, 4.0, 4.1.

■ iPlanet Portal Server SP1 (Open Mode Configuration)

■ Apache (using Open SSL 0.9.4)

Licensing and Usage

One or more Sun Crypto Accelerator I boards can be used per server/system. The

maximum number of accelerator boards that can be configured is noted in that table

above. There are no licensing issues with this product.

Industry/Customer Key Features

Banking/Financial Services Much of the banking industry has been using SSL
as a method of encryption for a number of years.
The Sun Crypto Accelerator I board improves the
number of simultaneous transactions that can be
performed per server, with good scalability. This is
important as many financial services
organizations have large server web
implementations.

ISP, ASP, MSP Since this market has a tendency to install large
distributed server farms with lots of machines, the
benefit is the reduced need for additional server
capacity in order to accommodate the web
session load. The accelerator board completely
off-loads and speeds up the process of
authentication as well as doing five times the
number of simultaneous connections.

Internet/intranet web
implementation by a brick and
mortar or e-business company

Most of these companies are in need of intranet
or Internet Web access for employees, as well as
customers. The result is a high demand for SSL,
as part of a secure connection architecture. The
benefit of this card is that it increases the speed
and the number of connections per server,
resulting in reduced costs and better server
resource utilization.
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Conclusion

The Sun Crypto Accelerator I card offers e-commerce organizations an opportunity

to add Web servers to their services for the sole purpose of creating more systems

availability, rather than enhancing performance speed. Since the Sun Crypto

Accelerator I card handles large systems SSL authentication loads, Web servers can

take full advantage of their CPU resources to run at their optimal system

performance and throughput.

The Sun Crypto Accelerator I card is a cost-effective solution that increases your e-

commerce server's throughput and lowers customer wait times, as well as the

number of customers your server can manage simultaneously.
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