Highlights

¥ Optimize your IT Infrastructure
with a highly evolved, scalable
operations management platform
S0 you can stay focused on more
strategic business initiatives

¥ Maximize system availability
by following disciplined ITIL-
based processes, utilizing
industry-leading tools, and taking
advantage of strong SLAs

¥ Retain control of your
heterogeneous IT infrastructure
in contrast to typical
outsourcing engagements

¥ Reduce security risks and
application failures to minimize
business impacts

¥ Address staff shortfalls by acting
as a valuable extension of your
IT staff N not a replacement

¥ Manage costs and complexity
by reducing unexpected IT
expenses through monthly
subscription pricing
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Suri Remote Operations Management offers remote IT operations management that

allows you to align your IT competencies with your critical business objectives. We

securely deliver monitoring and management services within an ITIL-based framework

to help you remain process-oriented while maximizing your environmentOs availability. Our

heterogeneous operating system expertise includes SctaiP-UX, Linux, AlX, and Windows.

We stay connected to your IT environment
24x7, so you don't have to

Sun Remote Operations Management takes a
systematic approach to provide you with a
structured set of operational functions that
help keep your environment running at peak

Sun Remote Operations Management provides
a ControlTower Appliance for your datacenter
or your hosting providerOs datacenter. This
server is our proprietary technology for
gathering performance information from your
environment. The ControlTower Appliance

performance 24x365. You can choose as manyfeatures receptors (agents) that are coded to

or as few elements of your infrastructure to
selectively source, such as your systems,
applications, storage, databases, networks,
and more. In addition, Sun provides you with
an integrated service delivery platform that
helps enable full visibility into IT systems and
the underlying business processes that these
systems support.
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ControlTower

Remote operations management:
Anytime, anywhere

Envision an intelligent management server
that performs the work of several tools. Sun's
ControlTower Appliance collects, queues, and
forwards telemetry information generated by
hardware and from error logs. It tests
designated URLSs in your environment to help
ensure that they are responsive to user

monitor nearly any piece of infrastructure,
anywhere in the world. The ControlTower
Appliance in your environment connects to a
ControlTower server located in one of Sun's
datacenters. Collectively, these devices can
handle thousands of simultaneous alarms
and can store and forward data when the
Internet is not available.

ControlTower information is received by the
Sun Remot®perations Management team
at the ControlCenter.

ControlCenter Q;’Q
-

Centralized operations center:

Our people make the difference
Imagine having a remote team that is
alwayswatching over your IT environment,
rotating shifts, keeping an eye on changes

requests. It accepts secure connections (SSH2)and processes on each of your systems. Your

from designated hosts and allows the secure
launching of native management tools, such
as Terminal Services, to manage your devices.
Imagine a local server that scans all of the
devices in your environment daily to help
ensure that their secure configurations have
not changed since the previous day. It also
takes up a mere 1U of rack space in your data-
center and can be configured for redundancy.

in-office team can focus on key business
processes and new projects rather than
stretching themselves thin just trying to
maintain status quo in your environment.
You are informed of a potential issue
before it becomes a full-fledged problem
because your remote team is reviewing your
event reports and analyzing trends in your
environment.
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Seamless Delivery Architecture

ControlCenter
Ashburn (USA)

ControlCenter
Chennaiflndia)

ControlPoint Web Portal
All activities can be viewed in real-time,

Figure 1. SunQs integrated technology means better control of your infrastructure

The ControlCenter is Sun Remote Operations
ManagementOs 24X7 centralized operations
center for managing and monitoring your
environment. With expertise in application,
network, storage, and security engineering, as
well as database and systems administration,
our ControlCenter engineers leverage these
tools to deliver world-class operations
management to businesses at a fraction of the
cost of hiring the same resources internally.

Our engineers resolve many issues using Sun

helping to ensure that the most up-to-date
information about your devices is available at
any time to any team member.

ControlBase is Sun's knowledge repository,
containing proven, best-practice procedures for
specific operating environments and technelo
gies.It provides validation and remediation
steps for incidents occurring within a wide
variety of applications and infrastructures. With
thousands of procedures already on file, the
breath of solutions available through our

Remote Operations ManagementOs proprietary knowledge base continues to expand as new

knowledgebase, ControlBase. ControlBase
provides real-time validation and remediation
steps for incidents occurring within a wide
array of applications and infrastructures.

ControlBase ﬂ

Proprietary knowledge base for efficient
incident resolution

Visualize an electronic technical library so vast
that a multitude of issues that could potentially
affect your IT environment can be found with a
few clicks of a mouse. Engineers add to this
storehouse of information on a daily basis,

fixes are identified, proven, and added.
ControlBase allows Sun staff to resolve nearly
70% of all incidents within minutes of their
occurrence, at the first line of support.

ControlBase is fully integrated with Sun
Remote Operations ManagementOs Web portal,
ControlPoint, and its back-end monitoring and
ticketing systems. This integrated knowledge
base enhances the depth of Sun's information
on system performance and incident history
for each customer device, enabling Sun
engineers to better understand your unique
operational needs.

ControlPoint ‘,

360-degree visibility into your systems

Imagine being able to view your systems online
from your home office, a coffee shop, or even Fiji
(so long as you have Internet access). Logging in
to ControlPoint gives you a quick view of your
environment, allowing you to drill down into

more detailed information as needed.

ControlPoint provides a secure, intuitive user
interface that gives you visibility and control
over the current state of your enterprise
computing infrastructure. A robust and flexible
tool, ControlPoint provides you with access to
device status, performance reports, trouble
tickets, change management, inventory data,
and systems configuration information in
context.

Its user-friendly features allow you to easily
navigate through all of your services and
contact our client support staff whenever
necessary. Our client support team employs
ITIL-based methodologies to help ensure
prompt, consistent issue management and
professional client communication.

OSun Managed Services not
only provide us with high
guality service, but they have
also enabled us to optimize
system performance and
increase the return on our
investment in technology.O

N Miguel Angel Vizquez,
Director of Systems Management and
Implementation, Vodafone Espa—a
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Information at your fingertips

As a portal to all services, ControlPoint
delivers on-demand management reports and
information for every monitored device in your
infrastructure.

Monitoring Activities

At the highest level, ControlPoint provides a
snapshot of the overall health of your systems,
including all Web site, device, and application
transactions. If there is an incident with a
transaction, you will immediately see the
severity, type, description, date, and time of
the incident. You can click on the transaction to
view further fault details.

Incident Management and Analysis

Change Control

Our best-practices change management
process significantly increases service quality
by helping to reduce errors. Users submit
change requests via a simple form that
includes sections for implementation, tests,
and backup plans. A change ticket number
identifies each request, which allows both
you and your Sun team to track the status of
all documented change controls.

Inventory Details

ControlPoint provides a detailed inventory of
all of the devices that make up your systems
and applications such as firewalls, IDS, load
balancers, routers, servers, and switches. The
inventory is searchable via a form or a drill-

Our incident management process provides Sun down list categorized by device type. For each

with comprehensive procedures for efficiently
addressing, notifying, and resolving incidents.
Using ControlBaseOs remediation procedures,
Sun engineers can resolve the majority of
incidents within minutes, at the first line of
support. By resolving your incidents and by
gathering performance data from your
environment, we can gain insight into your
systems and analyze them for optimization.

The ControlPoint Incident Control screen shows
you all open, resolved, or closed incident tickets.
By simply clicking on a ticket identification
number, you can see specific details about its
working higory, including category, type,
location, and severity. If you subscribe to the
monitoring service, yoean update incident
tickets directly with remediation details.
ControlPoint also allows you to organize and
search through all incident and change tickets
by defining parameters for the tickets you
would like to see.

device, you can access a detailed list of

information including:

¥ Service level

¥ Hardware and software configuration
(version and patch/service pack)

¥ Graphical view of location (cage,rack, slot)

¥ Past, current, and planned change tickets

¥ Open and closed incident tickets

On-Demand Reporting

ControlPoint provides access to hundreds

of trending and status reports covering
applications, networks, and servers. Reports
are generated on-demand and rendered as
easy-to-read graphs based on user selections.
ControlPoint reports include:

¥ Incident and change ticket progress

¥ Monitoring results

¥ Exception and service reports

¥ Change management coordination

¥ Inventory management information

¥ Account management information

¥ Execution of user/administrative task
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Sun offers customers a higher

security standard

Sun Remote Operations Management achieved
the ISO/IEC 27001:2005 standard for security in
their ControlCenters based in the Americas,
Europe, and Asia. With only a small number of
companies awarded the ISO 27001 distinction,
Sun stands among a highly elite group that
can provide ISO 27001-certified operational
security N a distinction that most of our
competitors cannot claim.

Benefits of ISO 27001 certification to

Sun's customers

¥ Sun has an unwavering commitment to
uphold the information security of our
customers; achieving the prestigious 1ISO
27001 distinction is proof of our commitment
to the security of their businesses.

Sun's ISO-certified procedures and protocols
are built on Informational Security
Management Systems (ISMS) standards that
help customers comply with Sarbanes-Oxley
and other regulatory compliance obligations.

Security is Top Priority

- Sun’s Remote Operations = All ITIL-based
Management organization
holds the prestigious
ISO/1EC 27001:2005
Security Certification for
its ControlCenter in the

Americas, Europe and Asia
+ Private background check

detection and

acilities tha

process disciplines

+ Deep security scans every
24 hours using intrusion

prevention systems
+ Class A datacenter

¥ A decision to choose Sun Remote Operationg

Management mitigates customer risk and
expense as even a single information security
breach can lead to significant revenue loss
and regulatory fines.

¥ Choosing an ISO 27001-certified vendor like
Sun helps ensure added peace of mind for
customers already using Sun Remote
Operations Management in their enterprises.

Alarming security breach statistics
¥ In August 2008, the Identity Theft Resource

Take the next step

If you would like to know more about
Sun Remote Operations Management
or what other Sun Managed Services
offerings can do for your business,

contact your local Sun sales

representative or visit:
sun.com/service/managedremote

Center (ITRC) identified 449 corporate security Secure connectivity to your network

breaches affecting more than 22 million
records. 167 of those breaches occurred in the
banking/financial sector.

¥ A sampling done by The Guide to Computing
Literature estimates that breached firms, on
average, lost 2.1% of their market value within
2 days, which was an average loss in market
capitalization of $1.65 billion per breach.

¥ As recently as April 2007, a McAfee Datagate

study indicated 33% of corporations surveyed

think they are at risk for security losses and

that 60% of IT managers said that they had

suffered a data breach in the past year.

Technology

Iptions

- Methods of connectivity
include: SSL/SSH, IPSEC
VEN, or MPLS

- CTA uses reliable
encryption technology
(XML encapsulation)

- Customer data is !\IDT
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Figure 2. We worry about security so you don't have to.

¥ Connectivity is established via the Internet
and encrypted protocols
NTelemetry data is pushed (outbound only)
from the customer's network using HTTPS
N Management of the appliance and
customer devices is through a single SSH
connection

¥ Support for IPSEC VPN and MPLS are available

at additional cost

Customer data is safeguarded

¥ Only telemetry and configuration data is
extracted from the customer's network to
be used for monitoring service

¥ This is low value data and does not contain
sensitive customer information

¥ Telemetry data is decrypted inside the
operations management data center N only
after this decryption can the customer be
identified
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