


Use of Least Privilege

Process rights management enables processes

to be restricted at the command, user, role, or

system level. The Solaris™ 10 Operating System

(Solaris 10 OS) implements process rights

management through privileges. Privileges

decrease the security risk that is associated

with one user or one process having full superuser

capabilities on a system. Privileges and Solaris

Role Based Access Control (RBAC) provide a

compelling alternative model to the traditional

superuser model. 

A system that enforces policy with privileges

allows a gradation between user capabilities

and root capabilities. A user can be granted

privileges to perform activities that are beyond

the capabilities of ordinary users, and root can

be limited to fewer privileges than root currently

possesses. With role based access control

(RBAC), a command that runs with privileges

can be isolated in a rights profile and assigned

to one user or role. 

The privilege model provides greater security

than the superuser model. Privileges that have

been removed from a process cannot be exploited.

Process privileges prevent a program or admin-

istrative account from gaining access to all

capabilities. Process privileges can provide an

additional safeguard for sensitive files, where

Discretionary Access Control (DAC) protections

alone can be exploited to gain access. On a

system that implements least privilege, an

intruder who captures a process has access to

only those privileges that the process has. The

rest of the system cannot be compromised.

Solaris Containers and Zones

An operating system's primary task should be

the efficient management of processes. The

operating system allocates shares of system 

resources, such as CPUs, memory, I/O, and sets 

minimum guaranteed boundaries for the

execution of the processes that use them. If a

collection of processes and resources can be

defined and bounded to match the requirements

of a contained server environment, server

virtualization can be accomplished efficiently

without the use of a separate virtual machine.

This type of containment has been described 

as operating system virtualization, and is the

approach taken with Solaris Containers and Zones.

In the Solaris OS, virtual server environments

are implemented using a type of container

called a Solaris Zone.  Other types of containers

exist in the Solaris OS, such as projects and

limit nodes. Much of the current discussion

and literature about Solaris zones treats a zone

and container as if they were equivalent. To be

clear, a zone is one type of container, one that

encapsulates a server environment, limits the

effects of that environment on other system

activities (including other active zones), and

protects the environment from outside influence.

Since a container is defined as a bounded

environment for a service, and a service is a

group of processes managed as a whole, then 

a zone is a container for the service or group of

processes that implements a virtual server.

The Solaris OS runs directly on the hardware,

manages the boot process, and initializes 

interfaces to the CPUs, memory, host bus

adapters, network interface cards (NICs), storage,

and device drivers in the system. Only one

instance of the Solaris OS runs on the hardware,

and it is referred to as the global zone. The

administrator defines one or more non-global

zones that contain virtual server environments.

A non-global zone appears to all users, end

users, applications, developers, and the zone

administrator as a fully realized server with its

own host name, IP address, process and name

space, root and user names and passwords, and

network devices and file systems. 

The Solaris 10 OS also addresses one of the

requirements for a systemically secure information

technology (IT) architecture by providing secure

execution containers for applications. Solaris

Containers run with reduced privileges

within the global zone. Non-global zone

processes cannot modify these privileges, load

kernel modules, or alter shared read-only file

systems provided by the global zone. Processes

in non-global zones are fully observable and

can be audited from the global zone. As a

result, Solaris Containers technology provides
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Figure 1.  The Secure Network Access Platform – Providing a single desktop with secure access
to multiple security enclaves.



an important building block for creating the

next generation of the Secure Network Access

Platform infrastructure. This can be accomplished

through the use of standardized operating 

environment configurations, which can help

promote more consistent security and

predictability while aiding organization 

compliance efforts.

Labeled Security 

As part of an organization's site security policy,

a security administrator typically assigns a user

clearance to everyone at the site. The user

clearance represents the degree of security

with which a user is entrusted. It has two

components: classification and compartment.

Access to compartments is granted on a need-

to-know basis.

Today the Trusted Solaris™ OS is a separate

operating system release, one that incorporates

Mandatory Access Controls (MAC) and labelled

security functionality. The Trusted Solaris 8 OS

is the only commercially available operating

system independently certified under the

Common Criteria scheme at the EAL4+ level with

the Role Based Access Control Protection

Profile (RBACPP), Labeled Security Protection

Profile (LSPP), and Controlled Access Protection

Profile (CAPP) security profiles. 

Beginning with Solaris Trusted Extensions for

the Solaris 10 OS, fully available by the end of

calendar year 2006, rather than releasing a

separate operating system product, Sun intends

to provide labeled security in a different way,

by developing a trusted add-on package to the

standard Solaris OS release.  Solaris Trusted

Extensions is designed as a layered product on

the Solaris 10 OS, and based on security features

built into the Solaris 10 OS. By integrating

trusted extensions into the mainstream OS

product, Sun hopes to achieve faster time to

market, enhanced compatibility, and improved

supportability. A layered release can help to

accelerate patch availability, since all generic

Solaris patches will still be applicable. In addition,

a layered approach can help eliminate the lag

in hardware platform availability, allowing

customers to deploy Sun's latest SPARC and

AMD64 processor-based platforms in trusted

environments as soon as they are available. 

Mandatory Access Control (MAC) 

MAC is a system-enforced access control

mechanism that uses clearances and sensitivity

labels to enforce security policy. Roughly speaking,

MAC associates the programs a user runs with

the security level (clearance or sensitivity label)

at which the user chooses to work in the session

and permits access to information, programs,

and devices at the same or lower level only.

MAC also prevents users from writing to files at

lower levels. MAC is enforced according to a

site's security policy and cannot be overridden

without special authorization or privileges.

In the Secure Network Access Platform, security

policy is enforced through MAC labels, which

cannot be changed by unauthorized users. 

This is in contrast to DAC restrictions provided

in standard operating systems, where the

data's owner can modify access control settings.

In standard operating systems, DAC controls

(combined with a single, monolithic root

capability) create an environment where an

unauthorized user can potentially obtain

damaging access to system resources or data.

MAC controls, on the other hand, rigorously

enforce security policy on all system resources,

and cannot be overridden, even by administrators.

MAC labels are created by the Solaris 10  OS

with Solaris Trusted Extensions, the key underlying

software component. The Solaris 10 OS has

been implemented in many government agencies

that have stringent classified security 

requirements. It has also been implemented in

several private-sector businesses (such as financial 

services and healthcare) to support data 

separation and privacy. The Solaris 10 OS with

Solaris Trusted Extensions applies MAC labels

pervasively and automatically to all data objects 

and information flows, including networks,

packets, files, directories, windows, memory,

processes, and interprocess communication

mechanisms. Label names and relationships

are defined in a Solaris Trusted Extensions

database, and consist of two components:

1. A hierarchical classification called a sensitivity

label (i.e. RESTRICTED, NEED-TO-KNOW, TOP

SECRET, CONFIDENTIAL)

2. Zero or more enclaves or information labels,

which are often program names or other

logical identifiers

In the Secure Network Access Platform, the

thin-client user initiates each X-Windows,

browser-based, or Window- based application

at a MAC label appropriate for accessing the

specific classified network. If the user holds 

a clearance that dominates the MAC label,

then he or she is granted access to the network

and application at that label. Otherwise,

access is denied and the unsuccessful attempt

is typically recorded in the audit trail.

Lower Total Cost of Ownership (TCO) 

Lowering the total cost of ownership (TCO) is

an increasingly high priority for IT management.

In classified security environments, sky-rocketing

costs of administration and maintenance are

compounded by the tremendous duplication 

of desktop and network resources. The Secure

Network Access Platform architecture eliminates

desktop maintenance and centralizes other

administrative tasks through the use of thin-client

computing. Since Sun Ray clients are ultra-thin,
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they have no local disk, applications, or operating

system, so a single administrator can often

manage well over 1,000 clients.

Sun Ray ultra-thin clients are simple, always-on,

low-cost devices that require no annual desktop

refresh costs but can provide a familiar user

experience.  

Reduced Risk 

A systems vendor experienced in developing

network computing solutions, Sun created the

original Secure Network Access Platform reference

architecture as a part of a Sun Infrastructure

Solutions initiative. Sun Infrastructure Solutions

encompass the essential solution elements that

are needed to deliver applications throughout

an infrastructure from the workgroup through

the data center. Designed to reduce deploy-

ment risk, Sun Infrastructure Solutions repre-

sent proven and tested solutions, ones that

have been previously architected, 

implemented, and managed using Sun Solution

Centers and customer environments. Each

solution includes a reference architecture, best-

practice methodologies, documentation, and

Sun service offerings.

Provisioning 

The provisioning methodology used to deploy

the architecture plays a major role in minimizing

risk and reducing time-to-deployment. For the

Secure Network Access Platform architecture,

provisioning can make use of Solaris JumpStart™

technology in the Solaris 10 OS, which helps

administrators to replicate server configurations

more easily and deterministically. A dedicated 

install server such as a Sun Fire™ server can be

used to install large numbers of Sun Ray Session 

Servers, delivering greater consistency in software

configurations. JumpStart can load the OS,

install recommended patches, and execute

finish scripts to fine-tune the initial installation.

Scripts can be used to replicate security-relevant

databases (label definitions, network 

configurations, rights profiles, etc.), or to minimize 

and harden the operating environment.

Manageability 

Administration relies on many of the same tools

as in the standard Solaris 10 OS, including the

Solaris Management Console (SMC). As shown

in Figure 2, the SMC as  in Figure 2 is a GUI-

based application that serves as a launching

point for administrative tools.

Learn More

For information on Sun's portfolio of reference

architectures, visit: sun.com/service/refarch

and get started today with a Solution Workshop.

For more information on the Secure Network

Access Platform, visit: sun.com/service/secure
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Figure 2.  Solaris Trusted Extensions features an administrative interface based on the Solaris 
Management Console.


