
O N E  O F  YO U R  W I S E S T  I N V E S T M E N T S

Delivering More Secure Services

Firewalls. Encryption technology. Authentication systems. Access

control. Online security auditing. There is no shortage of sophis-

ticated technology to enable enterprises and service providers 

to meet subscriber requirements for secure, reliable Internet

Protocol (IP) services. Yet many enterprises and service providers

have not implemented adequate security solutions, or are uncer-

tain whether their security systems can keep up with changing

customer requirements. Knowing whether your security frame-

work is the right choice for today’s Net economy is a daunting

and difficult task. The reason: security technology is constantly

evolving, complex, and at times, difficult to implement.

One of the foundations of success in this emerging economy is a

sound security strategy that encourages communication while

protecting your data and the data that others entrust to your

care. Your security requirements change over time, just as your

business evolves, and an incomplete or outdated security 

solution can be a roadblock to your success.

Sun offers comprehensive security services that can help you

implement security systems that deliver peace-of-mind to 

your subscribers, management and technical staff. Our security

experts offer cutting edge expertise in network security issues,

UNIX®, and Java™ technology, helping you to deliver on your 

service-level agreements.

Sun Teams with You to Help:

• Create an optimum security policy based on business objectives

• Implement a more secure network-computing infrastructure

• Integrate the latest security advances with your existing
environment

• Deploy more secure intranets via Virtual Private Networks (VPNs)

• Determine how robust your current security measures are

• Update your network infrastructure to handle new security risks

• Assess and enhance your staff’s security skills set

• Effectively communicate security policies and measures
throughout your organization
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Assess
• Identify security requirements
• Review existing network architecture
• Recommend improvements to help meet current

and future needs

Architect
• Design a comprehensive security architecture to fit

your business requirements
• Identify areas of weakness and provide specific

recommendations
• Build a security architecture plan

Build
• Identify specific people, process, and product needs
• Build policies and procedures
• Implement a security infrastructure

H I G H L I G H T S



As a leader in Internet technologies, Sun has a

long history of expertise in network security 

products and services. We believe that security

should enable companies to take advantage of

the opportunities provided by the Net economy—

securely and cost-effectively—using innovative

technologies and best practices needed for 

distributed computing enterprises. So why not

take advantage? 

The Right Expertise for a More 

Secure Environment

Sun’s security consultants provide expertise and documen-

tation necessary to address your security issues within this 

rapidly changing Internet age. Our services start with an

understanding of your business objectives and security

requirements, then we work with your staff to implement

the appropriate security solutions for issues such as:

Internet connections and Web hosting; creating VPNs to

connect offices, mobile users and partner organizations;

network, host, application, data center, e-commerce, and

Web security; remote access; and public key infrastructure.

T R U S T W O R T H Y  T R A N S A
Sun delivers security solutions combining the people, products, and processes necessary to help

deliver trustworthy transactions for your business requirements.

Sun’s highly trained consultants can deliver a security management diagnostic review that

evaluates current corporate policies, standards, guidelines, organizational structure, and specific

policies concerning roles and responsibilities.

Sun’s security specialists use the latest field-proven methodologies to assess your current environment,

architect an optimal security plan, and help build a solution customized for your business needs. 

SECURITY
AN ALL ENCOMPASSING APPROACH TO



A S S E S S

An in-depth analysis is an essential first step before your

company enters new lines of business, or re-engineers your

security environment to fit an evolving business structure.

Sun’s security consultants analyze skill levels and people

issues, security policies, standards, guidelines and proce-

dures, your monitoring and escalation processes, roles and

responsibilities, and existing network topology. You receive

a detailed scorecard that addresses your business goals and

makes specific recommendations and suggests next steps

to implement an effective security environment. We help

identify not only your security requirements and review the

existing network architecture, but also examine the

integrity of processes, data, applications and networks.

A R C H I T E C T
Sun consultants design a sound security architecture and

strategy to help meet your business goals and reflect the

policies, business processes, and technologies of your net-

work computing infrastructure. Sun’s security consultants

can help you develop an appropriate security framework to

drive the development of policies, processes, technologies,

and infrastructure. The overall design and operating 

objectives of this framework can help you manage your

information resources securely while maintaining control.

We help you assess the hardware, software, policies

and practices in your targeted environment and provide

recommendations to address areas of weakness within the

framework. You will receive a fully documented architec-

ture with a design that fits your business requirements and

is compatible with your existing environment.

A C T I O N S  F O R  Y O U R  B U S

Sun Professional Services Can Help You Meet

Your Service-Level Agreements

Sun can deliver the high-quality service and support you

need to deliver superior services for your customers. 

Sun Professional Services is focused on delivering the right

application architecture, network and plat-

form infrastructure to help meet your 

service level requirements. Our consultants

are experts in the deployment of Sun

products and technologies.

With eBusiness and Internet technologies

being core competencies, Sun leverages 

its many years of experience to help you

securely conduct business on the Internet.

Sun believes that the right security strategy 

can be your competitive advantage. Sun Professional

Services combines the technologies and operational best

practices to deliver effective solutions. Our services can 

help your organization limit its network security exposure.

This results in your organization’s better understanding of 

the importance of defining and establishing proper 

security measures; a staff that is better able

to implement and change security policies

quickly and easily; and a security

architecture that is more adaptable

to change as your company grows 

and evolves.

Best of all, you can achieve peace-of-

mind that comes from having a proven,

powerful, and effective security solution

in place.



Benefits: Security Services

• Take advantage of fully defined security solutions
specific to your business needs

• Provides a security infrastructure that minimizes
risk and liabilities from security breaches

• Benefit from Sun’s best-practice solutions that
have been deployed and tested with many of our
customers worldwide

• Receive an independent audit of your security
environment

B U I L D
Sun’s consultants work with you to implement a security 

infrastructure, and address any issues that may impact 

effective operations. The implementation plan identifies

details such as: specific products needed; configuration spec-

ifications; support requirements; documentation; processes

and procedures; measurements and reporting; organiza-

tional structure and training; and other required resources. 

Sun can also help you document the security architecture

plan and operational status into a security runbook, and men-

tor your company’s staff on security policies and procedures. 

To help increase your staff’s technical proficiency, Sun also

offers flexible training solutions to help keep your environ-

ment optimized and your security solutions up-to-date.

I N E S S  R E Q U I R E M E N T S

Security Policy and Management

Security Architecture

Firewalls

Encryption

Risk Assessment

Intrusion Detection

Access Control

Identification, Authorization, and Authentication

Confidentiality and Data Integrity

Privacy

General Security Consulting, Coaching, and Mentoring

With best practices, and best-of-breed products, Sun 

can help you address the following security elements:



Whether you are an enterprise, an Internet 

service provider, an application service provider,

a wholesale Internet provider, a wireless service

provider, or an emerging specialized service

provider, your networks are vulnerable to 

security threats. Backdooring, mail tampering,

denial-of-service, viruses, and impersonations are

just a few of the exploits that have become com-

monplace when doing business on the Internet.

Excellent products are on the market to help stop 

cyber vandals. But no single product “solves” the problem

of Internet security threats. New forms of attack are 

constantly appearing, while traditional security threats

evolve and become more sophisticated.

While enterprises are becoming more secure, security is

becoming a key competitive differentiator for service

providers. Subscribers are now choosing service providers

on their reputation for security and on their ability to

offer—and meet—service-level agreements that include

security levels as well as uptime and performance.

A  Ho l i s t i c  Approach  to  Secu r i t y

Sun consultants offer a cooperative approach to your 

network security environment—enabling you to 

leverage Sun’s expertise, as well as Sun and third-party

security products—helping you to design effective and

adaptable solutions.

Working with Sun provides you with the resources 

that can enable trusted, scalable network infrastructure

solutions. Now you can protect your vital information and

networks and allow easy access to authorized users—all

without compromising your ability to develop new service

offerings and achieve faster service provisioning.

Your Connection to the Best

Sun gives you access to the knowledge of the company that

invented many of the key enabling technologies behind the

booming Internet market—including Java technology,

XML, the Solaris™ Operating Environment, the Jiro™ man-

agement platform, Jini™ connection technology, and more. In

addition, Sun’s commitment to open Internet standards

allows us to incorporate best-of-breed security products

into our solutions architecture.

With Sun’s expertise in implementing Sun and other industry-

leading products, your business can gain the ability to 

conduct transactions over the Internet, offer trustworthy,

remote access to your intranet, and expand access of 

internal applications to key suppliers.

A CONTINUOUS PROCESS—NOT A DESTINATION

www.sun.com/serv ice/sunps
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S A L E S  O F F I C E S

TAKE THE
NEXT STEP

Sun can help you take the 

next steps to develop a security

solution tailored to meet your

exact needs—quickly, correctly,

and with maximum benefit to 

your network environment 

and your subscribers. 

For more information about Sun Professional Services, 

visit our Web site www.sun.com/service/sunps or contact

your nearest Sun representative for an appointment.


