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Executive Summary
Reliability, availability, and serviceability (RAS) are becoming increasingly important for

networked computer server and storage systems running business-critical applications.

RAS is one of the major issues considered in designing and deploying enterprise

products and services. This paper presents an availability analysis for multitier, Java™

and Web-based application deployments running on the Sun™ Java System Application

Server Enterprise Edition 7 software. The results show that this software is able to

support 99.999-percent (referred to as five-nines) application availability in common

Web deployment scenarios, assuming that the software is also supported by reliable

database and load balancer tiers. 

The analysis also reveals that an optimal configuration for availability—achieving

well under five minutes downtime per year—is four instances of the Sun Java System

Application Server Enterprise Edition 7 software and four pairs of Highly Available

Database (HADB) nodes (HADB is a reliable database architecture employed for

session replication). Furthermore, a sensitivity analysis indicates that customers can

obtain higher levels of availability by using recommended configurations of the Sun

Java System Application Server Enterprise Edition 7 software coupled with careful

attention to application design, quality, and deployment architecture. This conservative

model relied on parameters constructed with field data. However, the performance of

field systems may vary depending on the application quality, load characteristics,

deployment architecture, hardware and network reliability, electrical power,

environmental hazards, maintenance events not executed according to documented

procedures, and certain other factors described in this paper. 

The Sun Java System Application Server Enterprise Edition 7 software delivers

exceptional availability beyond five-nines, as demonstrated in this paper, and

summarized in Table 1. 
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Table 1: Overview of Availability for Configurations of the Sun Java System Application

Server Enterprise Edition 7 Software 

Configuration Description:

Application Server Instances and

HADB Pairs

Availability Yearly Downtime

1 instance, 0 pairs 99.9629% 3 hours, 15 minutes

2 instances, 2 pairs 99.9993% 3 minutes, 30 seconds

4 instances, 4 pairs 99.9995% 2 minutes, 18 seconds

6 instances, 6 pairs 99.9993% 3 minutes, 26 seconds

8 instances, 8 pairs 99.9991% 4 minutes, 35 seconds

10 instances, 10 pairs 99.9989% 5 minutes, 44 seconds

System architects may find the information in this paper useful when designing

enterprise applications based on Web and Java technology. The information is presented

as follows:

 Chapter One: Methodology and tools

 Chapter Two: System configurations

 Chapter Three: Assumptions

 Chapter Four: Model parameters as well as various factors and values used in this

analysis

 Chapter Five: Model structure and how each element affects the overall availability

 Chapter Six: Results, including sensitivity analysis

 Chapter Seven: Conclusions

 References
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1. Methodology and Tools

Availability Overview

A number of factors affect availability. Though largely dependent on the application and

user population, a typical definition of availability is: 

The percentage of time the system can perform its primary function

within predefined quality of service (QoS) limits.

A standard formula for determining the planned availability of a component or

system is: 

This formula calculates availability where A is the availability of the system, MTTF is

the mean time to failure, and MTTR is the mean time to recovery. According to the

formula, availability is calculated as the proportion of uptime for a given period, taking

into account the time it typically requires for the system to recover from unplanned

failures and planned upgrades. Two implications of this formula are:

 A large MTTF makes the MTTR less relevant. For example, if a component has a

MTTF of 10 years, a large MTTR—say five hours—may be acceptable, since

downtime is infrequent. 

 A small MTTR can often compensate for a small MTTF. For example, if a component

fails frequently—say once a day—but recovers within milliseconds, the failures

may not be noticeable (assuming the failures do not result in the loss of non-

recoverable state). 

RAScad

Previous studies have shown that in many cases, it is possible to use a combination of

measurement and mathematical models to derive a quantitative assessment of a

software system. The Hsueh1 study was the first to use Markov reward models

combined with operational failure data to model an operating system (IBM/MVS).

Later, similar techniques were applied to the Tandem Guardian and VAX/VMS operating

systems2. The methodology was further extended from using operational data to using

test data in evaluating availability for air traffic control software systems3. These studies

all rely on failure data in estimating parameters that are plugged into the models. The

models then can be solved to generate system availability or performance measures.

 A =
MTTF

MTTF + MTTR
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Methods to estimate parameters and associated confidence levels, including situations

in which failure was not observed during the measurement period, have been

addressed3,4.

The Markov reward model is one of the most powerful and widely accepted

mathematical models in availability and reliability analysis5,6. The state space-based

model structure and reward rate associated with each state in Markov reward models

provide capabilities to evaluate availability, performance, service cost, and various

metrics of interest for the modeled system. However, in modeling a real system, the

number of states in the model often exceeds the range that can be handled manually

and introduces the state explosion problem. To reduce model complexity, the

hierarchical modeling approach has been proposed. It decomposes a complex model

into multiple submodels and implements them in commercial modeling tools7,8.

The Sun software tool used in this availability analysis is RAScad9, a Web-based RAS

architecture modeling tool for system design and development phases. It helps model

the availability in complex systems by specifying parameters that affect MTTF and

MTTR. RAScad integrates two modules: Model Generator (MG), which provides

automatic model generation specific to Sun product RAS characteristics; and Graphical

Model Builder (GMB), which provides general graphical Markov, semi-Markov, and

reliability block diagram modeling capabilities. Both MG and GMB support the

hierarchical modeling approach. 

RAScad has been heavily used in designing new Sun hardware products. It has also

been used to develop availability models for Sun Cluster software systems10. RAS

metrics generated by the tool include availability, performance, system interruption

rate, and system service call rate. The model presented in this paper was developed

using the RAScad GMB module, and the system metrics of interest are availability,

associated yearly downtime, and MTTF.
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2. System Configuration
Figure 1 shows a general configuration for the Sun Java System Application Server

Enterprise Edition 7 product, which is analyzed in this paper. Business logic executes on

multiple application server instances. Conversational state of the Java 2 Platform,

Enterprise Edition (J2EE™) technology-based applications is written to an HADB11.

Multiple pairs of HADB nodes are organized as Database Redundancy Units (DRU) for

storing session persistence data. The test configuration also uses a relational database

and Lightweight Directory Access Control (LDAP) server.

Figure 1. General Configuration of the Sun Java System Application Server Enterprise

Edition 7 Software as Used in These Tests. 

Longevity test results were obtained using two large applications. The first

application is a sophisticated, real-world J2EE technology-based Web application for

running digital marketplaces. It includes Catalog, Auction, RFP, Pricing, and Order

Management modules, and is used in many customer deployments. The application is

built with JavaServer Pages™ (JSP™) and Java Servlet technology, and uses pooled JDBC™

technology to access an Oracle database. It also accesses the Sun Java System

Directory Server product, utilizing the Java LDAP Software Developer Kit (SDK). The

average session size is 50 KB, which is larger than the typical HTTP session size. 

The other test application is the Nile Bookstore application benchmark built with

JavaServer Pages™ (JSP™) and Java Servlet technology, which uses the Sun Java System

Application Server Enterprise Edition 7 connection pooling capabilities to access an

S1 AS 7
Instance

S1 AS 7
Instance

Node
0

S1 AS 7
Instance

Node
4

Node
6

Node
1

S1 AS 7
Instance

Node
5

Node
7

Node
3

Node
2

S1 AS 7
Instance

S1 AS 7
Instance

Node
0

S1 AS 7
Instance

Node
4

Node
6

Node
1

S1 AS 7
Instance

Node
5

Node
7

Node
3

Node
2

W/S

LBP

W/S

LBP

W/S

LBP

W/S

LBP

Load Balancer/Switch

Database Redundancy 
Units (DRU)

Sun ONE Application Server 7,
Enterprise Edition

Web Servers with
Load Balancer Plug-ins

A
pp

lic
at

io
n 

Se
rv

er
 L

ay
er

D
at

ab
as

e 
&

 
D

ir
ec

to
ry

 L
ay

er

RDBMS Directory

Oracle
Sun ONE 

Directory Server

Sun
Java System 

Application Server 
Enterprise
 Edition 7  



©2003 Sun Microsystems, Inc. Sun™ Java System  Application Server Enterprise Edition 7 Availability P7

Oracle database. The average session size in this application is roughly 30 KB. This

application is a complete, end-to-end, e-commerce application server benchmark that

has been widely used by independent testing laboratories, including Doculabs, eWeek,

and PC Magazine, to evaluate application server products. Both applications were

deployed on the Sun Java System Application Server Enterprise Edition 7 software. 

High Availability Database – HADB

The Sun Java System Application Server Enterprise Edition 7 product supports

persistence of HTTP session data, HTTPS credentials, Stateful Session Bean state and

Entity Bean primary key in its bundled High Availability Database (HADB). The high-

performance HADB is a robust, scalable, available, and distributed database that is

capable of operating in excess of five-nines availability, making this a Class 5

component. The HADB consists of two DRUs, which are logical groupings of nodes. The

nodes in each DRU contain the complete set of session data. Nodes in a DRU are

distributed over one or more physical hosts, but DRUs should never contain nodes that

share a physical host.

A node is a collection of processes, a dedicated area of main memory, and some

physical disk space. The HADB has several different types of nodes, the most common

being the data node, which is used for storing and updating data. Data nodes may be

active—that is, they contain data; or they may be spare nodes—that is, ready to take

over for the failure of an active data node. Session data is fragmented across the nodes

in each DRU so that all nodes are evenly balanced. This ensures optimal throughput and

response time.

Session data is persisted by the Application Server to the HADB. Durability and

reliability is provided by the patented Always-On availability technology11 underlying

HADB. Each session is stored in two nodes: a primary replica and a hot standby replica.

The data is replicated asynchronously between nodes, but the replication is

transactional. Data is always replicated across DRUs to ensure that each DRU holds a

complete copy of the database.

In addition to providing a high degree of data availability through replication, the

nodes that maintain and provide access to data are also highly fault-tolerant. Nodes

work in pairs (mirrors) to provide a mutual watchdog service. On node failure, the

mirror takes ownership of the failed node’s primary fragments and continues to provide

data access and updates.

Simultaneously, the failed node attempts recovery by trying to recover data from

the active node using two different techniques. If successful, the recovered node takes

back ownership of the primary fragments, returning the system to its prefailure

configuration. To maintain high availability and capacity, recovery is extremely quick

(often within 500 ms). If a failed node cannot be repaired, a spare node attempts to take

its place, and the failed node becomes a spare.

Both of the test applications were stable. No memory or connection leaks were

observed. During the course of the longevity test, application redeployment and server

restart were not necessary. A load balancer was also included in the test configuration

to perform sticky, round-robin load balancing between multiple application server

instances.
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In our test, the Sun Java System Application Server Enterprise Edition 7 instances

ran on two and four-CPU Sun Enterprise™ 450 servers, and the HADB nodes were hosted

on four Sun Ultra™ 80 workstations. Figure 2 shows the test configuration and logical

relationship between layers. System load was generated through the SilkPerformer12

load generator tool hosted on a Microsoft Windows machine. In these tests, the

systems were given a capacity load of 60 to 70 percent, and multiple seven-day duration

runs were performed. Load was kept constant throughout the test. One of the tests—
which was continued for 24 days for sanity checking and availability demonstration

purposes—survived a system reboot due to a recoverable hardware problem. 

Table 2: Test Environment

Load Balancers

Sun Java System Application Server

Enterprise Edition 7 #1

J2EE Web Application

Nile Bookstore

Sun Java System Application Server

Enterprise Edition 7, #2

J2EE Web Application 

Nile Bookstore

HADB 1 (2 Nodes) HADB 2 (2 Nodes)

Oracle, Sun Java System Directory Server

Solaris™ 9 OS running on Sun Enterprise 450 server

A number of fault injection tests were performed to ensure that the system could

tolerate single faults, as expected in the architecture design. The following tests were

performed: 

• Selected HADB node brought down by manually killing HADB processes 

• Communication within an HADB node pair disrupted by unplugging network cable

from selected node 

• HADB node hardware power unplugged

• HADB processes manually killed 

• Sun Java System Application Server node brought down by manually killing its node 

• Sun Java System Application Server node host network cable unplugged

• Sun Java System Application Server node host power unplugged

For all listed fault injection tests, the system continued functioning without major

departures from expected performance. Roughly seven million requests were processed

by the system in each run. These faults provided data on system recovery times, HADB

restart times, restore times, and other model parameters. This data was used, in

addition to field and design data, in constructing the analysis model in RAScad. See

Model Parameters in chapter 4 for more information.
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3. Assumptions
Although the test environment is a fixed configuration consisting of two Sun  Java

System Application Server, Enterprise Edition instances and two HADB node pairs, the

modeled configurations are not limited to the test environment. Specifically, this

analysis uses two common configurations:

• Configuration 1: Two Sun Java System Application Server instances, two HADB node

pairs, and two HADB spare nodes (Figure 2).

• Configuration 2: Four Sun Java System Application Server instances, four HADB node

pairs, and four HADB spare nodes (Figure 3).

Figure 2. Diagram of Configuration 1 

Figure 3. Diagram of Configuration 2 
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The modeled system is considered available if at least one application server

instance is up and able to service requests, and the system is able to persist session

state. Translating this definition to the model specification requires at least one

application server instance and one node in each HADB node pair to be in the working

state. The requirement for the HADB node pairs is based on each application server

potentially using all the HADB node pairs, since the data table is fragmented across all

node pairs due to data partitioning.

Faults Modeled

Both hardware permanent faults and hardware or software transient faults occurring on

all computer systems in the configuration were modeled. When a permanent hardware

failure occurs, that computer system must be shut down for repair. A hardware failure

on an application server node puts the affected server instances out of use until repairs

are completed. For hardware failures on an HADB node used for state replication, the

surviving companion node initiates repair by invoking a spare node. 

Transient faults due to hardware or software problems have two possible results: 

 Restart the applications (session persistence processes or the Sun Java System

Application Server process) without a system reboot. This event is an HADB failure if

it occurs on an HADB node, or it is an AS failure if it occurs on an application server

instance.

 Or, reboot the operating system and perform a cold restart of all processes. This

event is an OS failure.

 Failure and repair processes are assumed to be independent on different computer

systems. This assumption implies, for the Sun Java System Application Server Enterprise

Edition 7 product, that the failure and restart of an application server instance does not

introduce a failure on another application server instance. Because of this

independence, the interaction between the surviving application server instance and

the recovering application server instance is minimal, and imperfect recovery has no

effect on the surviving node except to possibly increase recovery time. However, when

an HADB node pair is in recovery mode, the surviving companion node is actively

participating in the recovery process by transferring data updated during the outage to

the recovering node, and thus a possible but highly uncommon mode of failure due to

imperfect recovery is also modeled.

It is assumed that the failure rate is constant (exponential distribution) for the

purpose of steady-state analysis. In the sensitivity analysis discussed later in this

document, all the failure rates in given ranges are changed to quantify the impact of

difference failure rates on availability. 

In addition, the failure rate/workload dependency is modeled as follows: After an

HADB node or application server instance fails, the failure rate on the complementary

HADB node or remaining application server instances is doubled to reflect the possibility

of increased failure rate due to increased load. This is modeled as follows: 

If La_0 denotes the base failure rate for an application server

instance, the application server failure rate after the ith instance has

failed is: La_i = La_0x2i.
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 This model is based on the observation that the risk of software failure increases

exponentially with increasing workload13.

Potentially Critical Items Not Modeled

Several aspects of a physical deployment are beyond the scope of the current model. To

simplify the study, the following elements are assumed not to fail: 

• Database and directory servers (Oracle, LDAP, and so on) 

• Web server and load balancer 

• Electrical power 

• Network communication 

• HVAC (Heating, ventilation, and air conditioning) 

We assume that in a typical data center well-engineered and commercial-quality

solutions for the above elements are already in place. 

No real failures of the above were observed during the study, and no artificial failures

were injected in the above areas (though errors such as power loss and network

connection loss were injected into the application server layer). This simplification

allowed us to focus on characterizing the availability of the Sun Java System

Application Server Enterprise Edition 7 software stack and Session Replication (DRU)

layers.

It should be emphasized that human error, which is NOT considered in the model,

could be critical to system availability. Historical data from many sources suggest that

human error accounted for roughly 50 percent of all outages in production server

environments during the past three decades14. Although redundancy provisions in the

Sun Java System Application Server Enterprise Edition 7 software could tolerate a

human error-induced failure on an application server instance or HADB node, the

product is not designed to prevent catastrophic failure from human error introduced

during online maintenance when redundancy may become temporarily unavailable.

Therefore, it is assumed that product documentation is strictly followed and no

operator errors occur. An administrator can orchestrate online upgrades to applications,

the Sun Java System Application Server Enterprise Edition 7 software, the underlying

operating system, and the hardware using single- or dual-cluster deployments. This

model is restricted to simple, one-cluster deployments. It models four scheduled

maintenance events for the HADB nodes. It is possible to extend this hierarchical model

to include more events and subcomponents, but the model would become too complex

to present in a white paper.

The intent is to prove that when all system components in the deployment are well

configured, the Sun Java System Application Server Enterprise Edition 7 software

supports very high levels of availability. We used the longevity runs to obtain some of

the parameters used in the availability model. In the model, we also account for many

interesting scenarios such as hardware failures which did not occur in our tests, but

have been characterized in other reliability studies.
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4. Model Parameters
The following parameters are used in this model. Lambda (and La) is used to represent

mean failure rate, and Mu represents repair rate. 

HADB Node Parameters

• Node failure rate = 4/year

• HADB (restartable) failure rate: La_hadb = 2/year

• OS failure rate: La_os = 1/year

• HW failure rate: La_hw = 1/year

• Restart Time

• Short restart time (for HADB failure): Tstart_short = 1 minute

• Long restart time (for OS failure): Tstart_long = 15 minutes

• Repair time (for hardware failure): Trepair = 30 minutes

• Fraction of Imperfect Recovery: FIR = 0.1%

• Maintenance Event

• Maintenance rate: La_mnt = 4/year

• Maintenance switchover time: Tmnt = 1 minute

• Restore Time: Trestore = 1 hour

Application Server Instance Parameters

• Application Server Instance Failure Rate: La = 52/year

• Application server (restartable) failure rate: La_as = 50/year

• OS failure rate: La_os = 1/year

• Hardware failure rate: La_hw = 1/year

• Failover Time: Trecovery = 5 seconds

• Restart Time

• Short restart time (for application server failure): Tstart_short = 90 seconds

• Long restart time (average for OS/hardware failure): Tstart_long = 1 hours

• Outage time for hardware failure: 100 minutes

• Outage time for OS failure: 15 minutes

• Restore Time: Tstart_all = 30 minutes

Conservative parameters are based on test or field data. For example, many

recovery times are longer than those measured from test or field results. To tolerate

variance on these parameters due to different hardware and software configurations,

user workloads, and environmental factors (such as temperature), we conducted

extensive parametric and uncertainty analysis (in the analysis section) on selected

parameters.
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HADB Restart and Repair Time

When an HADB node suffers a failure, the database automatically tries to restart the

failed node. The restart may be successful (for HADB and OS failures), or unsuccessful

(for hardware failures). In the first case, the time from the detection of the failure to

completion of the restart is the restart time. Although the measured restart time is only

around 40 seconds, the model uses a more conservative value of one minute. The

second case of an unsuccessful restart initiates an automatic repair process. The repair

process copies all data and log records from the complementary node in the same pair

to a spare node, and then rebuilds the data fragments on the spare node. The time

taken to complete this procedure is the repair time, which depends on the amount of

data stored on the node. It is estimated that the size of data on an HADB node is within

one gigabyte, which can support up to 10,000 concurrent sessions with the average size

of 50 KB on each application server instance (in a configuration of four application

server instances). Measurements on a particular configuration show it takes 12 minutes

to copy one gigabyte of data from one node to another. The model sets this parameter

to 30 minutes, to accommodate possible variance on different configurations.

Fraction of Imperfect Recovery 

The HADB automatic recovery (restart or repair) process may not be perfect due to

various unexpected situations, such as defects in the fault-handling software running

on the complementary node, or latent faults on the disk activated during data

reconstruction. Thus, there is a small chance that the complementary node could fail

during the recovery process, resulting in system failure. Although the probability of

such an event is very low, a Fraction of Imperfect Recovery (FIR) parameter was used to

model the event. Based on the fact that imperfect recovery was not observed for more

than 3,287 fault injections covering various failure scenarios, FIR is estimated to be

below 0.1 percent at the 95-percent confidence level, using statistical functions for

estimating upper and lower limits for the mean of a binomial random variable4.

HADB Restore Time 

When both nodes in an HADB node pair are down (a rare event), all session data

supported by the pair is irretrievably lost, resulting in catastrophic failure. Human

intervention is required to recreate a functional HADB node pair and system. The time

to complete this procedure, restore time, includes time to notice failure, plus HADB

recreation time. For 24x7 onsite maintenance, restore time is estimated to be one hour.

During this time, the system is not available.

Session Recovery Time

When an application server instance experiences a failure, user requests originally

serviced by this instance are forwarded to other working instances. Average response

time for the first request after failover is increased due to time spent reestablishing the

session on another instance. This time increment is defined as session recovery time.

Although session recovery time is measured at the subsecond levels, it is conservatively

set to five seconds in the model. 



©2003 Sun Microsystems, Inc. Sun™ Java System  Application Server Enterprise Edition 7 Availability P14

Application Server Restart Time

When an application server instance suffers a failure, it is automatically restarted on

the same computer, as long as a system reboot is not required as part of the recovery

process. The time to complete this procedure is the short restart time. An OS failure

case requires a system reboot, conservatively assumed to take no more than 15

minutes. A hardware failure case requires a physical repair action (assumed to be 100

minutes, based on field data). Thus, the average restart time for the hardware/OS

failure is approximately one hour, which is called long restart time.

Application Server Restore Time

When all application server instances are down (a rare event), human intervention is

required to restart the application servers. The restore time includes time to notice

failure plus actual time to restart all application server instances. For 24x7 onsite

maintenance, average application server restart time is assumed to be 30 minutes. This

could be reduced to a very small number by using the Sun Cluster Data Service for the

Sun Java System Application Server Enterprise Edition 7 software, but that solution is

not considered in this model.

Application Server Failure Rate

The failure rate on an AS node is conservatively set to once a week (including HW and

OS failures), which is higher than upper bounds estimated based on the longest

duration stress test we conducted. Given that no failure was observed during a 24-day

test for two AS instances, a failure rate upper bound is estimated to be 1/16 day at the

95-percent confidence level and to be 1/9 day at the 99.5-percent confidence level,

using statistical functions to estimate confidence intervals for the rate of failure with an

exponential arrival time4.

Summary—MTTR Parameters

Parameters such as HADB Restart and Repair Time, HADB Restore Time, Session

Recovery Time, Application Server Restart Time, Fraction of Imperfect Recovery, and

Application Server Restore Time all effect MTTR or MTTF. Overall availability can be

increased by reducing MTTR or increasing MTTF, according to the availability model

cited in the Methodology and Tools section: A = MTTF/(MTTF+MTTR). Parameters that

increase MTTR, such as longer restore times, will decrease availability. Conversely,

factors that decrease failure rate (1/MTTF), such as a reduced chance of FIR, can

increase availability.
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5. Model Structure
This availability analysis models the Sun Java System Application Server Enterprise

Edition 7 product in RAScad, including the HADB (DRU) subcomponent. RAScad is used

to conservatively predict overall availability based on Markov’s hierarchical state

transition model. The model employs MTTR and MTTF parameters. MTTF parameters

include HADB failure rate, application server failure rate, OS failure rate, hardware

failure rate, as well as restart, recovery, and repair times. 

The hierarchical model consists of three state transition diagrams. Figure 3 models

the overall Sun Java System Application Server Enterprise Edition 7 system as a three-

state Markov model. Each state has a number, which represents the reward rate,

associated with it. A reward rate of one (1) represents a working state. A reward rate of

zero (0) represents a failure state. The notation of these states is listed below:

Ok: At least one node in each HADB node pair is functioning properly, and at least

one application server instance is functioning properly. Working state.

AS_Fail: All application server instances have failed. Failure state.

HADB_Fail: At least one pair of HADB nodes has a double node failure. Failure state.

Figure 3. Sun Java System Application Server Enterprise Edition 7 System Model

Figure 3 shows that the system is normally working in the Ok state. It goes into

state AS_Fail at the rate La_appl and comes back at the rate Mu_appl, where La_appl

and Mu_appl are the failure rate and recovery rate evaluated from the submodel 

“Appl Server.” The system also goes into state HADB_Fail at the rate N_pair*La_hadb

and comes back at the rate Mu_hadb, where La_hadb and Mu_hadb are the failure rate
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and recovery rate evaluated from the subcomponent model “HADB Node Pair,” and

N_pair is the number of HADB node pairs in the system.

Figure 4 shows the HADB Node Pair subdiagram. The state notation used in this

diagram is:

Ok: Both nodes are functioning. Working state.

RestartShort: A node is being restarted from an HADB failure. Working state.

RestartLong: A node is being restarted from an OS failure. Working state.

Repair: A spare node is being rebuilt to replace a node with hardware failure.

Working state.

Maintenance: A node to be serviced is switching over to a standby node. 

Working state.

2_Down: Both nodes are down. Failure state.

Figure 4. HADB Node Pair Model

Figure 4 clearly shows the transitions and associated rates at which the system

moves between states. When a failure occurs with a probability of 1-FIR (successful

recovery), the system goes into a recovery state (RestartShort, RestartLong, or Repair),

depending on the type of failure. The system also goes into failure state with probability

FIR (unsuccessful recovery), which is a coefficient of the overall failure rate La. When

the system is in recovery or maintenance state, only one node is functioning. As stated

previously, the failure rate on the remaining node is assumed to be accelerated by a

factor of two (2). A second failure on this node results in data loss and system failure.

Should a system failure occur, it would take one hour (at the rate of 1/Trestore) for the

system to restore to its working state.

Figure 5 is the Sun java System Application Server Enterprise Edition Model (two

instances) subdiagram. The state notation is:

All_Work: All instances are functioning. Working state.

Recovery: After an application server failure, sessions originally running on the

failed application server are being reestablished on the remaining application

server. Working state.
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1DownShort: An instance is being restarted from an application server failure.

Working state.

1DownLong: An instance is being restarted from an hardware or OS failure. 

Working state.

2_Down: Both instances are down. Failure state.

Figure 5. Sun Java System Application Server Enterprise Edition (Two Instances) Model

Figure 5 clearly shows the transitions and associated rates at which the system

moves between states. The overall failure rate (La) for an application server instance is

the sum of the application server failure rate (La_as), hardware failure rate (La_hw),

and OS failure rate (La_os). When an instance fails, the system goes into recovery state

and stays there for a short time interval (Trecovery). Then with the probability of

fraction of short start (FSS) (FSS = La_as/La), it will go into state 1DownShort, and stay

there for a period of Tstart_short. Or with the probability of 1-FSS, it will go into state

1DownLong, and stay there for a period of Tstart_long before going back to the normal

state. 

When the system is in states Recovery, 1DownShort, or 1DownLong, should a

second failure (with an accelerated rate) occur on the remaining instance, the system

goes into failure state 2_Down, and stays there for Tstart_all (30 minutes) before going

back to the normal state. But this is not the case when the configuration is four Sun

Java System Application Server instances (Configuration 2), because such a

configuration is able to tolerate up to three instance failures. The four-instance

application server model, although used in the following analysis, is more complicated

than this model and this paper does not discuss it in detail.
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6. Analysis of Results
Given the models and parameters presented in previous sections, system results for the

two modeled configurations generated by RAScad are shown in Table 3. For both

Configuration 1 and Configuration 2, system availability is above five-nines. In

Configuration 1, yearly downtime is dominated by the application server submodel (67

percent), while in Configuration 2, yearly downtime is dominated by the HADB

submodel. When the number of application server instances is four or above, the

application server submodel’s yearly downtime is at the millisecond level, and can be

ignored in availability analysis.

Table 3. System Results

Configuration Availability Yearly

Downtime

Downtime Due

to AS

Submodel

Downtime Due

to HADB

Submodel

 1 99.99933% 3.5 minutes 
2.35 minutes 

(67%)

1.15 minutes 

(33%)

 2 99.99956% 2.3 minutes 
2.29 minutes

(99.99%)

0.01 seconds

(0.01%)

The model parameters can be classified into three categories: failure rate, recovery

rate, and coverage (1-FIR) parameters. Failure rates cannot be accurately measured in

limited time frames through testing and may vary on different customer sites,

depending on the configuration, workloads, and environmental factors. All the failure

rates used in the model in the uncertainty analysis, discussed later in this paper, are

varied. FIR is estimated to be below 0.1 percent at the 95-percent confidence level,

based on fault injection data. In the uncertainty analysis, it is allowed to go up to 0.2

percent, which is above the 99.5-percent confidence level upper bound.

Most recovery times (automatic restart time, repair time, and so on) are

deterministic and are measured in the lab testing. An exception is the recovery time for

hardware/OS failure on an application server node. This parameter is, to a large extent,

controlled by customers. For example, a customer can minimize failure recovery times

by implementing high-quality maintenance procedures and deploying a standby AS

node. 

The RAScad parametric analysis capability is employed to investigate how this

parameter can impact availability. Figures 6 and 7 show the result of sensitivity analysis

on hardware/OS failure recovery time (Tstart_long varies from 30 minutes to three

hours) for application server nodes. When the hardware/OS failure recovery time

increases to 2.5 hours, the five-nines availability is no longer retained for
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Configuration 1. However, even if the hardware/OS failure recovery time increases to

three hours, 99.9995-percent availability is still retained for Configuration 2.

Figure 6. Sensitivity of Availability to Hardware/OS Recovery Time for Sun Java

System Application Server Enterprise Edition Node – Configuration 1

Figure 7. Sensitivity of Availability to Hardware/OS Recovery Time for Sun Java System

Application Server Enterprise Edition Node – Configuration 2

One of the advanced analysis capabilities of RAScad is uncertainty analysis, which

performs random sampling from parameter ranges defined by the user. This analysis

method can address questions such as: 

Assume there are N systems with each system’s parameters selected by

random sampling from possible ranges in customer sites. What is the

average system availability and confidence intervals? 



©2003 Sun Microsystems, Inc. Sun™ Java System  Application Server Enterprise Edition 7 Availability P20

In the uncertainty analysis for this study, we select six parameters which either

cannot be accurately measured in limited time frames through testing, or may vary on

different customer sites. The selected parameters and their varying ranges are:

• HADB failure rate — La_hadb: 1/year – 4/year

• Application server failure rate — La_as: 10/year – 50/year

• OS failure rate — La_os: 0.5/year – 2/year

• Hardware failure rate — La_hw: 0.5/year – 2/year

• Application server hardware/OS failure recovery time — Tstart_long: 0.5 – 3 hours

• Fraction of imperfect recovery — FIR: 0 – 0.2 percent

The uncertainty analysis results for Configuration 1 and Configuration 2, generated

for a sample size of 1,000 systems, are shown in Figures 8 and 9, respectively. For

Configuration 1, the average yearly downtime for 1,000 systems is 3.82 minutes, and

the 80-percent confidence interval is (1.95 min., 6.09 min.). Approximately 75 percent of

sampled systems have yearly downtime of less than 5.25 minutes, or above 99.999-

percent availability. For Configuration 2, the average yearly downtime is 2.9 minutes,

and the 80-percent confidence interval is (1.04 min., 5.15 min.). More than 90 percent of

sampled systems have yearly downtime of less than 5.25 minutes, or above 99.999-

percent availability. Note the different scale on the vertical axis on Figures 8 and 9.

Figure 8. Uncertainty Analysis Result for Configuration 1

Finally, system availability is compared for various configurations listed in Table 4.

One instance means there are no failover mechanisms and the server can be restarted

in 90 seconds for application server failures, or in one hour for hardware/OS failures.

The following observations are obtained from the results:
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Figure 9. Uncertainty Analysis Result for Configuration 2

• Availability is significantly improved from a one-instance configuration to a two-

instance configuration. That is, redundancy and failover provisions in the Sun Java

System Application Server Enterprise Edition 7 product enhance system availability

by two-nines. 

• When the number of application server instances increases to four, availability is

dominated by HADB. While increasing the number of HADB node pairs provides

better scalability, it also introduces more chances to lose fragments of data,

resulting in system failures. The 99.999-percent availability levels can no longer hold

when the number of HADB node pairs reaches 10.

• The configuration with four application server instances and four HADB node pairs is

the optimal configuration in terms of availability.

Table 4. Comparison of Configurations

Number of

Instances

Number of HADB

Pairs

Availability Yearly Downtime MTTF (Hours)

1 N/A 99.9629% 3.25 hours 168

2 2 99.99933% 3.3 minutes 89,980

4 4 99.99956% 2.3 minutes 229,285 

6 6 99.99934% 3.43 minutes 152,871

8 8 99.99912% 4.58 minutes 114,659

10 10 99.99891% 5.73 minutes 91,730
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7. Conclusions
This paper discusses an availability model and results generated from the model for the

Sun Java System Application Server Enterprise Edition 7 software. The model is based on

widely accepted methodology using the advanced RAS architecture modeling tool,

RAScad. By employing conservative assumptions to build the model and estimate model

parameters based on test and field data, system availability evaluates to above 99.999

percent. Uncertainty analysis on wide ranges of input parameters shows that average

system availability is retained at the five-nines level. For Configuration 2, more than 90

percent of the sampled systems are above 99.999-percent availability. The analysis also

shows that when the number of application server instances increases to four, system

availability is dominated by HADB. The configuration of four application server instances

and four pairs of HADB nodes is the optimal configuration in terms of availability.

Based on our test experience and the results of this analysis, we recommend the

following configuration rules for achieving high levels of system availability:

• The system should be configured with built-in overcapacity to adequately handle

load spikes as the result of node failures.

• To achieve high levels of availability, the system should have two to eight

application server instances.

• The system should always have at least two spare HADB nodes.

• It is preferable to have one redundant cluster to facilitate application upgrades. This

redundancy can be achieved by installing another application server on all

participating nodes that host application server instances. 

• Configure the application server and HADB to start automatically with OS booting.
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