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Chapter 1

Overview

The Sun Java™ System Messaging Server is a flexible, sophisticated product designed to

meet the communication needs of both service providers and enterprises. This paper

explores the product’s architecture, design, performance, and deployment features.

The Java System Messaging Server offers enterprises and Internet service providers

(ISPs) a reliable, manageable, and cost-effective messaging solution based on Internet

standards. With its wide-ranging, end-user access solutions, the Java System Messaging

Server is readily available to anyone with a compliant Web browser, and also supports

the popular Post Office Protocol 3 (POP3) and Internet Message Access Protocol 4

(IMAP4) clients. When employed in conjunction with third-party software or phones

that support the Lemonade Profile 1 standards, users can access their e-mail via a

diverse selection of mobile devices.

The Java System Messaging Server is a component of the Sun Java™ Communications

Suite, an open and integrated infrastructure software system that delivers industry-

leading email, calendaring, and real-time collaboration functionality for service

providers and large organizations worldwide. The Java System Messaging Server is

designed to enable the rapid delivery of communication and collaboration services

over converged voice, wire, and wireless networks. It integrates with complementary

products in the Java Enterprise System and exposes a broad range of open, extensible

interfaces that enable service providers, telecommunication companies, and enterprises

to create innovative services that take advantage of today’s most advanced communi-

cation technologies.

Organizations today require a dependable, cost-effective messaging system. The Java

System Messaging Server fills that need with a highly scalable and complete messaging

server solution that can be used effectively by both enterprises and service providers.

A design based on internet standards
The Java System Messaging Server is built on native Internet technology, so enterprises

can maintain a single architecture — even when collaborating with customers and

partners. Organizations are not locked into a proprietary system. All key components 

of the Java System Messaging Server are based on proven, open Internet standards

such as:

• Lightweight Directory Access Protocol (LDAP) — Provides access to enterprise 

directory information, enabling an accurate, secure messaging system 

• Extended Messaging Transport Protocol (ESMTP) — Affords faster delivery 

and message status information 
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• Multipurpose Internet Mail Extensions (MIME) — Defines a message format that

enables seamless exchange of messages among a variety of messaging systems 

• Hypertext Markup Language (HTML) — Provides Web browser access through a

standard formatting language 

• Internet Message Access Protocol 4 (IMAP4) — Delivers superior disconnected or

remote user functionality 

• Post Office Protocol 3 (POP3) — Facilitates compatibility with popular e-mail 

applications through an established client protocol 

• Transmission Control Protocol/Internet Protocol (TCP/IP) — Offers universality with 

a worldwide networking protocol 

• Simple Authentication and Security Layer (SASL) — Permits use of several different

authentication mechanisms through an extensible, modular security interface 

• Notary — Defines message-status and delivery notification capabilities 

For a more complete list of supported standards, see Appendix B – Standards Support.

Dependability
The features and capabilities of the Java System Messaging Server enable users to

increase productivity while simultaneously reducing both administrative and opera-

tional costs. The product employs committed transactions at all interfaces to prevent

lost or corrupted mail messages. For example, messages are not acknowledged as

received until they are committed to disk. The Message Store is built around a custom-

designed database that employs a write-once data store and a two-level index to achieve

excellent performance and data integrity. 

Some products from other vendors improve performance by not committing data to

disk, risking the loss of messages.

High availability
The Java System Messaging Server provides a high-availability feature that supports

Sun™ Cluster and VERITAS clustering solutions. This feature enables users to be serviced

by a secondary Java System Messaging Server system if the primary system is off-line

for maintenance or other reasons. Even when Sun Cluster software is not used, the

built-in monitoring capability of the Java System Messaging Server continuously monitors

the health of server processes and service availability, and can be configured to auto-

matically restart them if necessary. All failures and recovery operations are logged for

later analysis and reporting. The Java System Messaging Server also supports system

monitoring through the Simple Network Management Protocol (SNMP). An SNMP

client can then be used to monitor certain aspects of the messaging server.
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Security
The Java System Messaging Server offers secure connections for client and administrative

sessions through its Transport Layer Security (TLS) support, which enables all commu-

nication between clients and servers to take place inside an encrypted session.

The Java System Messaging Server has always supported Secure/MIME (S/MIME)

when using S/MIME capable-rich clients. Naturally, the Sun Convergence and Commu-

nications Express Webmail clients also support S/MIME. When using a supported browser

such as Microsoft Internet Explorer and a keystore in the browser or in a supported

Java Card™ smart card, a user can sign, encrypt, and decrypt e-mail messages. The

draft of a message to be encrypted can also be saved in encrypted form. S/MIME provides

end-to-end security in addition to the benefit of having the messages encrypted on disk in

the Message Store.

Today, a primary threat to messaging systems is an unsolicited bulk e-mail (UBE) attack,

commonly referred to as spam. UBE consumes network and computer bandwidth, as

well as time that employees or users would otherwise spend on productive work. The

Java System Messaging Server delivers outstanding capabilities for dealing with UBE,

including out-of-the-box antirelay features. Relaying through another server is the

primary method used by UBE attackers to target a site under a false identity. The Java

System Messaging Server enables administrators to set up anti-UBE rules by designating

source address, destination address, source IP address, and desired action. The anti-UBE

capability protects an organization from UBE attacks and from unwittingly participating

in UBE attacks on other sites.

In addition, the Java System Messaging Server comes ready to support Symantec

Brightmail AntiSpam. Customers subscribe to Symantec’s LiveUpdate of antispam and

antivirus rules. This information can be delivered to the Symantec Brightmail server

using several means; for example, as a mail message to a special account on the Java

System Messaging Server. Because the Symantec Brightmail server software resides on

the customer premises and is used by the Java System Messaging Server for spam and

virus filtering, the incoming messages being filtered and scanned do not leave the

customer site. Outgoing messages can also be scanned prior to being released outside

the company e-mail system. Messages determined to contain spam or a virus can be

discarded or sent to an administrator.

For customers using SpamAssassin software, the Java System Messaging Server can be

configured to use the SpamAssassin daemon to filter out unwanted mail and remove it

at a system level, or identify it so that users can take further individualized actions.
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Another security problem faced by today’s e-mail administrators and users is computer

viruses carried by e-mail. An antivirus solution deployed on the server prevents a virus

from reaching users. The Java System Messaging Server, along with antivirus software

packages from third-party vendors, can protect e-mail from becoming infected. It offers

levels of integration and efficiency, from the simplest command line interfaces or

antivirus software packages to third-party integration with channels in the Message

Transfer Agent (MTA) to the new pre-integrated support for Symantec’s AntiVirus Scan

Engine software.

Sun does not recommend placing a third-party Simple Mail Transfer Protocol (SMTP)

server in front of the Java System Messaging Server to face Internet traffic. Instead, a

third-party antivirus gateway can be invoked after the Java System Messaging Server

MTA has received the message, but before it is delivered to the user. In this way, impor-

tant SMTP functions are handled by the Java System Messaging Server MTA without

loss of features such as Notary. 

• With Symantec’s AntiVirus Scan Engine, customers can filter their incoming and

outgoing messages for viruses (using the latest Symantec technology) at multiple

points in the messaging system. Messages can also be rejected or flagged if they 

fail the AntiVirus Scan Engine mail-blocking policy, which provides an alternative

way to block messages based on subject, size, origin, attachment name, and 

attachment size. 

• A messaging proxy server can also be implemented to augment data security. A

proxy server placed on the firewall with the actual Java System Messaging Server

behind it prevents attacks on the valuable information contained on the server.

It should also be noted that Java System Messaging Server integrates with other

antivirus/antispam solutions as well as those mentioned above. For a list of pre-inte-

grated solutions, visit the partner page at http://www.sun.com/software/products/

communications/partner_library/index.xml.

Lowered total cost of ownership
The Java System Messaging Server solution offers efficiencies in virtually all aspects of

the messaging system to help lower total operating cost. Compared with traditional

departmental mail servers such as Microsoft Exchange and Lotus Notes, the Java

System Messaging Server reduces the hardware necessary per user, saving up-front

costs and reducing maintenance requirements and service downtimes.

Because it is part of the Java Communications Suite, the Java System Messaging Server

offers additional cost advantages. For a single price, organizations can take advantage

of most of the other products in the suite, such as the Java System Calendar Server,

Java System Connector for Microsoft Outlook, Java System Instant Messaging, Java System

Directory Server, Java System Access Manager, Java System Web Server, and more.
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Chapter 3

Configuration and Deployment Flexibility

The Java System Messaging Server provides a number of significant configuration capa-

bilities for exceptional deployment flexibility. By intelligently using Internet standards,

it reliably supports most mail deployment scenarios with high performance and broad

functionality. In particular, several features expand its capabilities beyond those found

on other systems, including:

• Web access to e-mail 

• Anti-UBE (antispamming) 

• Proxy message access configurations 

• Proxy server models 

• Use of Messaging Server Secure Communications

• Use of High Availability

• Indexing and search

Web access to e-mail
Both Sun Convergence and Communications Express are fully integrated, browser-

based software that provide access to Java System Messaging Server e-mail via the

Webmail component. Sun Convergence and Communications Express are integrated

with the Java System Messaging Server system and are centrally administered so

installation involves little more than providing end-users with a URL for the Sun

Convergence or Communications Express server. Figure 8 shows the default Sun

Convergence  interface. 

Figure 8. Sun Convergence
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All communication with the browser is done by employing Unicode Transformation

Format (UTF)-8, which displays any character set correctly. UTF-8 is also used for composing

messages. Outgoing messages encoded in the character set are determined by the

user preferences as well as the characters embedded in the message; UTF-8 is 

utilized only when the message has a mixture of different character sets.

Anti-UBE (antispamming)
The Java System Messaging Server provides a wealth of effective tools for dealing with

unsolicited bulk e-mail, commonly referred to as spam or UBE. These tools, described

in more detail below, include:

• Access Control: Rejects mail from known UBE sources; enables control over who can

send or receive e-mail within the organization 

• Mailbox Filtering: Allows individual users to manage their own UBE filters through

a Web interface, controlling the nature of mail delivered to their mailboxes 

• Address Verification: Refuses mail with invalid originator addresses 

• Real-time Blackhole List: Refuses mail from recognized UBE sources as identified by

the Mail Abuse Protection System’s Real-time Blackhole List (MAPS RBL), a responsibly

managed, dynamically updated list of known UBE sources 

• Relay Blocking: Prevents abusers from using a mail system as a relay to send their

UBE to tens of thousands of recipients 

• Authentication Service: Enables password authentication in an SMTP server with SASL

• Sidelining: Silently sidelines or even deletes potential UBE messages 

• Comprehensive Tracing: Employs reliable mechanisms for identifying a 

message’s source 

• Conversion Channel: Integrates with third-party anti-virus or anti-spam products

• Milter: Provides a plug-in interface for third-party software to validate, modify, or

block messages as they pass through the MTA

• Throttling: Limits the number of connections or denies a connection of an abuser

who is attempting to deliver an excessive amount of email

These tools can be used individually or in concert. Separately, none of them block all

UBE, but together, they provide an effective means of battling unauthorized use of a

mail system. The solutions presented are designed to be as efficient as possible to

minimize resource costs when dealing with UBE abuse.
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Note: Mail traffic passing into, through, and out of the Java System Messaging Server can be
separated into distinct channels according to various criteria. Source and destination e-mail
address, as well as source IP address or subnet, are among these criteria. Different processing
characteristics can then be ascribed to these varying mail flows, or channels (see the discus-
sion of channels in the Message Transfer Agent section of this paper). Consequently,
different access controls, mail filters, processing priorities, and tools can be applied to
these channels in varying ways and combinations. For example, mail originating from within
a domain can be processed differently from mail originating in the outside world. In addition
to channel-based, message-flow classification, another useful classification is mailing list
traffic. Traffic for a given mailing list can come into the Java System Messaging Server
through a number of different channels and go back out through a number of other chan-
nels. When dealing with mailing lists, it is useful to think in terms of the lists themselves, and
not in terms of channels. The Java System Messaging Server recognizes this and allows many
channel-specific UBE-fighting tools to be applied in a mailing list-specific fashion.

Access controls
A general-purpose mechanism of the Java System Messaging Server can be employed

to reject mail in accordance with a variety of criteria, including the message source,

destination e-mail address, and source IP address. This mechanism can be used in a

variety of ways to combat UBE. For example, it can refuse mail from specific senders or

entire domains (such as mail from spam@public.com). Large lists of screening infor-

mation can be extended with a database that stores the access criteria. While not UBE-

related, this same access control mechanism is also suitable for maintaining a database

of internal users who are allowed to send mail out of certain channels. For example,

you can restrict on a per-user basis who can send or receive Internet mail. 

Mailbox filtering
The Java System Messaging Server provides per-user mail filters that can be managed

from Communications Express or Sun Convergence. Using these filters, users can control

what mail messages are delivered to their mailboxes. For instance, a user tired of a

make money fast! UBE can specify that any messages with such a subject be rejected.

Figure 9 shows the screen used to configure such a rule in the Webmail interface.

Mail filtering in the Java System Messaging Server is based on the Sieve filtering lan-

guage developed by members of the Internet Engineering Task Force (IETF). In addition

to filtering mail by means of Sieve-based filters, sites can also implement content-based

filtering or virus scanning through the use of third-party content filtering software.

Software packages of this type analyze the message’s content and, based on built-in or

user-specified rules, decide whether the message is acceptable or not. Unacceptable

messages can be bounced back to the originator, silently deleted, or held for manual

inspection. These software packages are integrated into the Java System Messaging

Server environment through the conversion channel, an internal mail-handling chan-

nel that can perform arbitrary processing on messages and their constituent parts. For

suppliers of content-analyzing software, see the Other Details section of this paper.
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Address verification
UBE messages often use invalid originator addresses. The Java System Messaging

Server SMTP server takes advantage of this by rejecting messages with invalid originator

addresses. If the originator’s address does not correspond to a valid host name as

determined by a query to the Internet DNS, the message can be rejected. Note that a

potential performance penalty can be incurred with such use of DNS. Address verification

can be implemented on a per-channel basis, and is enabled with the mailfromdnsverify

channel keyword described in the “Configuring Channel Definitions” section of the

Sun Java System Messaging Server 6.3 Administration Guide at docs.sun.com/app/

docs/ coll/1312.2.

The MAPS RBL is a dynamically updated list of known UBE sources identified by source

IP address. The Java System Messaging Server SMTP server supports the use of the

MAPS RBL, and can reject mail coming from sources identified by the MAPS RBL as

originators of UBE. The MAPS RBL is a free service provided through the Internet DNS.

For more information on the MAPS RBL, see www.mail-abuse.com.

Use of the RBL by the Java System Messaging Server SMTP server is enabled with the

ENABLE_RBL option of the MTA Dispatcher. For details, see the MTA Configuration chap-

ter of the Sun Java System Messaging Server 6.3 Administration Reference at

docs.sun.com/ app/docs/coll/1312.2.

Figure 9. Editing Mail Filter Rules



Sun Microsystems, Inc.27 Configuration and Deployment Flexibility

Relay blocking
The features discussed so far focus on preventing users from receiving UBE. However, 

a comprehensive UBE prevention strategy should also include tactics for preventing

abusers from relaying mail through your network to other systems.3 This is all part of

the spirit of cooperation that makes the Internet useful in the first place. The Java

System Messaging Server has facilities to prevent unauthorized use of a system for

mail relaying.

In its simplest form, prevention is achieved by allowing local users and systems to relay

mail while rejecting relay attempts from nonlocal systems. Using IP addresses is an easy

and secure way to differentiate between local versus nonlocal. It is easy to determine if

an IP address is part of your IP network. It is secure because IP addresses are not readily

forged; the IP router between your site and the Internet rejects incoming data packets

that purport to have as their source IP address an address within your network.

Preventing mail relaying is a subtle topic, and a full discussion is beyond the scope of

this document. For more details, see the Mail Filtering and Access Control chapter of

the Sun Java System Messaging Server 6.3 Administration Guide at docs.sun.com/

app/docs/coll/1312.2.

Authentication services
The Java System Messaging Server SMTP server implements the SASL protocol (RFC

2222). This can be used with popular POP and IMAP clients to provide password-based

access to an SMTP server. A typical usage for SASL is to permit mail relaying for external

authenticated users. This solves a common problem posed by local users who rely on

ISPs when they are working at home or traveling.4 Such users, when connecting to a

mail system, have nonlocal IP addresses. Relay blocking that takes into account only

the source IP address does not permit them to relay mail. This difficulty is overcome

through the use of SASL, which allows users to authenticate themselves. Once authen-

ticated, they can relay mail.

3. Abusers who send out tens of thousands of mail messages do so by sending relatively few messages to unsuspecting,
store-and-forward mail systems. Each of these few messages may have hundreds or thousands of recipient addresses.
The attacked store-and-forward mail system in receipt of a message is then expected (by the abuser) to relay (resend)
the message to each of its recipients — recipients that are generally in many different domains unrelated to that of
the attacked mail system. In this way, the attacked mail system becomes a mail relay, and the burden of contacting
thousands of individual recipient mail systems is foisted onto it by the abuser. Moreover, individual recipients are often
deceived into thinking that the attacked system is responsible for the UBE.

4. POP and IMAP clients send e-mail by relaying it through a server system. That way, should the ultimate destination
machine not be immediately reachable, the burden of holding onto the e-mail and periodically attempting to deliver it
is put upon a presumably more capable and robust MTA rather than on the client (which may be nothing more than a
laptop or PDA device).
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Sidelining
The access control mechanisms discussed so far can also defer the processing of suspect

messages for later manual inspection. Or, rather than sideline these messages, the

mechanisms can change the destination address and, route suspect mail to a specific

mailbox or simply delete it silently. This tactic is useful when UBE is being received

from a known fixed origin and outright rejection may only cause the abuser to change

the point of origin. Similar features are available for Java System Messaging Server

mailing lists. Great care should be exercised when silently deleting mail to ensure that

valid senders are not affected.

Comprehensive tracing
The Java System Messaging Server SMTP server discovers and records crucial origination

information about every incoming mail message, including source IP address and

corresponding host name. All discovered information is recorded in the message’s

trace fields (for example, the Received: header line), as well as in log files. Availability

of such reliable information is crucial in determining the source of UBE, which often

has forged headers. Sites can use their preferred reporting tools to access this infor-

mation, which is stored as plain text.

Conversion channel
The conversion channel is a general purpose interface that can be used to invoke a script

or another program to perform arbitrary body part processing of an email message.

The conversion program hands off each MIME body part (not the entire message) to

the program or script and can replace the body part with the output of the program 

or script. Conversion channels can be used to convert one file format to another (for

example, text to PostScript), to convert one language to another, perform content

filtering for company sensitive information, scan for viruses and replace them with

something else, and more. Content-filtering software from third-party suppliers can be

hooked into a messaging deployment through the conversion channel. 

Using Symantec Brightmail AntiSpam, Symantec AntiVirus Scan
Engine, or SpamAssassin
Channel keywords enable mail filtering using Symantec Brightmail AntiSpam,

Symantec AntiVirus Scan Engine, or SpamAssassin. The administrator can configure 

the MTA to filter for all messages or only those going to or from certain channels, 

or may set the granularity at a per-user level. A user can opt for either spam or virus 

filtering, or both. (SpamAssassin filters only for spam; Symantec AntiVirus Scan 

Engine filters only for viruses). 
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The Java System Messaging Server’s extensive Sieve support allows great flexibility to

set the disposition of messages determined to be spam or viruses. The default action is

to discard the offending message, or spam may be filed into a special folder. A copy of

the message can be forwarded to a special account, a custom header can be added, or

the Spamtest Sieve extension can be used to take other action based on a rating

returned by SpamAssassin.

The Java System Messaging Server MTA can reside on the same system as the Symantec

or SpamAssassin software, or it can be on a separate system. One advantage of separating

the MTA from the mail filtering servers is that processing power for filtering can be

increased simply by adding more hardware and cloning the servers. When the system is

capable and not overloaded, the mail filtering server software can collocate with  the MTA.

Milter
Milter refers to the Sendmail Content Management API and also to software written

using this API. Milter provides a plug-in interface for third-party software to validate,

modify, or block messages as they pass through the MTA. In sendmail, milter consists

of support code in sendmail itself and a separate milter library. Filter authors link their

filters against this library to produce a server. Sendmail is then configured to connect

to these milter servers. The Java System Messaging Server provides a library that emu-

lates the sendmail side of the milter interface. Consequently, milters written for send-

mail can also be used with the Java System Messaging Server. The milter server can

run in a variety of configurations. It can run on a separate system of its own, on the

same system as the Java System Messaging Server, in a single system deployment, or

in a two-tier deployment. The Java System Messaging Server also supports connecting

to multiple milter servers.

Internet

LDAP

Message
Store

Rules

Discard
or file into
folder

Customer site

Non-spamSpam

Messaging Server
MTA

Rules

Symantec
Brightmail Server

(Anti-spam, virus scan)

Provided by Sun software From BrightmailFigure 10. Symantec Brightmail AntiSpam Integration
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Throttling incoming connections using MeterMaid
Sometimes, it becomes necessary to deny a connection, especially in the case of an

abusive user who is attempting to deliver an excessive amount of email. In this particular

case, the messaging server should respond by limiting the number of connections

from the malicious user’s IP address or blocking them altogether. The Java System

Messaging Server has historically provided a shared library for message throttling,

conn_throttle.so, that used an in-memory table of incoming connections to determine

when a particular IP address had recently connected too often and should be turned

away for a time. While having an in-memory table increased performance, its largest

cost was that each individual process on each server maintained its own table.

The Java System Messaging Server provides MeterMaid, a repository process that

replaces conn_throttle.so, providing similar functionality but extending it across the

messaging server installation. MeterMaid represents the officer patrolling the streets,

looking for those who have exceeded their allotted amount. MeterMaid is a single

repository of the throttling information that can be accessed by all systems and

processes within the messaging server environment. It continues to maintain an 

in-memory database to store this data to maximize performance.

Summary
The Java System Messaging Server provides a number of features and functions that,

taken together, can provide a high degree of protection from mail system abuse. Mail

can be blocked at the SMTP server based on authentication of the submitter, IP address,

DNS, MAPS RBL, or list of site-specified hosts. Once a message is accepted into the system,

it can be filtered for content using third-party software. Users or system administrators

can further filter mail using Sieve-based filters.

Note: Associated with many of these features are a myriad of fine details and additional
functionality. For example, site-supplied screening code and databases can be interfaced
directly to the Java System Messaging Server, and format conversions can be enabled.
Particularly annoying to abusers are rejection responses from the SMTP server delayed by, for
example, 15 seconds. In addition, content-filtering software from third-party suppliers can be
hooked into a deployment through the Java System Messaging Server conversion channel.
Some third-party anti-UBE or virus-scanning solutions to consider include:
• Symantec Brightmail AntiSpam: symantec.com
• Sophos Anti-Virus: sophos.com
• Symantec AntiVirus Scan Engine: symantec.com
• Trend Micro InterScan VirusWall: trendmicro.com
• SpamAssassin: spamassassin.org
• Cloudmark Authority: cloudmark.com

It should also be noted that Java System Messaging Server integrates with other antivirus/
antispam solutions as well as those mentioned above. For a list of pre-integrated solutions,
visit the partner page at http://www.sun.com/software/products/communications/partner_
library/index.xml.
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The Message Multiplexor
Normally, the Java System Messaging Server product acts as both mail delivery server

and message access server; that is, the server can handle requests to send or retrieve

mail from mailboxes. The Java System Messaging Server can also be configured as a

proxy message access server by using the Message Multiplexor (MMP) functionality, 

as shown in Figure 11.

The MMP looks exactly like a real message server to a client; however, it is only a front-

end proxy to a real server. The MMP accepts POP and IMAP requests for mailbox access,

authenticates the requester’s password, and then forwards the request to the server

containing the desired mailbox. 

The MMP uses the same LDAP directory (or a replica) to authenticate the user and find

out where the user’s mailbox really resides. Once authentication and connection to

the real mail server has been made, the proxy acts as a simple pipe between the client

and the real mail server, forwarding whatever one sends to the other until either the

client or the server closes the connection.

Although a proxy server does not allow for message storage, from the client’s point of

view, the proxy acts just like a regular mail server. Because the proxy communicates

with the real mail server by using POP and IMAP, from the back-end mail server’s point

of view, the proxy appears as just another client. The MMP supports SSL, so the link

between the client and the MMP can be secured.
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Figure 11. Message Multiplexor 
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A proxy function in the Webmail server allows horizontal scalability of Webmail. It is

different from the MMP proxy server, and employs HTTP to communicate with the

Webmail portion of Communications Express or Sun Convergence and IMAP to commu-

nicate with the IMAP server on the back end. Webmail scalability is illustrated below.

Note that the Webmail servers can be distributed throughout the network and do not

need to reside on the Message Store.

MMP server models
MMP is useful for a number of applications. How the MMP server is deployed depends

on the e-mail system’s configuration and what the goals are. This section describes a

possible model (see Figure 13) where MMP servers could be used. In this scenario, a

load balancer routes SMTP, POP, and IMAP traffic to an MMP, which uses LDAP infor-

mation to determine if the user is on a server in New York or London, and then routes

traffic accordingly. 
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Figure 12. Message Multiplexor and Webmail Servers



Sun Microsystems, Inc.33 Configuration and Deployment Flexibility

MMP for horizontal scalability
Horizontal scalability is the ability to expand the capacity of a Java System Messaging

Server environment by adding more servers. MMP servers make horizontal scalability

possible by having clients point to a single host name that they can use for accessing

mail. MMP does the work of routing protocol traffic to and from the appropriate

Message Store server. Since MMP servers allow clients to access their mail folders

through a host name that is independent of the actual Message Store host name,

capacity can be added without any burden of reconfiguration on clients (for example,

reconfiguring the message access server on each client).

In implementations requiring multiple server systems that do not have MMP servers,

users must specify a server host name to retrieve mail. By employing multiplexors, the

Java System Messaging Server allows users to access messages through a single virtual

mail server, while any number of actual mail servers perform actual message storage

and retrieval.

By offering only one virtual mail server, ISPs and corporate administrators can add

additional mailbox capacity by simply placing more servers behind the proxies. In a

deployment such as this, users log into the system using the domain name mail.isp.net

(for an enterprise deployment, this might be mail.enterprise.com). Mail requests are

routed through the system and sent to a proxy server through a load balancer or

round-robin DNS (a DNS that can return more than one IP address in round-robin fashion

to distribute load among multiple proxy servers). The MMP server authenticates the

user through a replicated LDAP directory and then sends a request to the appropriate

message access server. Additional capacity is achieved by locating more message

access servers behind the proxies.
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Figure 13. A Simple MMP Deployment Scenario
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This deployment enables easy expansion of capacity and, by virtue of load balancer 

or round-robin DNS, allows mail access proxies to be treated as field-replaceable units.

If mail.isp.net (or mail.enterprise.com) needs to expand Message Store capacity to

accommodate new customers, it can do so by either expanding the capacity of an

existing Message Store server (by adding system resources) or employing an entirely

new Message Store server. In either case, clients are not required to change their mail

server host name settings. 

Messaging Server secure communications
The Java System Messaging Server provides secure communications through a variety

of techniques such as TLS, S/MIME, and Certificates. TLS is an open, nonproprietary

security protocol that provides data encryption, server authentication, message

integrity, and optional client authentication for a TCP/IP connection between client

and server or server and server. The Java System Messaging Server employs TLS to

ensure security between mail client and server by encrypting the session in which 

e-mail content is transferred between the Java System Messaging Server and e-mail

clients. MMP, SMTP, POP, and IMAP4 servers also support Start TLS commands to negotiate

TLS with clients using the regular port.

Deploying a secure mail solution with the Java System Messaging Server is also possible

by using the Secure/Multipurpose Internet Mail Extension (S/MIME). Sun Convergence

and Communications Express mail users who are set up to use S/MIME can exchange

signed or encrypted messages with other users of Sun Convergence, Communications

Express, Microsoft Outlook Express, and Mozilla mail systems. S/MIME provides the

following capabilities to the Sun Convergence or Communications Express user:

• Creates a digital signature for an outgoing mail message to assure the message’s

recipient that the message was not tampered with and is from the person who 

sent it

• Encrypts an outgoing mail message to prevent anyone from viewing, changing, 

or otherwise using the message’s content before the message arrives in the 

recipient’s mailbox

• Verifies the digital signature of an incoming signed message with a process involving

a certificate revocation list (CRL), which is a list of certificates that have been revoked

• Automatically decrypts an incoming encrypted message so the recipient can read

the message’s content

• Exchanges signed or encrypted messages with other users of an S/MIME-compliant

client such as Sun Convergence, Communications Express Mail and Mozilla mail systems




