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Chapter 1

 

Introduction

 

The intent of this document is to provide developers and deployment engineers with a technical 

overview of the Sun Java™ System Portal Server Secure Remote Access software product.

This document describes the key components of the software with respect to their roles in 

providing secure remote access to corporate intranet resources from outside the intranet (for 

example, through the Internet). For details on the Java System Portal Server software product, as 

well as its various components, please view the relevant documentation available at docs.sun.com.

The primary purpose of the Java System Portal Server Secure Remote Access product is to 

provide organizations with a secure portal, delivering access to content, applications, and data to 

employees, business partners, suppliers, and the public. It enables users to access their organization’s 

network, as well as applications and services that are available within the organization, in a 

secure manner over a public network (the Internet). In addition, this product provides secure 

access to file systems that reside within the organization’s network, irrespective of their type.

To provide the services mentioned above, the software includes the following components:

• Gateway

• Netlet

• Netlet Proxy

• NetFile

• Rewriter

• Rewriter Proxy
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Figure 1-1 illustrates the Java System Portal Server Secure Remote Access product’s 

components.

 

Figure 1-1: 

 

Components of the Java System Portal 
Server Secure Remote Access

 

Figure 1-1 is a sample configuration. Configurations of the various components may vary 

based on business needs. There can be multiple installations or instances of Gateway, Netlet 

Proxy, and Rewriter Proxy. These components are explained in following sections.

The product uses Java System Identity Server software to store all its configuration information, 

except for information about the machine (such as host name, IP address) on which Gateway is 

installed. The configuration information stored in the Java System Identity Server is administered 

through the plug-in console modules of respective components installed as part of the admin 

console. This presents a single point of administration for all the components of the Java System 

Portal Server Secure Remote Access.
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Chapter 2

 

Gateway

 

The Gateway component listens on configured ports to accept both HyperText Transfer Protocol 

(HTTP) and HyperText Transfer Protocol Secure (HTTPS) requests. Upon receiving a request, 

Gateway checks the header information to determine the type of request — HTTP(S) or Netlet. 

Gateway has two components — Encryption Proxy (Eproxy) and Reverse Proxy (Rproxy). Eproxy is 

responsible for handling Netlet connections; Rproxy is responsible for all non-Netlet connections, 

that is, HTTP and HTTPS connections.

Based on the request type, the request is handled by either of the two components as follows:

• For Netlet requests, Eproxy checks session validity and routes the request (traffic) to the requested 

server. The destination of Netlet traffic is determined by Netlet Rules, which the user clicked on 

in the Portal Desktop. See 

 

Chapter 3, Netlet

 

 for details.

• For HTTP(S) traffic, Eproxy forwards the request to Rproxy. When Rproxy receives the request, 

it checks the session validity and forwards the request to the server, as specified by the HTTP 

header. When a response is received from the server, Rproxy rewrites the response so that all 

intranet links within the response work on the extranet.

If Netlet functionality is not required, it can be disabled in the Gateway admin console. In this 

scenario, the requests are directly received and fetched by Rproxy.
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All configuration information is stored in the Java System Identity Server Lightweight 

Directory Access Protocol (LDAP) database as a profile. A Gateway profile consists of all the 

configuration information related to Gateway, except for machine-specific information such as 

host name and IP address. Machine-specific information is stored in a configuration file in the 

local file system where Gateway is installed. This allows a single Gateway profile to be shared 

between several Gateway instances running on multiple machines.

As specified earlier, Gateway can be configured to run in both HTTP and HTTPS modes 

simultaneously. This helps both intranet and extranet users access the same Gateway — extranet 

users over HTTPS and intranet users over HTTP (without the overhead of Secure Sockets Layer (SSL 

authentication). In addition, Gateway can also run in 

 

chroot

 

 environments.

 

Authentication

 

The Java System Portal Server Secure Remote Access uses the authentication features of the Java 

System Identity Server to authenticate users. Even session validation happens through the Java 

System Identity Server single sign-on (SSO) API. In fact, the Gateway component treats login pages 

just like other content pages and passes them to the browser. For Personal Digital Certificate (PDC) 

authentication, Gateway obtains the client certificate and passes it to the Java System Identity 

Server for authentication.

If the session information is not found as part of the HTTP or HTTPS request, Gateway takes 

the user directly to the authentication page by obtaining a login URL from the Java System Identity 

Server. Similarly, if Gateway finds that the session is not valid as part of a request, it takes the user 

to the login URL, and at successful login, takes the user to the requested destination.

After the user is successfully authenticated, Gateway presents (after rewriting) the page 

returned by the Java System Identity Server to the user. In the Java System Portal Server, by 

default, this is the Desktop page.

 

Multiple Instances

 

It is possible to run multiple instances of Gateway on a single machine. Each Gateway instance 

listens on independent ports and can be configured to contact different instances or the same 

instance of the Java System Portal Server. While running multiple instances of Gateway on a single 

machine, it is possible to associate an independent certificate database with each instance of 

Gateway and bind that Gateway to a domain. In essence, this provides the flexibility of having 

a different Gateway server certificate for each domain.

When Gateway is configured with multiple instances of the Java System Portal Server, 

Gateway automatically load balances by logging in users across all servers, alternately. Gateway 

also keeps a list of active servers to avoid trying to log in users to an inactive server. This 

mechanism also avoids creating a single point of failure.
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Proxy Configuration

 

Gateway uses proxies that are specified in its profile to retrieve contents from various Web servers 

within the intranet and extranet. Proxies can be specified for hosts, subdomains, or domains. 

Depending on proxy configuration, Gateway uses the appropriate proxy to fetch required content. 

Rewriter also uses proxy information to ensure that any URL containing a host, subdomain, or 

domain specified in the proxy information is rewritten to ensure that it is routed through Gateway.

 

HTTP Basic Authentication

 

Gateway supports the HTTP Basic authentication scheme as defined by the HTTP specification. 

Upon receiving appropriate headers for Basic authentication, the client prompts for user name 

and password, and sends this information back to the requesting server. With Gateway enabled for 

HTTP Basic authentication, it caches the information, and on subsequent visits to the same server, 

it submits the user name and password, alleviating the user from having to enter this same 

information each time. Gateway also allows fine control for denying or allowing this capability 

on an individual host basis.

 

Secure Sockets Layer (SSL) Support

 

Gateway supports SSLv2, SSLv3, and Transport Layer Security (TLS) while running in HTTPS mode. 

It is possible to disable SSLv2 support if required, and individual cryptographic algorithms may be 

enabled or disabled through the Gateway admin console.

SSLv3 has two modes of authentication — a mandatory server authentication, where the 

client must authenticate the server, and an optional authentication, where the server is configured 

to authenticate the client. Gateway also supports Personal Digital Certificate (PDC) authentication, 

another mechanism to authenticate a user through SSL client authentication.

Because 40-bit encryption is very unsecure, Gateway provides an option that enables 

administrators to reject connections from any 40-bit encryption browser.

 

Access Control

 

Gateway implements access control using the URL Allow and URL Deny lists in the Gateway admin 

console. Even when URL access is allowed, Gateway checks the validity of the session against the 

Java System Identity Server session service. URLs that are mentioned in the Nonauthenticated URL 

list can bypass session validation, as well as the Allow and Deny lists. Entries in the URL Deny list 

take precedence over entries in the URL Allow list. If a particular URL is not part of any list, then 

access is denied. Wild cards (*) can be used as a part of the URL in the Allow or Deny lists.

 

Logging

 

Since traffic comes through the gateway for all services provided by the Desktop, Netlet, and 

NetFile, complete user behavior can be monitored by enabling logging in Gateway. Gateway uses 

the Java System Identity Server logging API for creating the logs, and provides options for setting 

various levels of logging to observe user behavior.
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Chapter 3

 

Netlet

 

As previously stated, the primary purpose of the Java System Portal Server Secure Remote 

Access product is to give organizations a secure Internet portal, providing access to content, 

applications, and data to employees, business partners, and the public. Additionally, it enables 

users to access applications and services that are available within the organization in a secure 

manner over a public network (the Internet). Netlet plays an important role in this by giving 

secure, on-demand virtual private network (VPN) functionality to the intranet from a public 

network.

Netlet enables a secure connection between an arbitrary client on a system that is running a 

Java technology-enabled browser and a network resource behind a corporate firewall. The client 

can be behind a remote firewall and SSL Proxy, or directly connected to the Internet. Netlet can 

provide secure access to fixed port applications and some dynamic port applications that are 

available on the intranet from outside the intranet. All secure connections made from outside 

the intranet to intranet applications through Netlet are controlled by Netlet Rules.

Essentially, Netlet is an applet that runs on the browser. It listens to and accepts connections 

on preconfigured ports and routes both incoming and outgoing traffic between the client and 

destination server. Both incoming and outgoing traffic is encrypted using an encryption algorithm 

selected by the user or configured by an administrator. Details of all servers, ports, and encryption 

algorithms used in a connection are described in Netlet Rules, which are created and edited using 

the Java System Identity Server admin console.



 

© 2004 Sun Microsystems, Inc.

 

Netlet

 

  

 

P

 

7

 

Figure 3-1: 

 

Components of Netlet

 

Working of Netlet

 

Netlet has two server-side components and one client-side component. The server-side 

components are Eproxy and Netlet Proxy. The client-side component is Netlet Applet.

Netlet is invoked through Netlet Channel, which is present on the Desktop. Upon clicking 

the links in Netlet Channel, a request is placed to the Java System Portal Server for downloading 

Netlet Applet. It is downloaded along with preconfigured rules that consist of information such as 

the client-side port, destination server host name, destination server port, and encryption algorithm 

to be used. After obtaining appropriate permissions from the user, Netlet Applet starts listening 

for connections on preconfigured ports, accepts incoming connections, and routes traffic through 

Eproxy to the destination server after encryption. This sequence of operations is indicated in 

Figure 3-1. Upon receiving the Netlet traffic, Eproxy decrypts and routes traffic to the appropriate 

destination server. Or, instead of Eproxy decrypting and routing traffic to the destination server, a 

Netlet Proxy between Eproxy and the destination server can be designated. In this scenario, Eproxy 

simply forwards traffic to Netlet Proxy, which decrypts and routes traffic to the destination servers.

 

Authentication

 

Though Netlet does not authenticate users, it needs a valid single sign-on (SSO) token to carry 

out its operations. Netlet passes the SSO token with every request that is sent from the client 

to Eproxy. Only upon successful validation of the SSO token is traffic is routed to the destination 

server. As an additional security precaution, Netlet Applet also displays a warning message before 

accepting each new connection (on the machine where the applet is running). The user must 

acknowledge this message before the Netlet connection is permitted to continue. This can be via 

a simple check box or may be configured to require that the user enter a password before the 

connection is allowed.
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Static and Dynamic Port Applications

 

Static port applications run on fixed ports where they can be contacted by a client. Examples 

of static port applications are Internet Message Access Protocol or IMAP (port 143), Post Office 

Protocol or POP (port 110), and Telnet (port 23), all of which run on specific ports where client 

applications communicate with them. In case of static port applications, Netlet Rules specify 

the destination server port so that requests are routed directly to their destinations.

Dynamic port applications are applications that agree upon a port for communication as part 

of the handshake. For dynamic applications, the destination server port can be included as part of 

Netlet Rules. Netlet needs to understand the protocol and look at the data to find the port being 

used between the client and server. A good example of this is active File Transfer Protocol (FTP). In 

active FTP, the port for actual data transfer between the client and server is specified through the 

PORT command. In this case, Netlet parses traffic over the control channel to obtain the data 

channel port dynamically.

FTP and Microsoft Exchange

 

1

 

 are the only dynamic port applications that are currently 

supported.

 

Encryption Algorithms

 

An encryption algorithm is used to encrypt and decrypt the traffic that is routed by Netlet. These 

algorithms are selected by the user and/or administrator from the list of available algorithms.

Netlet uses standard SSL algorithms for encrypting traffic. Currently, two separate SSL 

implementations are provided due to differing capabilities of client browsers. If Netlet Applet is 

running on a browser that has a version of the Java virtual machine (JVM™ software) that supports 

Java Secure Socket Extension (JSSE) software, then Netlet Applet uses the JSSE SSL 

implementation, taking advantage of the SSL implementation that is available at the client side.

If JSSE is not available, Netlet Applet defaults to its own custom SSL implementation called 

KSSL. Netlet Applet automatically detects the capability of the client-side JVM software and downloads 

an appropriate Java Archive (JAR) file for it, as necessary. For example, if Netlet detects a JVM with 

JSSE capabilities, KSSL is not downloaded by Netlet Applet, reducing overall download time.

 

Note – 

 

The Secure Remote Access Gateway must be running in HTTPS mode to enable encrypted 

 

Netlet traffic. Netlet works in HTTP mode, however, the traffic is in the clear.

On the server side, both Eproxy and Netlet Proxy use the standard Network Security Services 

(NSS) SSL library and Network Security Services for Java (JSS) interface.

Netlet algorithms to be used for encryption and decryption may be specified on a per-rule 

basis. This increases the flexibility and security for all Netlet connections between the client and 

destination server.

 

1.  Although Microsoft Exchange 2000 is supported with Netlet, there are some constraints: Microsoft Exchange must be 
configured to use 

 

static

 

 ports. Netlet does not work with Windows 2000 and XP because Windows 2000 and XP clients 
reserve the Exchange port (port 135) for the RPC Portmapper, which is used by Active Directory. Previous versions of 
Microsoft Windows did not reserve this port. Because the port is reserved, Netlet cannot be assigned to it, and thus is not 
able to provide tunneling. Microsoft Outlook 2000 client does not allow the port that connects to the Microsoft Exchange 
server to be changed. In addition, the Microsoft Windows RPC service running Microsoft Exchange over Netlet does not 
work because Microsoft Windows RPC binds to this port.
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Following is the list of algorithms that Netlet Applet uses to connect to Gateway:

• Custom Netlet SSL implementation algorithms used by Netlet Applet (for browsers that do not 

support Java 2 technology)

KSSL_SSL3_RSA_WITH_3DES_EDE_CBC_SHA KSSL_SSL3_RSA_WITH_RC4_128_MD5 

KSSL_SSL3_RSA_WITH_RC4_128_SHA KSSL_SSL3_RSA_EXPORT_WITH_RC4_40_MD5 

KSSL_SSL3_RSA_WITH_DES_CBC_SHA

• JSSE algorithms used by Netlet Applet

SSL_RSA_WITH_3DES_EDE_CBC_SHA SSL_RSA_WITH_RC4_128_MD5 

SSL_RSA_WITH_RC4_128_SHA SSL_RSA_EXPORT_WITH_RC4_40_MD5 

SSL_RSA_WITH_DES_CBC_SHA SSL_RSA_WITH_NULL_MD5

 

Note – 

 

The client and Gateway must share a common encryption algorithm for encrypted com-

munications to take place. (For example, if Netlet Rules specify 3DES encryption and the client has 

 

3DES disabled, an error will occur.)

For further information on JSSE, JSS, and NSS, please see:

• JSSE — java.sun.com/products/jsse

• JSS and NSS — mozilla.org/projects/security/pki/nss/overview.html

 

Netlet Rules

 

Netlet Rules contain all the information needed for the Netlet connection between the client 

and destination server. Netlet Rules consist of the following fields:

• Rule Name

• Encryption Algorithms

• URL

• Download Applet

• Extend Session

• Client Port

• Target Hosts

• Target Ports

For a detailed description of Netlet Rules and their syntax, see the 

 

Java System Portal Server 

Secure Remote Access Administrator's Guide

 

.

There are two types of Netlet Rules, based on how the destination host is specified:

• A 

 

Static Rule

 

 specifies the destination host as part of the Rule. The user cannot specify or change 

the destination host. For example, there could be an IMAP rule that allows connection to a 

particular IMAP server. The user cannot change the IMAP server name.

• In a 

 

Dynamic Rule

 

, the destination host is not specified as part of the rule. The user can specify 

the destination host in Netlet Provider. For example, the administrator defines a dynamic Telnet 

rule where the end user can specify the particular server to which an open Telnet connection is 

required.



 

P
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Netlet Provider

 

Netlet Provider is a Java System Portal Server Desktop Provider that gives a channel link for 

initiating Netlet connections as defined by Netlet Rules. The channel displays one link for every 

Netlet connection that can be initiated by the user. Netlet Provider also offers users an interface 

to edit Dynamic Rules. These enable users to add or remove destination hosts as required. A user 

can also set the password that is used for validating that user when invoking a new connection 

with Netlet.

Static Netlet connections, which require no user configuration, are not displayed in the 

Netlet Provider channel. If a static rule is defined, Netlet Applet is downloaded and started 

automatically when the user authenticates to the portal.

 

Third-Party Support and Integration

 

Netlet has been demonstrated to work with many third-party products (applets) from companies 

such as GraphOn and Citrix, as well as Symantec’s pcAnywhere. These products provide secure 

access to the user’s desktop from a remote machine using Netlet.



 

Netlet Proxy
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Chapter 4

 

Netlet Proxy

 

Consider a configuration where Netlet is being used to communicate with a large number of 

Telnet, FTP, and Microsoft Exchange servers that are running on various machines within the 

intranet. Assume that Eproxy is in a Demilitarized Zone (DMZ). If Eproxy routes traffic to all 

destination servers, a large number of ports must be opened in the second firewall. Instead, 

Netlet Proxy can be configured behind the second firewall, and Eproxy can be configured to 

forward traffic to Netlet Proxy. Netlet Proxy then routes all traffic to destination servers in the 

intranet. The number of open ports required in the second firewall is reduced significantly. It is 

possible to deploy multiple Netlet Proxy instances behind the second firewall to avoid a single 

point of failure.

Figure 4-1 illustrates two scenarios with Netlet Proxy configured. The first scenario has Netlet 

Proxy on the same node as the Java System Portal Server. In the event of intense traffic, the server 

that is running Java System Portal Server software may become overloaded, and response time 

may be slow. To counter this, Netlet Proxy can be configured on an independent node. This is 

illustrated in the second scenario in Figure 4-1. In this case, all Netlet traffic is directed to Netlet 

Proxy, which prevents clogging of the Java System Portal Server node.

When Gateway is configured with multiple instances of Netlet Proxy, it automatically load 

balances by user request across all Netlet Proxy instances. Gateway also keeps a list of active 

Netlet Proxy instances to avoid trying to route user requests to an inactive one. This mechanism 

also avoids the single point of failure in the system. In addition, Gateway maintains stickiness of 

a user request to a particular Netlet Proxy to improve SSL performance, and fails over only if that 

Netlet Proxy instance goes down.
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Figure 4-1: 
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Chapter 5

 

NetFile

 

The key features of NetFile are covered with respect to their role in providing secure remote access 

to file systems in the corporate intranet from the extranet (for example, through the Internet). 

NetFile is a Java System Portal Server Secure Remote Access file manager application that allows 

remote access to file systems and operations on them. NetFile uses standard protocols — NFS, 

FTP, and Server Message Block (SMB) — to connect to various file systems. Using NetFile, it is 

possible to access file systems on servers running the UNIX® OS, Microsoft Windows, and Novell 

NetWare platforms, as well as any server that supports the NFS, FTP, or SMB protocols.

 

Figure 5-1: 

 

NetFile File Access Path

 

Figure 5-1 shows the path traced by a NetFile request in a Java System Portal Server 

deployment.
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To provide access to various file systems, NetFile has three components:

• NetFile Java1 Applet

• NetFile Java2 Applet

• NetFile Servlet

NetFile Java1 Applet has a user interface (UI) based on the Abstract Windowing Toolkit (AWT), 

and NetFile Java2 Applet has a UI based on Swing technology. NetFile Java1 Applet is used with old 

browsers that cannot support Java 2 technology. NetFile Java2 Applet using Swing has a very rich 

UI that can be employed with the new-generation browsers that support Java plug-ins.

There are two NetFile Servlets present in the Web container (in the server of the 

deployment), one for each type of applet. NetFile Servlets and their helper classes are responsible 

for connecting to different types of file systems, carrying out operations that NetFile is configured 

to handle, and sending information back to NetFile Applets for display.

The administrator can configure NetFile to allow or deny access to file systems at any level — 

organization, suborganization, or user. It is also possible to deny access to file systems for users 

depending on the type of host — Microsoft Windows, FTP, or NFS. For example, all users in an 

organization can be denied access to NFS hosts. It is also possible to specify a set of common hosts 

at an organization or role level. This means that all users in that organization or role can access 

those hosts, without having to configure them individually for each user in the organization or role.

NetFile is internationalized and provides access to file systems irrespective of their locale 

(character encoding). It uses Java System Identity Server software to store its own profile as well 

as user settings and preferences, and can be administered using the Java System Identity Server 

admin console.

 

Administration

 

The admin console is the single point of administration for the Java System Portal Server Secure 

Remote Access.

 

Initialization

 

When a user clicks a NetFile link on the Java System Portal Server Desktop, NetFile Servlet checks 

whether the user has a valid single sign-on (SSO) token (available only on successful authentication 

with the Java System Identity Server) and permission to execute NetFile (determined by the 

corresponding policy setting). If the user has a valid SSO token and permission to execute NetFile, 

the applet is rendered to the browser. NetFile Applet connects back to the servlet to get its own 

configuration such as size, locale, and resource bundle, as well as user settings and preferences. 

NetFile obtains locale and user information (such as user name, mail ID, mail server) utilizing the 

user’s SSO token. User settings include any settings that the user has inherited from an organization 

or role, customized, and stored upon exit from a previous NetFile session.

 

Servers and Shares

 

NetFile uses underlying NFS and FTP to access file systems on UNIX platforms; SMB and FTP 

protocols to access file systems on Microsoft Windows platforms; and FTP to access file systems 

on Novell NetWare platforms.
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A share is a directory tree that can be configured for access from remote systems. On certain 

platforms, shares can be associated with a password. A single server can also have multiple shares, 

each with a distinct name. The user can connect to these systems using a specified protocol, and after 

validating their credentials, get access to the files under these shares.

Using NetFile, a user enters the server’s name and share along with the credentials. If the 

user saves the NetFile settings, NetFile stores the credentials and reuses them for authentication.

An administrator can configure shares (known as common hosts) that users can access at an 

organizational or role level. Users do not need to enter their credentials to access these shares, but 

a valid SSO token provided by the Java System Identity Server is necessary at all times. It is also 

possible to deny access to common hosts for a set of users by not inheriting this attribute from an 

organizational or role level.

 

Validating Credentials

 

NetFile uses credentials supplied by the user for authentication before granting access to required 

file systems. Credentials include user ID, password, and domain (if applicable). Since it is possible 

to have an independent password for each share, the user needs to enter credentials for each share 

(except for common hosts) that is being added.

NetFile employs UNIX authentication of the Java System Identity Server to grant access to 

NFS file systems. For file systems that are accessed over FTP and SMB protocols, NetFile uses 

methods provided by the protocols themselves to validate credentials.

 

Access Control

 

Various means of file system access control are available using NetFile. Users can be denied 

access to a file system based on the protocol that is used for accessing it. For example, a particular 

user, role, or organization can be denied access to file systems that are accessible over NFS.

It is also possible to allow or deny access to specific servers. As part of the NetFile service, 

the administrator can configure Allow and Deny lists to allow or deny access to servers at the 

organization, role, or user level. The Deny list takes precedence over the Allow list. These lists 

can contain a wild card (*) to allow or deny access to a set of servers under a single domain or 

subdomain.

 

Security

 

When NetFile is used with a Java System Portal Server Secure Remote Access Gateway that is 

configured for SSL, all connections made from NetFile Applet to the underlying file system happen 

over the SSL connection established between Gateway and browser. Since Gateway is typically 

installed in a DMZ, and only a limited number of holes are made in the second firewall, security is 

not compromised while providing access to the file systems.

 

Special Operations

 

NetFile is much like a typical file manager application, and brings a set of new features that are 

more appropriate for a remote file manager application.
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While supporting all of the following operations listed and more, NetFile does not create any 

temporary files, except while uploading and downloading files between Microsoft Windows file 

systems and local file systems over SMB protocol.

 

File Transfer

 

NetFile allows users to upload and download files between local and remote file systems (shares). 

The administrator can limit the file upload’s size (from local to remote file system) through the 

admin console.

 

Compression

 

NetFile allows users to select multiple files and compress them using GNU Zip (GZIP) and ZIP 

compression.

 

E-mail

 

A user can select multiple files and send them in a single e-mail as multiple attachments. NetFile 

uses the SSO token of the Java System Identity Server to access the user's e-mail settings (such as 

IMAP server, user name, password, and reply-to address) for sending messages.

 

Multipurpose Internet Mail Extensions (MIME) Type

 

Double-clicking on a file in the NetFile window launches an application corresponding to the 

MIME type from the browser window and opens the file. NetFile has a default MIME-type 

configuration file with mappings for most popular file (extension) and MIME types, which the 

administrator can edit to add new mappings.

 

Search

 

It is possible to search for files and display a list in a separate window using NetFile. The results 

of each search are displayed in a new window while maintaining the old search result windows.

 

Character Encoding

 

A user can select the type of character encoding to be employed for a particular share as part 

of the share's settings. If none is specified, NetFile employs ISO-8859-1 while working with the 

shares. The ISO-8859-1 encoding is capable of handling most common languages. This gives 

NetFile the capability to list and transfer files in any language without damaging the file contents.

 

Multithreading

 

NetFile uses multithreading to provide the flexibility of running multiple operations simultaneously. 

For example, a user can launch a search operation, start uploading a file, and send files over 

e-mail. NetFile runs all three operations simultaneously, allowing the user to browse through the 

file listing.
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Accessibility

 

It is possible to carry out all operations in NetFile using either a keyboard or mouse. It is also 

possible to configure and use devices designed for better accessibility.

 

Internationalization

 

The NetFile component is internationalized, that is, it is possible to completely configure it for a 

particular locale, including user interface and messages displayed.
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Chapter 6

 

Rewriter

 

This section covers key features of the Rewriter component of the Java System Portal Server 

Secure Remote Access product. In a secure environment, when a user is trying to access intranet 

pages from outside, direct access may not be possible. The Rewriter component enables users 

to browse the intranet by making links and other Uniform Resource Locator (URL) references 

on those pages operate correctly.

The basic premise of URL rewriting is that browser requests always come back to a single 

location (to Gateway, in the case of the Java System Portal Server Secure Remote Access) when the 

request is for internal content. Other requests go directly to the public content server. Sometimes 

referred to as VPN on demand, this flexibility does not place unnecessary stress on the network, but 

does provide much-needed security when accessing potentially sensitive internal Web sites or 

downloading sensitive information.

Rewriter is an independent component that translates all URLs (in HTML, JavaScript™ 

technology, eXtensible Markup Language (XML), and Cascading Style Sheet (CSS) languages) 

to ensure that intranet content is always fetched through Gateway. The administrator defines a 

ruleset (a collection of rules) to identify all URLs that need to be rewritten in a page. A ruleset is 

an XML snippet that is written according to a Document Type Definition (DTD). With the Generic 

Ruleset that is shipped with Rewriter, it is possible to rewrite most URLs without additional rules. 

It is also possible to associate a ruleset with the domain or URI of the page.



 

© 2004 Sun Microsystems, Inc.

 

Rewriter

 

  

 

P

 

19

 

Advantages of Rewriter

 

Rewriter provides the following advantages over similar options:

• All URL requests are routed through the Gateway component to enhance security.

• With the Obfuscation feature turned on, Rewriter rewrites the Uniform Resource Identifier (URI) 

in such as way that intranet host path details are never seen by the end user.

• With a reverse proxy, each intranet Web address must be mapped to the proxy if access to the 

site from the Internet is desired. If there are thousands of internal Web sites, each site must be 

added to the reverse proxy mapping. With Rewriter, this mapping is not needed because it is 

handled using rules. That means the system can be up and running — with complete access 

to internal sites — in a very short time, making it easier to add and delete intranet sites.

 

Functions of the Rewriter

 

Rewriter has two main functions:

• Parse Web content and apply rules to identify possible URI strings in the Web page

• Expand each relative URL to an absolute URL

• Prefix the Gateway URL to the existing URL

See 

 

“Configuring the Rewriter”

 

 in the 

 

Sun Java System Portal Serve Secure Remote Access 

Administrator’s Guide

 

 

 

for exhaustive samples.

 

Expanding Relative URLs to Absolute URLs

 

The following example demonstrates Rewriter’s role in converting relative URLs to absolute URLs.

• Example

JavaScript Content:

 

 var imgsrc=

 

“

 

/tmp/tmp.jpg”;

 

JavaScript Rule: <Variable name=”

 

imgsrc

 

” type=”

 

URL

 

”/>

Relative URL: /

 

tmp/tmp.jpg 

 

Java System Portal Server URL: 

 

http://portal.sesta.com

 

Java System Portal Server Secure Remote Access URL: 

 

http://sra.siroe.com

 

Rewritten URL: 

 

https://sra.siroe.com/http://portal.sesta.com/tmp/tmp.jpg

 

In a non-Gateway scenario, the URL Scraper Provider handles this functionality. In this case, 

the rewritten URL does not contain the Java System Portal Server Secure Remote Access URL 

component. The relative URLs are converted to absolute URLs so that all requested URLs are 

resolved correctly, even when the Scraper moderates content from different sources.

See 

 

“Chapter 7, Administering Rewriter”

 

 in the 

 

Sun Java System Portal Server Secure Remote 

Access Administrator’s Guide

 

 for details on the URL Scraper Provider.
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Prefixing the Gateway URL to the Existing URL

 

The following example demonstrates Rewriter’s role in prefixing the Gateway URL to the existing 

URL.

• Example

Here the identified URL is a fully qualified URL (Absolute URL):

Identified URL: 

 

http://intranet.web.com/abc.html

 

Gateway URL: 

 

https://sra.siroe.com

 

Rewritten URL: 

 

https://sra.siroe.com/http://intranet.web.com/abc.html

 

Supported URLS and Exceptions

 

All URLs — per RFC 1738 and with the protocol as either HTTP or HTTPS — are rewritten by Rewriter.

 

Standard URLs

 

All URLs with the protocol as either HTTP or HTTPS are recognized. This is not case sensitive. 

For example, hTtP, HTtp, and httP are all valid. Some sample URLs are listed below:

• http://www.my.work.com

• http://www.w3.org:8000/imaginary/test

• http://www.myu.edu/org/admin/people#andy

• http://info.my.org/AboutUs/Index/Phonebook?dobbins

• http://www.w3.org/RDB/EMP?where%20name%3Ddobbins

• http://info.my.org/AboutUs/Phoneboo

 

k

 

• http://user:password@abc.com

 

Nonstandard URLs

 

Rewriter supports the rewriting of basic, nonstandard URLs. The information required to convert 

a nonstandard URL to a standard format is taken from the base URL of the page where the URL 

appears. This information could include protocol, host name, port, and path.

The back slash is supported only if it is part of a relative URL, not as part of the protocol of an 

absolute URL. For example, 

 

http://abc.sesta.com\index.html

 

 is accepted and gets rewritten, but 

 

http:\\abc.sesta.com is not rewritten.

Exceptions

URLs of the form http:/abc.com and http:\\abc.sesta.com are not accepted and will not be rewritten.
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Working of Rewriter
Figure 6-1 depicts the Rewriter component.

Figure 6-1: The Rewriter Component

Any request served involves the following steps:

1. From the request, Gateway identifies the URL of the intranet or Internet page that needs to be 

served.

2. Gateway uses proxy settings specified in the Gateway admin console to connect to the identified 

URL and fetch required content. See the Proxy Configuration section for details.

3. Rewriter uses the URL or its domain to identify the ruleset to be applied on this content. See the 

Rules and Rulesets section for details.

4. Using the rules in the ruleset, Rewriter identifies URLs that need to be rewritten on the page.

5. Rewriter prefixes identified URLs with the Java System Portal Server URL (if the URL is not absolute) 

and the Gateway URL.

6. This process is repeated for each URL until the end of the Web page.

7. The resultant Rewriter output is routed to the client browser.

Proxy Configuration
Gateway uses proxies that are specified in its profile to retrieve contents from various Web servers 

within the intranet and extranet. Proxies can be specified for hosts, subdomains, or domains. 

Depending on the proxy configuration, Gateway uses the appropriate proxy to fetch required 

content. If the proxy requires authentication, it should be stored as part of the Gateway profile, 

which Gateway uses automatically while connecting to the proxy. The Rewriter component also 

uses proxy information to ensure that any URL containing the host, subdomain, or domain specified 

in the proxy information is rewritten to ensure that it is routed through the Gateway. See “Chapter 

2, Configuring the Gateway” in the Sun Java System Portal Server Secure Remote Access 

Administrator’s Guide for detailed information.

Rules and Rulesets
For proper functioning of Rewriter, it is necessary to define rules for rewriting various URLs 

using the admin console. (A collection of these rules is referred as a ruleset.) In addition, the 

appropriate ruleset for various domains must be associated in the Gateway admin console.

Rules

The Java System Portal Server Secure Remote Access product defines six types of rules to identify 

the URL in any Web content. The number of rules required is fewer than the number required in 

previous releases of the software. Apart from this, the wild card (*) is supported in all rules, as 

opposed to limited support for certain rules in previous releases.
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The rules fall under three broad categories (there are no CSS rules):

TABLE 1: Types of Rules

Rulesets

A ruleset is an XML file that contains rules for all types of Web content, such as HTML rules to 

identify URLs in HTML content, JavaScript rules to identify URLs in JavaScript code, and XML rules 

to identify URLs in XML content. Different rulesets can be associated with each page, based on its 

URI or the URI’s domain. This enables better management of rulesets, instead of having all rules 

for all pages in a single ruleset. This URI and domain-based assignment of rules enhances performance, 

as specific rulesets are smaller in size.

For instance, consider two domains — sales.siroe.com and support.siroe.com. All users in the 

sales domain access content by utilizing the ruleset specific to the sales domain. Similarly, users 

in the support domain access content by employing the ruleset specified for the support domain. 

This reduces rewriting time, and improves access speed.

Managing rulesets is possible using the Web-based admin console or through the command 

line for mass, unmanned updates.

Prepackaged Rulesets

Several rulesets are prepackaged with the product.

TABLE 2: Rulesets

HTML Rules There are three subcategories — Attribute, Applet, and Form

JavaScript Rules There are two subcategories — Variable and Function

XML Rules
There are two subcategories — Attribute (same as HTML Attribute rule) and 
TagText

CSS Rules No rules are defined

S.No RuleSet Name Usage

1. generic_ruleset

This is the most generalized ruleset and can handle simple 
and medium-complexity Web pages. Complexity is defined 
in terms of the amount of JavaScript code present in a Web 
page.

2. default_ruleset

Used by the URL Scraper (a component of the Java System 
Portal Server) to convert all URLs to absolute URLs, this 
ruleset has no role in the Java System Portal Server Secure 
Remote Access.

3. default_gateway_ruleset
Contains rules required to handle the Java System Portal 
Server Desktop and Gateway admin console.

4. iplanet_mail_ruleset
Rules required for iPlanet™ (an older version of some of the 
Java System products) mail client.

5.
exchange_2000sp3_owa_
ruleset

Rules required for Microsoft Outlook Web Access.

6. inotes_ruleset Rules required for IBM Notes Web Access.

7. wml_ruleset
Standard rules based on Wireless Markup Language (WML) 
grammar to rewrite WML pages.

8. null_ruleset This has no rules and is required by NetFile Explorer.
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Generic rulesets reduce the number of rules required for pages with extensive JavaScript 

code. It is advisable to let each custom ruleset extend from a generic ruleset, and add new rules 

to this extended ruleset.

URI to Ruleset Mapping
For content, a ruleset could be based on the page’s URI or on the domain from which this URI 

is being served. The asterisk (*) is supported as part of URI-based mapping to assign the same 

rulesets for multiple URIs. For example, http*://sun.com/java/*|java_ruleset means, “Apply 

the Java ruleset for all pages that are under the Java directory of the sun.com server.”

Parser to MIME Mapping
Rewriter is rule based, and also decides what content should be rewritten based on the content’s 

MIME type. Rewriter has HTML, JSS, XML, and CSS parsers to understand text/html, text/htm, 

application/x-javascript, text/css, and text/xml MIME types. The administrator can modify this to 

handle different MIME types. For example, by adding HTML= text/vnd.wap.wml, Rewriter treats 

WML content as HTML, applies HTML rules, and identifies the URI in WML pages.

URI Obfuscation
A new feature in the 6.2 release applies while rewriting an intranet page’s URI. Rewriter can alter 

the displayed intranet URI in such a way that a client of this content cannot see its intranet URI. 

Not exposing this critical information makes it much more difficult for an attacker or curious client 

to penetrate intranet systems.

For Example

If the Java System Portal Server URL is http://portal.sesta.com and the Java System Portal Server 

Secure Remote Access URL is https://sra.siroe.com, the modes are as shown in Table 3.

TABLE 3: Comparison of Normal and Obfuscated Mode

Consistent Protocol Gateway
Another feature in version 6.2 is support of high-performance deployment of Java System Portal 

Server, Secure Remote Access product by using http gateway for fetching nonsecure content and 

https gateway for secure content. In this mode, Rewriter appends the respective Gateway URI 

based on original URI protocol.

Normal Mode Obfuscated Mode

Relative 
URL

/tmp/tmp.jpg /tmp/tmp.jpg

Absolute 
URL

http://portal.sesta.com/tmp/tmp.jpg http://portal.sesta.com/tmp/tmp.jpg

Rewritten 
URL

https://sra.siroe.com/http://
portal.sesta.com/tmp/tmp.jpg

https://sra.siroe.com/
eHFDKJOIUERWdeew213
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For Example

If the Java System Portal Server URL is http://portal.sesta.com, and the Java System Portal Server 

Secure Remote Access URL is http://sra.siroe.com for secure content and http://sra.siroe.com for 

unsecure content, the modes are as shown in Table 4.

TABLE 4: Comparison of Normal, Consistent Protocol, and Obfuscation and Consistent Protocol Modes

Note – This feature can exist along with obfuscation, as shown in column 3 of Table 6-5.

Debug Files
Five separate debug files are assigned explicitly to the Rewriter component. Debug files contain 

information such as original, rewritten, and unaffected content, as well as rulesets applied, 

matching rule info, and exceptions that have occurred, in the order of occurrence. See the Sun 

Java System Portal Server Secure Remote Access Administrator’s Guide for more details on 

Rewriter debug files.

Normal Mode Consistent Protocol Mode
Obfuscation and 

Consistent Protocol Mode

Relative 

URL
/tmp/tmp.jpg /tmp/tmp.jpg /tmp/tmp.jpg

Absolute 

URL

http://portal.sesta.com/
tmp/tmp.jpg

http://portal.sesta.com/
tmp/tmp.jpg

http://portal.sesta.com/
tmp/tmp.jpg

Rewritten 

URL

https://sra.siroe.com/
http://portal.sesta.com/
tmp/tmp.jpg

http://sra.siroe.com/
http://portal.sesta.com/
tmp/tmp.jpg

http://sra.siroe.com/
eHFDKJOIUERWdeew213
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Chapter 7

Rewriter Proxy

In a typical scenario, Gateway is installed in a DMZ, with firewalls on either side (extranet and 

intranet). For Gateway to access Web resources in the intranet, extra ports may need to be opened 

in the firewall between Gateway and the intranet, if these Web resources are running on 

different ports.

To minimize the number of open ports in the firewall, Rewriter Proxy can be used. It is 

installed within the intranet and Gateway is configured to use it. Instead of trying to retrieve 

contents directly, Gateway simply forwards all requests to Rewriter Proxy, which fetches and 

returns contents to Gateway.

Figure 7-1 and Figure 7-2 illustrate two scenarios with Rewriter Proxy configured. The first 

scenario has Rewriter Proxy on the same node as the Java System Portal Server. In the event of 

intense traffic, the server may become overloaded, slowing response time. To counter this, Rewriter 

Proxy can be configured on an independent node. This is illustrated in the second scenario in Figure 

7-2. In this case, all HTTP traffic is directed to Rewriter Proxy, which prevents clogging of the Java 

System Portal Server node.
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Figure 7-1: With Rewriter Proxy on the Java System 
Portal Server

Figure 7-2: With Rewriter Proxy on an Independent 
Node

Load Balancing
When Gateway is configured with multiple instances of Rewriter Proxy, it automatically load 

balances by user request across all Rewriter Proxy instances. Gateway also keeps a list of active 

Rewriter Proxy instances to avoid trying to route user request to an inactive Rewriter Proxy. This 

mechanism also avoids the single point of failure in the system. In addition, Gateway maintains 

stickiness of a user request to a particular rewriter proxy to improve SSL performance, and fails 

over only if that Rewriter Proxy instance goes down.

Figure 7-3 illustrates that it is now possible to reduce the number of holes in the second firewall 

even further with the help of a third-party proxy. Gateway can be configured to use a third-party 

proxy to reach both Rewriter and Netlet Proxy instances, reducing the required number of open 

ports to one.
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Figure 7-3: Netlet Tunnel via Proxies (New in 6.2)
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