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Chapter 1

Introduction

The Internet has dramatically changed the way companies provide services. The days of installing
multiple copies of desktop PC or client-server software are yielding to a Services on Demand model,
one where companies develop a single copy of their applications and deploy them to hundreds,
thousands, and millions of users accessing the Internet from any IP-enabled device, anywhere, at
any time. The shift toward a Services on Demand model moves the burden of administering the
computing infrastructure from the end user and their PCs to the organizations providing the services,
increasing the cost of management in environments with already limited IT budgets and staff.

IT organizations are faced with competing goals to deliver these services. They need to
consolidate multiple applications onto a single server to fully utilize system resources, and at the
same time, supply each and every user and application with the resources they need. Server
consolidation techniques and the use of service-level agreements (SLAs) are the latest trend for
achieving these goals.

This challenging business environment, illustrated in Figure 1, leaves CTOs and IT departments
faced with an increasingly difficult task. They must use a limited budget to maximize the return on
existing IT investments — getting the most out of existing server infrastructure at minimum cost
— in order to effectively support the Services on Demand model.

Doing more with less creates problems for IT managers and system administrators, including:
* Increasing service levels while simultaneously reducing service cost and risk
¢ Managing large numbers of complex servers, in a variety of different configurations
¢ Quickly adapting to changing workloads
¢ Providing access to critical applications around the clock — with service-level agreements and

availability requirements that allow downtime measured in only minutes per year
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Solving Today’s IT Challenges

In order to solve these intricate challenges, IT managers and system administrators need:

 Simplified Management: 1T organizations require an integrated set of systems management
tools — a platform that offers common services for all enterprise management applications,
with the ability to handle increasing numbers of users and more challenging workloads.
Efficiency can be further increased with server monitoring and management tools that can
automatically respond to a wide range of hardware and software faults, reducing the number
of events requiring manual intervention by the system administrator.

* Tools for Maximizing Existing Server Resources: IT organizations need to consolidate servers
and applications, improve resource utilization, and maximize the return on investment (ROI) on
hardware that has already been purchased.

* Change Management Tools: Administrator efficiency can be greatly improved through tools for
automating installation, deploying systems, and reducing the time required to execute routine tasks.

 Service Availability: IT groups need to ensure access to data, applications, and services. Avail-
ability is the cornerstone to delivering service-level agreements, minimizing both planned and
unplanned downtime, and helping to ensure service levels for mission-critical applications.

Solaris™ System Management Solutions offer application and tools that excel at fulfilling

these needs.

Solaris System Management Solutions Overview

Solaris System Management Solutions are powerful applications and tools specifically designed to
provide IT managers and system administrators with the ability to efficiently and cost-effectively
manage Sun™ servers and application services.

* Solaris 9 Operating Environment (OE): The Solaris 9 OE delivers the effective support for high-
level infrastructures that organizations need to provide increased services with fewer resources.
Through its highly available, scalable, manageable, and flexible features, the Solaris OE provides
the foundation for the wide range of services necessary to support both enterprise and Internet-

based Services on Demand environments.

© 2002 Sun Microsystems, Inc.

Figure 1: Today’s Computing Environment
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Figure 2: Today’s Computing Environment With
Solaris Systems Management Solutions
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¢ Sun Management Center 3.0: Sun Management Center is the most advanced systems manage-
ment tool from Sun to date. It is designed to provide a powerful, easy-to-use single management
point for all Sun servers, the Solaris OE, applications, and services for data center and highly
distributed computing environments.

e Sun Management Center Change Manager: Change Manager enables administrators to quickly
and easily install, configure, upgrade, provision, and audit the Solaris OE and applications.

¢ Sun Cluster 3.0 Software: Sun Cluster delivers end-to-end availability for applications, data,
and networking, as well as enables scalable services.

e Solaris 9 Resource Manager Software: Solaris 9 Resource Manager enables IT managers to
control and allocate system and network resources on a fine-grained basis, including resource

containment, accounting and controls, workload classification, and differentiated services.

Solaris 9 OE

un Management
Center 3.0

Sun Cluster 3.0}‘

SECURITY
Sun Management Center

Change Manage
Solaris 9 OE

Solaris System Management Solutions, as shown in Figure 2, can help increase the ratio of

servers to administrators by:

¢ Increasing efficiency and manageability by reducing system administrator time and resources
spent on daily tasks

* Increasing availability, thereby reducing costly system downtime and making applications more
available to the user community

¢ Managing and scaling resources, and reprovisioning the network, servers, and services, providing
the flexibility to meet challenging needs and SLAs

 Offering an integrated, single vendor solution, enabling administrators to learn new tools with
little training, and manage systems from anywhere on the network

The technical benefits of using Solaris System Management Solutions are outstanding scal-

ability, higher availability, excellent manageability, and unencumbered flexibility.
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Scalability

Scalability is critical to companies needing to make the most cost-effective use of computing
resources, gracefully handle peak workloads, and grow the computing environment as rapidly as
the business grows. Companies offering Web-based services have lost control over how many
customers might visit their sites — and successful companies are those that can grow to support

millions of customers almost overnight.

Availability

With businesses operating around the clock and around the globe, organizations have lost control
of when their customers might demand their services, making availability of paramount importance.
Solaris System Management Solutions help IT departments deliver 24x7 availability that is so

crucial in today’s always-demanding, global computing environment.

Efficiency

With business models changing rapidly, and service-delivery platforms growing by orders of
magnitude as a matter of course, deploying and reprovisioning servers are daily events. Facilities
to manage growth are a must, but today’s IT departments must also reduce risk through and
complexity by using fewer hardware and software components as well as by using servers that can
be repaired or upgraded with no downtime.

Monitoring and adjusting CPU utilization and network bandwidth allocation enables applica-
tion response time and service-level requirements to be met. In addition, storing data for trend
analysis enables effective capacity planning and resource management. When systems operate at
peak efficiency, administrators are better equipped to work more productively and make better
decisions — factors that can mean the difference between merely surviving and thriving in an

increasingly competitive marketplace.

Applications

Constantly changing and growing business models require unrestrained flexibility. Solaris System

Management solutions provide administrators with the flexibility to:

* Manage any system from any site

e Quickly reprovision systems to meet demands

* Freely allocate resources when and where they are needed

« Install and upgrade software during normal working hours without incurring system downtime
The ability to perform all of these functions effectively is the driving force behind delivering

dependable mission-critical application services.

© 2002 Sun Microsystems, Inc.
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Chapter 2

Simplifying Management

Sun understands the difficult tasks that system administrators face today. IT managers look towards
automating and integrating systems management in order to manage ever-increasing workloads
with fewer administrative resources. That’s why Sun offers a set of management products that
simplify administration by streamlining procedures, enhancing existing skill sets with more power-

ful tools, and enabling the creation of processes that prevent failures and increase efficiency.

Sun Management Center 3.0

Sun Management Center software is designed to provide a powerful, easy-to-use single manage-
ment point for all Sun servers and storage, independent of geographic location. System adminis-
trators can perform remote system configuration and performance monitoring as well as isolate

hardware and software faults through a single interface at any time, from anywhere on the network,
improving administrator efficiency. Sun Management Center easily integrates with enterprise man-
agement frameworks, and provides a central facility for managing events and alarms, automated
responses, and diagnostics. This gives administrators the ability to manage systems and perform

corrective actions without leaving the central office.
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Easy-to-Use Management Console

All events and alarms are sent to a single, easy-to-use, Java™ technology-based console, enabling
rapid response to problems as they occur from any managed system. Sun Management Center is
the ideal complement to enterprise management systems. It has extremely fine-grained insight

into the operation of Sun servers, enabling a detailed analysis of any situation and notifying the

administrator and other higher-level enterprise management systems.

Grouping Operations

Sun Management Center software helps increase productivity while decreasing errors by enabling
administrators to implement logical element grouping. Grouping Sun systems by such categories
as location, server role, and administrative responsibility helps administrators automate tasks to

manage systems as a group rather than individually.

Automating Performance/Data Management and Application Monitoring

Sun Management Center software includes a variety of tools to help administrators proactively

and automatically manage both common and complex and common administrative tasks, such as

managing performance and data and monitoring applications. These tools increase efficiency,

reduce the likelihood of costly errors, and help to ensure availability.

* Health Monitoring: Incorporates a large body of administrator knowledge into an intelligent
rules-based monitor for the system and applications, giving suggested steps for problem
resolution, resulting in simplified administration

Physical Viewer: Displays photo-realistic images of hardware components, enabling junior

administrators to quickly determine which components to replace

Logical Viewer: Presents a tree hierarchy of managed hosts or domains, enabling administrators

to quickly identify a component’s exact location

Real-time Performance Analysis: Enables administrators to isolate potential and existing bottlenecks

Event and Alarm Management: Provides administrators with information when they need it

Automatic Discovery: Enables fast inclusion of new systems into the Sun Management Center

management framework

System Reliability Manager

System Reliability Manager is an optional add-on package for Sun Management Center 3.0 that

helps proactively manage and monitor Sun servers and the Solaris OE.

e The Script Launcher feature in System Reliability Manger software enables administrators to
conveniently manage scripts from any Sun Management Center console on the network. It
makes it easier to manage a variety of scripts, increases security, and helps ensure successful
script execution, reducing the risk of operator error when managing system scripts.

e The File Watch Module monitors an enterprise-wide list of system or configuration files for
record deletion, addition, or modification, and detects syntax errors. This results in improved
system reliability and availability. It proactively alerts administrators about missing system and
configuration files, automatically monitors default system files, and enables administrators to
specify additional files to be monitored.

Automating tedious, time-consuming, and error-prone tasks with Script Launcher and the File

Watch Module frees administrators to do other tasks and manage more systems.

© 2002 Sun Microsystems, Inc.
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Performance Reporting Manager

Performance Reporting Manager is an add-on to Sun Management Center 3.0 that enables admin-
istrators to create reports detailing the status of their systems. Performance data is gathered by
the history logging capability included with Sun Management Center software and used by Perfor-
mance Reporting Manager to generate performance reports. The reports can be generated at
schedule times and viewed via a Web browser. Examples of how Performance Reporting Manager
can be used include:

« IT service managers can use reports on the availability of services and performance levels from

the previous day to ensure that they are maintaining their SLAs.

Performance Reporting Manager reports can be used for diagnostic and trend analysis, reporting
trends leading to the point in time of a problem or outage. A unique feature of Performance
Reporting Manager enables administrators to click on a spike in the report to see alarm data
and/or processes that were running at that time, providing further information to help trouble-
shoot problems. The reports can also provide baseline information to help administrators tune

thresholds for alarms or action.

Performance Reporting Manager reports can be used as input for other capacity planning tools,
and to do inventory analysis. The reports are designed to provide a very accurate, detailed
inventory of hardware and software installed on Sun servers, which can be exported to third-

party tracking systems.

Performance Reporting Manager can generate a very detailed level of information regarding the
demand and workload endured on an application service and the resource utilization of memory,
CPU, and I/0 by applications and service components. This information can be analyzed and
employed to make decisions about application performance tuning and dynamic resource

allocation.

Solaris 9 Resource Manager

Application consolidation provides the opportunity to lower costs by reducing the number of hard-
ware components and system administration personnel required to run a set of applications. How-
ever, the problem of provisioning applications with the appropriate resources on a shared system
can be a difficult task. Solaris 9 Resource Manager software simplifies this task by providing adminis-
trators with a powerful tool to meter, monitor, and control resource utilization, enabling them to
deliver predictable service levels.

The Solaris 9 Resource Manager enables administrators to efficiently control system resources
by creating resource pools that are reserved to be used exclusively by an application or set of appli-
cations. Using resource pools, the administrator can create isolated computing environments to
help ensure that applications have access to a consistent set of resources — regardless of the
resource usage of the remainder of the system. The administrator can also place caps on resource

usage, preventing workloads from over-consuming resources.

Sun Management Center Change Manager

Installing and changing the Solaris OE and other applications are tasks that can consume a great
deal of a system administrator’s time. The Sun Management Center Change Manager console can

drastically diminish installation time and complexity.
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Easy-to-Use Change Manager Console

The Change Manager console can be accessed anywhere on the network via an easy-to-use Web

browser interface or a command line interface (CLI). The key features of the Change Manager are:

 Flash Archive Manager: The Flash Archive manager enables administrators to import Solaris
Flash archives (images of entire systems), group them into folders, delete and add functionality,
search for an archive, and edit archive properties. This tools enables administrators to easily
manage hundreds of different system profiles.

* Target System Manager: The Target System Manager enables administrators to perform single

server or group operations for upgrades, software auditing, and reprovisioning services on target

systems. These groups can be groups that were previously created using Sun Management Center.

 Configuration Manager: The Configuration Manager provides administrators with the ability to
create and manage server configuration profiles and apply them to individual servers or groups
of servers, reducing the complexity that currently exists with Solaris JumpStart™ technology.

 Software Auditor: The Software Auditor eases administration tasks by quickly managing changes
across a farm of servers and helping to manage change reliably for upgrades and maintenance.
It gives the administrators the ability to create a software stack manifest of one or more deployed
servers. The manifest can be used in rule-based comparisons to check software configurations of
a server or group of servers between two points in time — between the current state and the
original state or between servers. It also includes the ability to write auditing rules such as
detecting file content changes.

 Task Scheduler: Change Manager includes robust and flexible scheduling features that enables
administrators to schedule service provisioning during off-peak hours. Operations such as upgrades
and software auditing can be scheduled on a single server or group of servers, offering yet

another level of time-saving automation.

Sun Cluster 3.0

The Sun Cluster 3.0 software architecture enables a potentially large pool of hardware and software
resources to be managed as a single server, resulting in increased flexibility in choice of server,

storage, interconnect, file system, and volume management technologies.

Cluster management can be accomplished via SunPlex™ Manager, a Java browser-based inter-

face that allows complex tasks to be performed with ease. This enables administrators to manage
any resource on a cluster from anywhere on the network where Java technology is available —
from a different building, city, or even country. SunPlex Manager integrates easily with Sun
Management Center, reducing the need to learn new tools and further reducing costs.

Resource groups can be defined to integrate applications with the cluster resource necessary
for their execution. Clusters use the resource group specifications to monitor the health and perfor-
mance of applications, allowing automatic failover in the event of a failure. Resource groups are
also used to schedule and guarantee resource availability to applications while simultaneously
maintaining the relative priority of each resource group. The result is a system that automatically
manages itself to meet service level agreements.

Additionally, developers can use the SunPlex Agent Builder to develop Scalable or HA Agents.
The SunPlex Agent Builder generates agent code with two simple clicks, reducing the time and

cost of deploying application services by automating agent development.

© 2002 Sun Microsystems, Inc.
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Solaris 9 Operating Environment

The Solaris 9 Operating Environment offers many features designed to simplify management and

administrative tasks.

Binary Compatibility

Sun’s binary compatibility means that applications can move up the product line from desktop
workstation to the most powerful servers that Sun sells — all without touching the application
software or changing operating environments. Binary compatibility across the product line reduces

administration and training costs because only one operating environment needs to be supported.

Integrated Directory Services

For user management, the Sun ONE Directory Server is integrated with the Solaris 9 OE, creating a
Lightweight Directory Access Protocol (LDAP)-based environment that can scale to millions of users.
The Sun ONE Directory Server is designed to provide comprehensive information asset management,
including user names and attributes (such as passwords) as well as group, project, and task defini-
tions. LDAP can link a complex, fragmented, and heterogeneous infrastructure by managing all of
its network resources from a central, interoperable server. For those developing Web-based services,
the Sun ONE Directory Server central repository provides the basis for storing user preferences,

context, and attributes necessary for delivering services on demand.

Role-Based Access Control

Studies have found that human error causes more system downtime than physical failures.
Unplanned downtime is an administrative time-sink that should be eliminated whenever possible.
One way to minimize human error is to limit the scope of changes that different administrators
can make. Using role-based access control (RBAC) in the Solaris 9 OE, administrative tasks can be
delegated to different classes of administrators through a simple, centralized, easy-to-use graphical
user interface (GUI). For example, a database administrator is allowed access only to necessary
functions without having superuser access to the operating system. RBAC profiles only need to be
defined once and are stored in the naming service (files, NIS, NIS+, and LDAP), which helps lower

the cost of administration and allows delegated administration to be used anywhere on the network.

Modular Debugger

Sun’s Modular Debugger (MDB) is an extensible utility for low-level debugging and editing of the
live operating system, crash dumps, user processes, core files, and object files. The framework
integrates a set of debugger modules, each of which is written to have specific knowledge of a
kernel component or device. The result is a framework that speeds problem resolution by effectively

managing information.

Solaris Patch Manager Tool

Solaris Patch Manager Tool is a patch tool for the Solaris OE that does automated intelligent analysis,
dependency resolution, and secure patch transfer to reduce the time required to keep systems
optimally configured for maximum availability. Solaris Patch Manager Tool increases the efficiency
and accuracy of patch management on systems running the Solaris 2.6, 7, 8, and 9 Operating

Environments.
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Key features of Solaris Patch Manager Tool include:
¢ Automatic patch inventory and configuration-based analysis of target systems
» Automatic resolution of patch dependencies and patch order
e Simplified analysis, download, installation, and removal of patches on the Solaris platform
* Automatic security verification of digitally signed patches

* Integrated into the Solaris 9 Operating Environment

Also available via download for the Solaris 2.6, 7, and 8 Operating Environments

Solaris Volume Manager

Solaris Volume Manager software, as well as software RAID, is bundled into Solaris 9 OE. It helps
administrators maintain data integrity by enabling them to aggregate multiple disk volumes —
which might also be large disk arrays — into single, large, logical volumes. The task of managing
disk volumes is made even easier with a new GUI that is accessible through Sun Management Cen-

ter software.

Soft Disk Partitions

Using built-in Solaris Volume Manager software, up to 8,192 soft disk partitions can be created per
disk volume, enabling each user in a shared environment to have a personal, private virtual disk.
In addition to providing privacy, soft partitions also create a firewall between users, and make it
easy to establish different backup policies for each partition. Soft disk partitions can be expanded

as long as free disk space exists in the underlying partitions.

Snapshot Backups
The Solaris 9 OE eliminates the need to take file systems offline for backups. Through UNIX® file
system (UFS) snapshots, a temporary copy of a file system can be created so that a consistent

point-in-time image of the file system can be backed up to tape.

MKFS Performance

Growth in database tables means growth in disk capacity, and for database management systems
storing tables in UNIX file systems, creating a file system structure on a large disk array can be a
time-consuming operation. With improvements to the Solaris 9 OE mkfs command, the time

required to create a UNIX file system is reduced by up to a factor of ten.

© 2002 Sun Microsystems, Inc.
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Chapter 3

Maximizing Existing Server
Resources

In order to do more with less, system administrators need to maximize existing server resources,

improving resource utilization and increasing the return on investment (ROI) on hardware that has

already been purchased. Consolidating systems and applications is the most efficient way to attain

this goal. Maximizing server resources improves the ratio of managed servers to system adminis-

trators by allowing them to:

¢ Allocate Resources With Greater Flexibility: Consolidating applications onto fewer servers
enables administrators to allocate existing resources on the fly between those applications.

e Easily Provide Scalable Services: Scalable services simply need more of the same hardware,
requiring little to no additional administrative support.

 Offer Predictable Service Levels: Predictability means no unplanned downtime and meeting
SLAs, making the administrator’s life that much easier.

* Effectively Manage Conflicting Demand for Limited Resources: The ability to automate resource

management can put resources where they are needed, when they are needed.
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Solaris 9 Resource Manager

With Solaris 9 Resource Manager software, administrators can configure a single server to run
multiple applications, yet maintain isolation between each application. Furthermore, the ability
to partition a system into resource pools enables administrators to share parts of the system with
different departments. Workloads within departments, such as database instances, can be labeled
and managed, enabling administrators to modify CPU resource allocation policies to increase
resource utilization and eliminate resource contention. These features enable administrators to
offer more predictable service levels.

Another feature within Solaris 9 Resource Manager is the Fair Share Scheduler. When there is
contention for a resource, the Fair Share Scheduler helps ensure that each user or application
receives its fair share of CPU allocation. If users and applications are consuming less than the CPU
allotments designated to them, the Fair Share Scheduler allows other active users and applications
to take advantage of the unused processing power. This feature enables administrators to protect

key applications and fully utilize resources.

Sun Management Center Change Manager

Using Sun Management Center Change Manager, administrators can instantly reprovision systems,
giving them the ability to immediately respond to changes in workload in order to comply with
SLAs. For example, an Internet service provider (ISP) can install servers for primarily e-mail services
during one part of the business day, while a small number of servers provide Web hosting. Later in
the day, as user demand for e-mail drops and Web hosting demand increases, the server farm can
be reprovisioned so that more servers are reconfigured from e-mail servers to Web servers (using
Solaris Flash archives and Solaris Live Upgrade software), as shown in Figure 3. Using Solaris Live
Upgrade software to reprovision the servers in a cascading fashion, both the e-mail and Web host-

ing services are never offline.

* E-mail
Install Server ’ E-mail
’ - ’ E-mail
* Web

* E-mail

Install Server * Web
’ = ’ Web
* Web

© 2002 Sun Microsystems, Inc.

Figure 3: Reprovisioning Servers to Meet Changing
Business Needs and SLAs
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Sun Cluster 3.0

Sun Cluster 3.0 software is a powerful service-level management platform. It allows a single appli-
cation, or series of applications from a service, to run across multiple domains (see Solaris 9 OE below)
and systems, providing scalable services. Scalable services are designed to allow access to the same
data and network address, regardless of the physical node the application is running on. By adding
more domains or systems to the cluster, the capacity of the application can be dynamically increased.

With a scalable service, instances of an application can be started on additional nodes at any
time, making extra capacity automatically available to clients accessing the cluster. Similarly,
instances of the application can be stopped at any time, enabling those system resources to be
reallocated to different tasks. Additionally, the Prioritized Service Management (PSM) feature,
tightly coupled with the pooling of resources, helps ensure better resource utilization for the
entire cluster.

The global networking facilities designed into Sun Cluster software can perform internal load
balancing and distribution of scalable service client requests, resulting in higher performance
because load balancing within a cluster is more efficient and accurate than external load balancing.

Because a scalable service has multiple instances of an application running simultaneously
and accessing the same data, service levels can be maintained in the event of any number of

potential outages — either planned or unplanned.

Solaris 9 Operating Environment
The Solaris 9 Operating Environment is excellent in all aspects of scalability, providing rock-solid

reliability as workloads increase, and delivering the most processing power available for applica-
tions for Sun systems. Because Sun maintains a constant focus on a single operating environment,
companies can scale their services horizontally (by adding more servers) or vertically (by adding

more computing resources to a single server) without worrying about whether their application

software will run.

Solaris 9 OE has an unprecedented number of resource management facilities that enable
administrators to manage service levels for services and networks. Depending on the environment,
Dynamic System Domains can assign an entire electrically isolated operating environment to a single
service, with multiple domains possible on a single server. Within a single server domain, multiple
services can run in separate containers, each of which has fine-grained control over the service’s
resource consumption and performance. This resource management capability increases adminis-
trator productivity because they can consolidate many services onto a single server that is easier

to maintain.

Dynamic System Domains

Dynamic System Domains are designed to provide high-level control over allocation of processors,
memory, and I/0 devices to separate electrically isolated domains on supported servers. The
Solaris platform supports dynamic system domains, where system resources can be reallocated on
the fly or on a scheduled basis to rapidly adapt to changing workloads. For example, Dynamic
System Domains might be used to support online transaction processing during the day and long

data warehouse queries at night.
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Dynamic Reconfiguration

As workloads change rapidly over time, server capacities inevitably must be adjusted by adding
and subtracting processors, memory, and I/0 devices. Likewise, when tools like Sun Management
Center suggest proactive replacement of marginally performing components, server configurations
must also be modified. With Dynamic Reconfiguration, processors, memory, and 1/0 interfaces
can be hot-plugged into the server and dynamically configured into or out of the operating envi-
ronment’s domain, enabling such critical components as CPUs to be replaced without incurring
down time.

Note - Dynamic System Domains and Dynamic Reconfiguration are currently only available on
Sun Fire™ V880, 3800-6800, 12K, and 15K servers.

Other features of the Solaris 9 OE that are intended to provide increased performance and
scalability include:
* Shared Libraries: Allowing multiple applications to share large amounts of system software,

helping to consolidate multiple functions on the same server.

Enterprise DHCP: Sun’s Enterprise Dynamic Host Configuration Protocol (DHCP) server enables
host systems to receive IP addresses and network configuration at boot time, and is essential for

organizations wishing to deploy networks on a massive scale.

Sun ONE Grid Engine Software: Sophisticated software that aggregates available computing

resources and delivers compute power as a network service. With Sun ONE Grid Engine software,

administrators can treat a collection of distributed computing systems as a single, large

computational resource and balance the workload across the systems.

 Processor Sets: Enables the administrator to partition a server’s processors so that only a process
or group of processes can use them.

* Device Hot Plug Management: Supports hot-pluggable disks, CPUs, memory, and 1/0 boards

that can be connected to a variety of high-capacity storage devices and cluster interfaces. Sun

understands that when administrators dynamically reconfigure servers, they must have the

ability to hot-unplug as well as hot-plug devices.

© 2002 Sun Microsystems, Inc.
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Chapter 4

Managing Change

Running a business in a networked world and delivering Services on Demand means managing
systems with the predictability of a data center and the agility of the Internet. Providing high
levels of availability while quickly responding to change are now prerequisites for increasing
profitability and retaining a competitive edge. Sun understands these needs, and is continually
developing applications and tools to help IT managers and administrators to do more with the
resources at hand.

Installing and maintaining software — operating systems, applications, and patches — are
some of the most time-consuming and error-prone tasks facing system administrators today. Installing
large numbers of similar servers can be complex, inconsistent, and inefficient. Upgrading and
patching software can typically require hours of planned downtime and unplanned downtime if
the upgrade fails.

With the Solaris System Management Solutions discussed below, administrators can move
towards optimizing systems provisioning and change management by automating the practice of

building, testing, deploying, and maintaining systems.

Sun Management Center Change Manager
Many of today’s enterprises rely on horizontally scaled server farms to provide software services. It

is common to see tens or even hundreds of replicated servers — each running an identical software
configuration — that provide a set of services such as Web, e-mail, directory, caching, and other
applications. The task of administering and provisioning a consistent software stack across this vast

array of systems has been complex, time- consuming, labor-intensive, and error-prone. Until now.
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Many organizations have large numbers of servers all delivering the same services, but each
requiring their own similar yet unique software configuration. For example, a customer might
provide Internet search services using 200 Sun servers, each one similarly configured and loaded
with similar software so that the entire server complex can support millions of customers.

Managing this number of servers can be costly in terms of administrator time without auto-
mated tools. Sun Management Center Change Manager makes it easier to manage large numbers
of servers in any type of environment.

Change Manager is designed to provide a fast and easy way to deploy software stacks
securely to a single server or groups of servers using Solaris Flash archives, enabling formal IT
procedures in a build-test-deploy-maintain model. The concept is simple: The administrator builds
and tests a prototype server, captures the entire software stack (Solaris OE, middleware, applica-
tions, and configuration) as a single, integrated software image in a Solaris Flash archive, then
uses the archive to install or upgrade a single server or a group of servers. In the case of the
customer example above, the administrator would configure one system and simply copy the
changes to all 200 of the systems, as opposed to manually installing and applying the changes
to each of the 200 servers individually, one at a time.

Change Manager helps to drastically increase the number of servers an administrator can
manage by:
¢ Reducing configuration complexity and installation time
* Improving deployment scalability

« Significantly saving time and manpower resources for server provisioning

Upgrading Existing Servers

Using Solaris Live Upgrade software, Change Manager enables automated software updates while
servers continue to run, avoiding interruptions to services. Integrated to work with Solaris Flash
technology, Solaris Live Upgrade software significantly reduces the downtime associated with an
operating system upgrade or maintenance. This functionality provides a mechanism to install a
Solaris Flash archive on an inactive boot environment while the active boot environment is fully
functional and unaffected by the installation. When the process is finished, a simple reboot will
migrate the system to the updated environment. Another reboot can roll the server back to the
previous system software configuration in the event that the upgrade has errors or is unsatisfactory.
Again, when administering hundreds of similar systems, this functionality can save a lot of time

and system downtime.

Reprovisioning Existing Servers

Using Change Manager, administrators can easily reconfigure a server from one type to another in
response to service-level demands and to meet SLAs. For example, at peak traffic periods on a Web
site, the administrator might reconfigure a cache server into a Web server to increase the level of

the Web server pool, sustaining a peak load.

Providing Revision Control

Using Change Manager, administrators can implement a high level of revision control for applica-
tions deployment. For example, revision 1.0 of a Web server — consisting of the OS, patches, Web
server, and applications — can be tested and deployed to n servers. As new patches and revisions
of software arise, the administrator can test modifications to the Web server stack and label it

revision 1.01, deploying the update to n servers as time permits.
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If a problem is discovered in production with v1.01, the administrator can roll back to vi.0.
Treating the complete application stack as a single, manageable object is a key step to providing a

build-test-deploy-maintain model and increasing efficiency.

Sun Cluster 3.0

Sun Cluster scalable services can help administrators deploy multiple instances of an application.
For example, more nodes can be added as the need for higher service levels grows.

The Global File Service (GFS) can be used for managing application changes. The administrator
can install multiple versions of an application on the GFS and then start and/or stop them when
necessary. If a new version of an application is unsatisfactory for some reason, the administrator
simply stops it and restarts the previous version. This functionality enables the administrator to
upgrade application software without having to reboot the system.

Sun Cluster software also makes updating applications easier. For example, it is far easier to
update SAP application server versions if they are deployed in a Sun Cluster environment because
only one set of SAP scripts needs to be updated. In a nonclustered environment, each server would

have to be updated individually.

Solaris 9 Operating Environment

Solaris Patch Manager Tool
Patch management features in the Solaris 9 OE are the most comprehensive ever offered for
Solaris software administrators — and they are designed to help reduce costs through increased
efficiency. With these patch management functions, administrators can easily analyze the patch
state of a system and automatically download the recommended patches. The administrator is
provided with the install order necessary to accommodate patch dependencies. Administrators
can use the patch management tools on local and remote systems. All patches delivered through
Solaris Patch Manager Tool are digitally signed to help ensure that the patches came from Sun
and have not been altered in transmission.

Figure 4 illustrates how Solaris System Management Solutions can be applied across the tiers

of a service architecture to manage change.

Tier 2 Tier 1
Tier 3 Application Web
Databases Servers Servers

» ~\ 0

{ Sun Management
Center Change
Manager

Sun Cluster

3.0
Solaris 9 Resource

\ Manager

\ Sun Management Center 3.0 J

( Solaris 9 Operating Environment ]




P18 Increasing Service Availability

Chapter 5

Increasing Service Availability

The advent of globally accessible Internet applications has given rise to the need for continuously
available, 24x7 services. Companies can no longer predict when clients will demand their services,
making it difficult to impossible to schedule planned downtime, and making unplanned downtime
unacceptable and very costly in terms of lost revenue and reputation.
Solaris System Management Solutions help provide continuous service availability by:

* Enabling System and Application Failover: Increasing profitability by offering reliable services
* Minimizing Planned and Unplanned Downtime: Increasing availability and administrator

efficiency and decreasing overtime costs
* Increasing Service Predictability and Resource Availability: Allocating resources when and

where they are needed

Sun Management Center 3.0

Sun Management Center increases availability by establishing an agent on each managed server
that allows it to evaluate both operating environment parameters (such as CPU utilization) and
hardware parameters (such as power supply temperatures). This enables the tool to do predictive
fault analysis, monitor performance, and isolate hardware and software faults — all increasing

server availability.
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Sun Management Center can direct the execution of server diagnostics and take pro-active
steps to prevent problems. It can, for example, notify an administrator when diagnostics indicate
an imminent failure of a CPU or disk drive, or when power supply operational parameters go out of
range. ldentifying problems before they result in a server shutdown helps increase uptime. It can
also perform predictive failure analysis, enabling administrators to predict potential memory or

disk hardware failures on a statistical basis, enhancing decision making and increasing availability.

System Reliability Manager

The OS Crash Dump Analyzer included in the System Reliability Manager helps administrators
monitor and analyze OS crash dump data to find the root cause of the problems and take corrective
action. This feature is crucial in preventing future crashes and helping to ensure higher system
reliability. It increases system availability by proactively notifying the administrator (via pager,
e-mail, etc.) when a crash dump is detected.

Service Availability Manager

The Service Availability Manager, another add-on application for Sun Management Center, monitors
the availability of the following Internet services:

* Web Servers utilizing HTTP protocol

¢ Directory services using LDAP/DNS/NIS protocols

* Mail services using SMTP/IMAP4/POP3 protocols

* FTP services

¢ Telnet protocol

¢ Solaris Calendar Services

To optimize the availability and accessibility of the services running on the Solaris OE, Service
Availability Manager enables system administrators to:
¢ Constantly monitor and confirm service availability at the end user's site
¢ Continuously measure and validate the delivered quality of service against the user's
predefined performance thresholds
* Proactively manage and receive notification of service availability problems

¢ Set alarm thresholds on the monitored properties

To help administrators provide consistent service and save time tracking and troubleshooting
potential problems, Service Availability Manager measures and displays:
¢ Specific configurations for a service request
¢ Service availability and uptime
« Total service processing time, network time, response time, resolution time, and connect time

¢ Data transfer rate
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Solaris 9 Resource Manager Software

A server that is operating normally but whose applications are resource-starved may as well be
down. Solaris 9 Resource Manager software greatly enhances application availability by helping to
ensure that available resources — including network bandwidth, CPU utilization, and physical
memory consumption — are divided so that one application cannot impair another’s ability to
provide services. This increases availability and service predictability by allocating of resources,

reducing costs, and giving IT managers the ability to offer consistent resource availability.

Note - Support for managing network bandwidth within Solaris 9 Resource Manager software is

expected to be available in Solaris 9 OE Update 1.

Availability With Sun Management Center Change Manager

Sun Management Center Change Manager enables administrator to update software while servers

continue to run, avoiding costly interruptions to services. Using Solaris Live Upgrade software,

Change Manager significantly enhances service levels by:

* Allowing software upgrades to be performed on an alternate system disk partition while the
system continues to run

 Enabling the administrator to roll back to a previous configuration if an upgrade is unsatisfactory
or fails

* Managing multiple boot environments for system maintenance or software upgrades

Additionally, Change Manager enables administrators to audit the software stack of any
single server or group of servers to compare them to a reference configuration This functionality
improves reliability and security by providing the administrator with the ability to track changes,
who made the changes, and when the changes occurred. It also enables the administrator to reset

the system back to a known state.

Field Replaceable Unit (FRU) Servers

Replacing a failed system is often much faster and efficient than trying to troubleshoot it. Change
Manager enables administrators to apply an FRU approach to a complete server by installing a
Solaris Flash archive from the Flash Archive Manager onto a spare server, providing a replacement

server in a relatively short period of time.

Sun Cluster 3.0

Sun Cluster software enables two or more servers to work together as a single entity to provide

high-availability applications, system resources, and data to users. The Sun Cluster architecture is
designed so that no single point of failure can bring the cluster down, with many multiple points
of failure protected. Redundant high-speed interconnects, storage system connections, and public
networks help ensure that cluster connectivity is immune from single failures. The software failover
feature automatically and transparently migrates an application to another server in the cluster in the

event of a failure so that clients continue operation uninterrupted.
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Solaris 9 Operating Environment

Sun designed the Solaris Operating Environment with a small, compact kernel that limits the
exposure to errors that can bring a system down. Its ability to quickly recover from errors is due
in part to powerful features such as, memory scrubbing, file system journaling, NFS failover, IP

network multipathing, and 1/0 multiplexing.

Memory Scrubber

Sun servers are built with ECC memory throughout, enabling them to correct any single-bit error

and detect double-bit errors. Detecting and correcting single-bit errors early reduces the possibility
of a single-bit error later becoming a double-bit error. The cache and memory scrubbers built into
the Solaris OE scan for undetected single-bit errors, writing back correct data so that subsequent

program references succeed without error. The memory scrubbers note when memory errors are
persistent, enabling administrators to replace defective memory modules before they can cause

a system outage.

File System Journaling

File System Journaling is bundled with the Solaris 9 OE, increasing recoverability by reducing file
system check times when the operating environment is rebooted. Journaling writes every file
system transaction to a journal before writing it to the actual file system structure, protecting

against file system corruption and making recovery from unexpected shutdowns easier.

NFS Failover
NFS failover enables client systems to retry network file accesses on an alternate server in the
event that the primary server fails. This feature enables the Solaris OE to continue executing

applications — even when its NFS server goes down.

Network Multipathing

Solaris IP Multipathing (IPMP), Sun’s Network Multipathing implementation for the Solaris 9
Operating Environment supports multiple paths for IP networks. Under normal operations, network
traffic is balanced across multiple devices. If a path becomes unresponsive, due to a failed network
interface card or an upstream switch or router, IPMP redirects network activity to the devices that
remain operational. When the problem is repaired, IPMP software restores traffic on the interface.
This feature enables the Solaris OE to automatically recover from single point of failuresin a

network infrastructure.

Sun StorEdge™ Traffic Manager

Sun StorEdge™ Traffic Manager software in the Solaris OE supports multiple paths for 1/0 devices
such as SCSI and Fibre Channel-accessible storage. Not only does I/0 multiplexing balance the
workload across multiple devices, it increases reliability by redirecting requests from a failed

interface card or storage device to one that is operational.
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Chapter 6

Conclusion

Today, IT departments are facing tighter budgets and increased expectations, forcing them to
accomplish even more with thinly stretched resources. They need solutions for simplifying manage-
ment processes, maximizing existing resources, managing change, and providing higher degrees of
service availability. When these solutions are implemented the right way, they can contribute signifi-
cantly to reducing the time and money spent by IT departments on managing system infrastructures.
Sun servers capitalize on Sun’s strength in scalability, availability, manageability and flexibility.
Enterprise management tools, however, must be designed to understand the systems they intend
to manage — and no one knows how to manage Sun hardware and operating systems better than
Sun. Because Sun develops both the processors and the platforms that run Services on Demand, it
is free to make processor- and architecture-specific software optimizations necessary to help provide
an automated, integrated approach to system management. As a result, Solaris System Manage-
ment Solutions provide administrators with the most comprehensive tools for managing Sun
systems, offering:
* Server consolidation, resulting in fewer, more cost-effective servers
* More efficient use of administration staff
* The most scalability, availability, manageability, and flexibility available anywhere
For organizations taking and maintaining a competitive edge by delivering Services on Demand,
Solaris System Management Solutions are ahead of the competition, providing services companies

need today to cost-effectively manage systems into the future.
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