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Enabling mobile devices to use two IP addresses.

Key feature highlights Today’s explosive levels of growth — in terms of bandwidth, networks, and digital devices — are

Enables transparent access to the Internet driving an even greater shift towards a services model of computing. The Services on Demand

from wired and wireless devices. such as approach moves the burden of a computing infrastructure from end users and their PCs to the
laptops, PDAs, handhelds, and digital

cellular phones.

organizations that provide the services. Since its inception in 1982, Sun has been driven by a
singular vision — The Network Is The Computer™ — and has helped businesses harness the trans-

forming power of the network in order to create, deploy, and deliver reliable Services on Demand.

Allows users to roam through and beyond As the foundation for the Sun™ Open Net Environment (Sun ONE) — Sun’s vision,

their enterprise, while maintaining their architecture, platform, and expertise for delivering Services on Demand — the Solaris™ 9 Operating

home [P address. Environment provides an integrated yet open architecture for building and deploying Services on

Delivers enhanced server availability. Demand. The Solaris 9 Operating Environment (OE) offers new levels of performance in scalability,

Adheres to IETF standards. availability, manageability, and security, and delivers a complete and highly refined environment

designed to enable customers to increase service levels while decreasing costs and reducing IT risks.

Enables seamless communication in

various locations.

Easy to configure and use.

Mobile Internet Protocol (IP)
Mobile IP enables the transfer of information
between mobile computers — laptops, per-
sonal digital assistants (PDAs), wireless Internet
devices, etc. With Mobile IP, a mobile computer
can change its location to a foreign network
and still be able to communicate as if it were
located on its home network.

Current versions of the Internet Protocol
(IP) assume that the point at which a computer
connects to the Internet or a network is fixed,
and that the IP address of the computer identi-
fies the network to which the computer is
attached. Due to these assumptions, datagrams
are sent to a computer based on the location
information contained in the IP address.

Many of today’s widely-deployed internet
protocols require that a node’s IP address
remain unchanged. This means that if a com-

puter or wireless device moves to a new net-

work while keeping its IP address unchanged,
the IP address no longer reflects the device’s
location. Consequently, network routing proto-
cols cannot route datagrams to the device
correctly. To communicate, the device would
have to be reconfigured with a different IP
address representing its new location every
time it moves.

Besides being cumbersome, changing the
address means the application will fail and
will need to be restarted. Under the current
Internet Protocol, if the device moves without
changing its address, it loses routing. If the
device does change its address, it loses any
current connections.

Mobile IP solves this problem by allowing
the mobile node to use two IP addresses. The
first address is its normal home address. The
second address is a “care-of address” that the

device borrows at each new network location.
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The Mobile IP feature in the Solaris Operating Environment " Aforeign agent server or router on the for-
facilitates the transfer of information between mobile com- elgn network that the mobile node visits
puters — laptops, personal digital assistants (PDAs), wire-
less Internet devices, and more — by allowing them to have
two addresses.

- Provides host routing services to the
mobile node

- Provides a care-of address to the mobile
node

- Provides “first-hop” routing services for the

mobile node

Mobile IP Data Communication
In this way, Mobile IP enables a mobile device The following diagram illustrates how a data-
gram moves from one point to another using

Mobile IP.

to roam freely on the Internet while allowing it
to use the same home address. Consequently,

communication activities are not Figure 1: Mobile IP Data Communication
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Mobile IP Functional Entities
Mobile IP introduces new functional entities
that include:

By using the above illustration’s Mobile IP
topology, the following scenario shows how a

datagram moves from one point to another

» A mobile node host or router that changes within the Mobile IP framework.

its point of attachment from one network « The correspondent node (node on any net-

to another work) sends a datagram to the mobile node

- Maintains all existing communications by by using the mobile node’s home address

using its home IP address (normal IP communication).

* A home agent server or router on the home

If the mobile node is not on its home net-

network of a mobile node work, the home agent knows to intercept

- Intercepts datagrams that are destined for the datagram.

the mobile node » The home agent forwards the datagram to

- Maintains current information on the the foreign agent. The home agent must

location of the mobile node “tunnel” the datagram so that the foreign

- Delivers the datagrams to the care-of agent’s IP address appears in the outer IP

address header.
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e The network routes the datagram as it
would any other datagram.

* The foreign agent receives the datagram,
sees it contains the datagram originally
addressed to the mobile node, and delivers
it to the mobile node.

» Datagrams sent from the mobile node to its
correspondent node are sent through the
foreign agent by normal IP routing proce-
dures. Either the foreign agent forwards the
mobile node’s datagram to its router as it
would any other datagram, or if the agents
are using a reverse tunnel, the foreign agent
“tunnels” the mobile node’s datagram to
the home agent, which then sends it to the
correspondent node exactly as it would any

other datagram.

Reverse tunneling is used in cases where
“Ingress Filtering” is present on any of the
networks between the foreign agent and the
correspondent node. Ingress Filtering provides
defense from hackers and would cause the
datagram to be discarded since its source
address is easily identified as being foreign
to that part of the network.

In the case of wireless communications,
the illustration depicts the use of wireless
transceivers to transmit the datagrams to
the mobile node. Also, all communications
between the correspondent node and the
mobile node use the home address of the
mobile node, even when the mobile node is
located on the foreign network. The care-of
address is used only for communication with
mobility agents, and is never seen by the

correspondent node.

Solaris Mobile IP Implementation
Mobile IP has been available in the Solaris
Operating Environment since June 2000. It
supports IP version 4 (IPv4) and is easy to
configure. Sun continues to track IETF stan-
dards and is committed to expanding Mobile
IP functionality in the future.
Mobile IP for the Solaris Operating
Environment supports the RFCs as defined
by the IETF.
¢ RFC 2002: IP Mobility Support (Agent Only)
¢ RFC 2003: IP Encapsulation Within IP
* RFC 2794: Mobile IP Network Access Identi-
fier Extension for IPv4
e RFC 3012: Mobile IP Challenge/Response
Extensions
* RFC 3024: Limited Private Address and

Reverse Tunneling Support for Mobile IP

The functionality in the following IETF
drafts are also supported in the Solaris
implementation of Mobile IP:
¢ |P Mobility Support for IPv4, Revised:
draft-ietf-mobileip-rfc2002bis-03.txt

* Mobile IP Vendor/Organization-Specific
Extensions: draft-ietf-mobileip-vendor-
ext-09.txt

As part of a commitment to providing
scalable, secure solutions to its users, the
Solaris home and foreign agents support
dynamic control of IPSec policies. Introduced
in the Solaris 9 Operating Environment, this
functionality enables authentication and
encryption protection algorithms of mobile
node traffic through IPSec.

The Solaris 9 Operating Environment also
introduces foreign agent support for mobility
advertisements and connection over dynamic
interfaces. This feature is useful when a
mobile node requests a connection through

a newly created PPP interface.
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About Sun ONE

The Sun Open Net Environment (Sun ONE) is
Sun’s vision, architecture, platform, and expertise
for delivering Services on Demand today and
in the future. Based on open standards such
as Java" and XML technology, Sun ONE pro-
vides a highly scalable and robust frame-
work for building and deploying a variety of
Services on Demand — from traditional Web-
based applications to future context-aware
Web services. By simplifying the way Web
services are created, assembled, and deployed,
the Sun ONE platform can enhance productivity,
speed time to market, and increase business

opportunities for enterprises worldwide.

System Requirements

Mobile IP is a feature of the Solaris Operating
Environment

For More Information
To learn more about Mobile IP and the Solaris
9 Operating Environment, visit sun.com/
solaris.

Mobile IP-related questions can be sent to
mobileip-questions@sun.com.

For additional information on Sun ONE,

visit sun.com/sunone.
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We make the net work.




