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Chapter 1

 

Executive Summary

 

For intelligent Web application configuration and deployment, the N1™ Grid Service Provisioning 

System has created a comprehensive, scalable solution. It automates application provisioning 

through one-touch configuration, deployment, and updating of thousands of servers. By eliminating 

manual tasks and centralizing the management of application provisioning, the N1 Grid Service 

Provisioning System enables IT organizations to accelerate application deployments, improve 

application availability, and reduce operational costs.

Security is essential for data center operations. This paper provides a two-part overview of the 

N1 Grid Service Provisioning System security design. Part I offers a high-level architecture description, 

introducing the basic components of the security architecture. Part II provides a more technical 

and detailed examination of the secure configuration and operation of the N1 Grid Service Provisioning 

System application, integrating all the security components introduced in the first part.

For a general overview of N1 Grid Service Provisioning System software, see the N1 Grid 

Service Provisioning System data sheet at sun.com/software/products/service_provisioning/

index.html. For step-by-step instructions on installing and operating N1 Grid Service Provisioning 

System software, see the product’s technical documentation at docs.sun.com.
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Chapter 2

 

Part 1: Security Design 
and Architecture

 

Many IT organizations operate their data centers from a few administrative desktops that connect 

securely to remote servers under management. Administrators connecting to production servers 

are required to strongly authenticate themselves, and data transmitted between administrative 

desktops and production servers is protected by encryption.

The N1 Grid Service Provisioning System was designed to support the security inherent in this 

remote management model, while at the same time introducing more powerful and flexible 

modes of operation.

 

Summary of N1 Grid Service Provisioning System Terminology

 

Before examining the product’s approach to security, it is useful to understand the basic elements.

•

 

N1 Grid Service Provisioning System Master Server (MS)

 

: A central application that maintains 

user records, server history and state records, modeling definitions, and other global data 

relating to the application deployment process.

•

 

N1 Grid Service Provisioning System Remote Agent (RA)

 

: A lightweight application that resides on 

each server managed by an N1 Grid Service Provisioning System installation. The Remote Agent 

accesses the local system environment on the server.

•

 

N1 Grid Service Provisioning System Local Distributor (LD)

 

: An application that acts as a caching 

proxy for resources to be deployed on servers, and as a forwarding gateway for commands to be 

executed by an RA.
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•

 

N1 Grid Service Provisioning System Command Line User Interface (CLUI)

 

: An application run 

from the command line that has access to all the functions of the N1 Grid Service Provisioning 

System.

•

 

N1 Grid Service Provisioning System Web User Interface (UI)

 

: A browser-based user interface 

for the N1 Grid Service Provisioning System.

•

 

N1 Grid Service Provisioning System User

 

: Any person using the N1 Grid Service Provisioning 

System for deployment or analysis, such as a member of the operations staff or a system 

administrator at the site where the N1 Grid Service Provisioning System is installed.

•

 

N1 Grid Service Provisioning System Administrator

 

: Any person providing system administration 

to the N1 Grid Service Provisioning System application itself.

 

N1 Grid Service Provisioning System Architecture

 

Figure 2-1 and Figure 2-2 present an overview of N1 Grid Service Provisioning System components 

and the paths of communication among them.

 

Figure 2-1: 

 

Outbound Communication Patterns from 
the Master Server

 

As shown in Figure 2-1, the Master Server (MS) initiates communication, on behalf of a user, 

with Local Distributors (LDs), or directly with Remote Agents (RAs). LDs act as caches for the data 

and commands being dispatched to the servers, and in turn, communicate with RAs, which are 

deployed on each managed server. Servers may be located in remote data centers.
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Figure 2-2: 

 

Inbound Communication to the Master 
Server

 

Figure 2-2 shows inbound communication to the MS. A user accesses the MS via the Web 

or a command line user interface (CLUI). A single machine hosts the N1 Grid Service Provisioning 

System application, including a Web server configured with a Tomcat JavaServer Pages™ (JSP™) 

technology-based engine, the CLUI server, and a PostgreSQL database that serves as the repository 

for N1 Grid Service Provisioning System objects.

 

Threat Model

 

The following are the most common security threats to an enterprise-class system management 

product. Unauthorized users attempt to execute these attacks in order to retrieve sensitive data 

from servers or disrupt the operation of servers in corporate data centers:

•

 

Passive attacks

 

 (such as packet sniffing) on all types of network connections (intranet 

and Internet)

•

 

Break in

 

 to external machines (local distributors and remote agents)

•

 

Active attacks

 

 on the external network (man-in-middle attacks, Internet Protocol or IP spoofing, 

and so on)

•

 

Unauthorized attempts

 

 to access internal machines (such as the MS)

 

Objectives of Security

 

To counter the threats listed above, the security design of an enterprise-class software product 

should include the following features:

•

 

Data Privacy

 

: Data is protected from disclosure at all times. For the purposes of this paper, data 

is defined to include any information (site content, user account information for the N1 Grid 

Service Provisioning System, deployment plans, configuration, and so on) transmitted between 

a user (Web UI, CLUI) and the MS, or between N1 Grid Service Provisioning System nodes (MS, 

LD, and RA).
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•

 

Data Integrity

 

: Data transmitted between users and N1 Grid Service Provisioning System nodes 

arrives unaltered — the system guarantees that changes are detected.

•

 

Authenticated Access

 

: A user’s identity is always correctly verified before obtaining access 

to the N1 Grid Service Provisioning System.

•

 

Authorization

 

: Privileges are assigned based on the user’s identity. These privileges determine 

the user’s ability to execute commands on the N1 Grid Service Provisioning System. They can 

only be assigned or changed by an N1 Grid Service Provisioning System administrator.

 

Overview of the N1 Grid Service Provisioning System 
Security Design

 

Data Privacy and Integrity

 

The N1 Grid Service Provisioning System ensures data privacy and integrity through the use of 

Secure Shell (SSH) and Secure Sockets Layer (SSL) technologies for all communication among 

users, as well as for communication among components of the system:

• The connection between the Web user and Web server on the MS is protected by SSL using 

the HyperText Transfer Protocol Secure (HTTPS).

• The connections between the CLUI client and the CLUI server on the MS, the MS and LDs, and 

LDs and RAs are all protected by an SSH tunnel. The design of the SSH tunnel ensures end-to-

end data privacy on the external network as follows: The MS invokes all remote commands on 

an LD (or RA) from within the SSH shell. In turn, the LD invokes the RA from within its SSH shell.

• The MS also ensures that no account or privilege permission data is ever sent to an LD or RA 

(that is, outside the intranet).

 

Authentication

 

The N1 Grid Service Provisioning System requires that a successful connection between its 

components must be preceded by strong authentication of the initiator. Requiring a connection 

from a trusted subnet, or the possession of a hardware token, can further restrict the initiation 

of a connection.

• Users authenticate themselves to the MS, logging in via the Web UI or CLUI. The N1 Grid Service 

Provisioning System offers a choice of authentication options, ranging from basic authentication 

(password-based) to strong authentication. The choice of strong authentication includes one-

time password schemes (such as S/Key), token-based authentication (for example, RSA SecurID), 

and certificate-based authentication. Strong authentication choices also offer a possibility for 

mutual authentication to ensure that the user is indeed connecting to the real MS and not 

some impostor (if a client UI is used over a public network).

• An LD does 

 

not

 

 accept incoming connections from any RA. In addition, the MS does 

 

not

 

 accept 

any connections from an LD or RA. Hence, no authentication of an LD (or RA) to the MS is needed.

• Strong authentication is used between the MS and an LD or RA, using the native capabilities of 

SSH. The LD initiates a connection to an RA only when prompted by the MS, and forwards the 

MS authentication credentials (SSH agent forwarding, see also Part II of this paper).
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Authorization

 

Permissions and authorizations are bound to sessions. The MS manages sessions centrally. It 

creates a session only after successfully authenticating a user; and it removes a session after 

the user has finished the intended tasks.

•

 

Session Management between a CLUI client and the MS

 

: The CLUI client on the user’s machine 

obtains a session token from the CLUI server, which in turn obtains this token from the MS. This 

session token is active and valid until the user logs out or the MS times out the session due to 

inactivity.

•

 

Session Management between a Web UI and the MS

 

: The Web server receives a session object 

from the MS and transforms it into an encrypted HyperText Transfer Protocol (HTTP) session 

cookie. Again, the MS destroys the session object when a user logs out or times out due to 

inactivity. The destruction of the session object invalidates the session cookie.

•

 

Permission Management

 

: Permissions are bound to session objects. They are derived from 

the identity of the user for whom the session was created. Granularity of permissions can be 

customized (access restricted to servers on a particular subnet, restricted to read-only access to 

data, authorized to deploy only a certain application, and so on). This fine-grained control over 

permissions allows both increased flexibility and security; more users in an organization can be 

given access to view information (such as the CIO or executive staff) while at the same time 

minimizing the number of people with the ability to effect changes to the data center environment.
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Chapter 3

 

Part II: Secure Configuration 
and Operation 

 

This section addresses the secure configuration and operation of the N1 Grid Service Provisioning 

System as it pertains to:

• Outbound communication (from the MS to LDs and RAs)

• Inbound communication (from users on remote machines to the MS)

• Configuration of the MS and LD host machines

• Configuration of the RA host machines

• Security aspects of embedded components within the MS (such as databases)

 

Configuration and Operation for Outbound Communication

 

Outbound communication concerns the connection between the MS and LDs or RAs, as depicted 

in Figure 2-1 and Figure 3-1. The N1 Grid Service Provisioning System relies on SSH for security of 

outbound communication. This does not require any integration work with SSH because the N1 

Grid Service Provisioning System invokes SSH commands in the same way an external user would. 

Therefore, the N1 Grid Service Provisioning System is compatible with any SSH product. However, 

it is strongly recommended that customers use SSH-2, which has superior cryptographic capabilities.
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Set Up:

 

 During set up of the N1 Grid Service Provisioning System, hosts of downstream nodes 

(in Figures 2-1 and 3-1) are SSH servers (running Secure Shell Daemon, or SSHD), and hosts of 

upstream nodes are SSH clients. That is, the MS is an SSH client, an LD is both an SSH server 

and a client, and RAs are SSH servers. Standard SSH installation and configuration for each 

participating host is required.

 

Figure 3-1: 

 

Outbound Communication and SSH

 

Through SSH agent forwarding, the LD can use information based on the MS private key to 

authenticate itself to an RA as a valid N1 Grid Service Provisioning System connection initiator. 

Note that an LD initiates a connection with an RA only if it is instructed to do so by the MS, and 

that the actual private key of the MS is never revealed to the LD.

 

Key Management, Authentication, and Encryption:

 

 A public/private key pair must be 

generated for the MS using the procedure provided by SSH. No other N1 Grid Service Provisioning 

System node requires a key pair because the N1 Grid Service Provisioning System uses SSH agent 

forwarding for the SSH client work done by any LD (see below). Furthermore, one key pair is 

sufficient for the MS because the MS needs only one identity. The private part of the key pair 

should be stored on removable storage only, such as a floppy disk. The public part of the key 

pair needs to be distributed to all the participating LDs and RAs.

The N1 Grid Service Provisioning System uses SSH agent forwarding, as depicted in Figure 3-1. 

In this setup, the SSH agent on the MS stores the private key in Random-Access Memory (RAM) as 

long as the SSH process is running, and the SSH agents on LDs act as proxies for the MS. A quick 

step-by-step explanation shows:

 

1.

 

A user logs into the MS, starts up an SSH (client) process, and provides this process with the 

private key (from a floppy disk).

 

2.

 

The SSH agent stores the private key in RAM.

 

3.

 

The SSH client on the MS then connects to the appropriate LDs and authenticates itself to the 

LDs using its private key.
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4.

 

An LD uses the public key of the MS to verify the authenticity of the connection request.

 

5.

 

As a consequence of the data communicated by the MS, the LD might need to open connections 

to appropriate RAs.

 

6.

 

The LD authenticates itself to an RA by having its SSH agent rely on the SSH agent of the MS 

(which has the private key) to provide the required authentication data. The LD can be an 

authentication proxy only if the MS already has an open connection to this LD. The LD cannot 

spontaneously open an authenticated connection to an RA.

 

7.

 

The RA uses the public key of the MS to verify the authenticity of the connection request.

 

8.

 

For each authenticated connection, the upstream node uses the MS private key, and the 

downstream node uses the MS public key to create session keys for data encryption.

 

End-to-End Security:

 

 As explained previously, the MS invokes SSH connections with both LDs 

and RAs (either directly or via an LD). After connections are established, the MS invokes all commands 

on the LDs (and RAs) from within the corresponding local SSH shell.

 

Configuration and Operation for Inbound Communication

 

Inbound communication concerns the connections between a user and the MS host, as depicted 

in Figure 2-2. There are two separate N1 Grid Service Provisioning System client user interfaces — 

the command line user interface and the Web user interface. If it is desired to use these interfaces 

from remote machines, the N1 Grid Service Provisioning System relies on SSH for securing the 

command line user interface (CLUI), and SSL for securing the Web user interface.

 

CLUI SSH Setup:

 

 The MS host is an SSH server (running sshd), and each host of a CLUI client 

is an SSH client. The CLUI client can be configured to always use SSH to connect to the MS 

transparently to the user. If multiple N1 Grid Service Provisioning System users are connecting 

to the MS from the same CLUI client host, a common user account (user ID) can be created.

 

Note – 

 

SSH for the CLUI merely provides transport-level data privacy and authentication. 

Application-level authentication is established when a user logs into the N1 Grid Service Provisioning 

 

System application, as described below.

 

CLUI SSH Key Management:

 

 Each CLUI client host must generate a key pair. The key pair is 

associated with the common user account. An SSH agent should be used on the client host. The 

CLUI can then invoke SSH transparently to the user and obtain the corresponding private key from 

the SSH agent. The private key should be saved on removable storage. The public key needs to be 

distributed onto the MS.

 

Web UI SSL Configuration:

 

 The MS contains a Web server. This Web server needs to be configured 

for SSL use. In addition to setting a few configuration values and generating a private/public key 

pair, a certificate must be installed. The Web server uses the certificate to authenticate itself at 

the beginning of an HTTPS connection and to distribute its public key. A certificate can be obtained 

from any recognized certificate authority (CA), such as VeriSign.
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N1 Grid Service Provisioning System MS Access Configuration:

 

 The N1 Grid Service Provisioning 

System application is a 100% Pure Java™ application and therefore allows access control via Java™ 

virtual machine (JVM™) access policy files. These policy files should be used to restrict access of the 

N1 Grid Service Provisioning System to ports 8080 (HTTPS or SSL for the Web UI) and the CLUI port 

(configurable during the installation of the MS application). Furthermore, access to these two 

ports should be restricted as follows:

• CLUI port is accessible only to “localhost.” This forces all connections from a CLUI client to 

use SSH. The CLUI client connects to the MS host, rather than directly to the N1 Grid Service 

Provisioning System application, via SSH, and then connects to the N1 Grid Service Provisioning 

System application via a command from within the local SSH shell.

• Web UI SSL port is only accessible from trusted subnets in the enterprise.

 

Strong Application-Level (N1 Grid Service Provisioning System) User Authentication:

 

 The N1 

Grid Service Provisioning System offers a pluggable API for strong user authentication. This API is 

based on the Java Authentication and Authorization Service (JAAS), a package that implements a 

Java technology version of the standard Pluggable Authentication Module (PAM) framework. This 

enables easy integration with strong authentication methods such as RSA SecurID, S/Key, Kerberos, 

and others.

 

N1 Grid Service Provisioning System Authorization Management:

 

 An N1 Grid Service 

Provisioning System administrator can set permissions for each N1 Grid Service Provisioning 

System account or groups of accounts. These permissions determine which hosts, plans, and 

notification rules can be accessed by the owners of the accounts. By minimizing the number of 

users who have access to a given server, and specifying the changes that a user or user group is 

allowed to make on that server, N1 Grid Service Provisioning System administrators can improve 

the server’s integrity and assure that all changes can be accounted for.

 

Hardening the Master Server and Local Distributor Hosts

 

The host for the Master Server should be hardened in much the same way a Domain Name Server 

(DNS) server is typically treated. These precautions include:

• Apply the latest security patches to remove operating system (OS) security holes.

• Disable 

 

all

 

 extraneous network services, in particular all “r” commands (rsh, rlogin, and so on), 

as well as sendmail, FTP, telnet, and so on.

• Maintain only the minimum number of user accounts.

• Minimize the number of applications running on the machine (preferably only the N1 Grid 

Service Provisioning System).

• Place the MS host in a safe subnet within the enterprise (as with any other host with sensitive 

administrative capabilities).

• Insist on strong passwords for N1 Grid Service Provisioning System user accounts, and minimize 

the number of accounts given out.
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Remote Agent Capabilities

 

As explained previously, all the SSH shells that the N1 Grid Service Provisioning System uses run 

under the user ID “N1 Grid Service Provisioning System.” However, for certain plan operations 

(for example, starting or stopping a Web server) the RA needs to run as 

 

root

 

 on the RA host.

The N1 Grid Service Provisioning System design for solving this issue is as follows:

• A wrapper (jexec) is installed as part of the N1 Grid Service Provisioning System agent software. 

The wrapper’s only job is to invoke the RA (and its JVM machine). The wrapper is owned by 

 

root

 

. 

It is placed in a directory with owner “N1 Grid Service Provisioning System,” and 

 

execute 

permission

 

 for all the files is in the directory “N1 Grid Service Provisioning System.” The 

wrapper is a SETUID program, that is, any program calling 

 

jexec

 

 executes as user 

 

root

 

.

• A plan execution involves the MS (and LD), running as user “N1 Grid Service Provisioning 

System,” invoking the jexec wrapper on the RA host. The wrapper, running as root, in turn, 

invokes the N1 Grid Service Provisioning System agent proper, also running as root.

 

Secure Design of jexec Wrapper

 

: The wrapper has been designed for simplicity. It touches only 

a few resources directly (such as the directory path for calling the JVM) or indirectly (for example, 

JVM libraries). It is therefore an easy administrative task to write-protect these resources at installation 

time from anybody other than root or privileged administration user IDs. This ensures safe execution of 

the wrapper and the N1 Grid Service Provisioning System agent on a host, protecting against any 

other user obtaining undesired privileges.

 

Additional Components of the Master Server

 

As depicted in Figure 2-1, the N1 Grid Service Provisioning System application for the Master 

Server comprises a number of components, including a Tomcat JSP engine (and Web server), 

and PostgreSQL database. Both Tomcat and PostgreSQL are embedded components of the N1 

Grid Service Provisioning System. As such, their default configuration makes them inaccessible 

via direct access over the network, which, for security reasons, is the preferred setting.
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Chapter 4

 

Summary

 

This paper has introduced the security design and secure operation guidelines of the N1 Grid 

Service Provisioning System. These security features are designed to provide robust protection 

against most, if not all, security threats, including passive attacks, active attacks, and other 

unauthorized attempts at system access.

The N1 Grid Service Provisioning System guards against passive attacks by using industrial- 

strength encryption in a strictly end-to-end fashion for each communication. It keeps those who 

would intrude into external machines at bay by strictly disallowing any upstream connection 

requests. The N1 Grid Service Provisioning System requires strong authentication for successful 

connections, and features a strong security design of the remote agent, the only part with root 

access to a machine.

Active attacks on external networks are thwarted by the combination of end-to-end encryption 

and strong authentication. Finally, unauthorized attempts to access internal machines are blocked 

on the application level by strong authentication, and on the network level by the hardening of 

any MS host.

Consequently, the N1 Grid Service Provisioning System delivers high security assurance, 

in most cases surpassing the security standards and protocols of IT operations today.
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