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Chapter 1

Introduction

The growth in network traffic and high-bandwidth connectivity has placed increased demands on
today’s Internet data centers to push more HTML content out to the Internet. This acceleration
has particularly impacted Web serving.

To meet these new requirements, operating systems and Web servers have incorporated
significant improvements in scalability and performance in recent releases. As a result, for the
same computing capacity, today’s Web server systems can sustain much higher user loads.

Solaris™ Network Cache and Accelerator (NCA) technology enables the increased server
capacity required by today’s Web centers.

Solaris NCA Overview
The Solaris NCA software helps increase Web server performance by maintaining an in-kernel

cache of Web pages that have been recently accessed by HTTP requests.

When a user requests an HTML page contained in the Solaris NCA cache, the page is served
directly from the Solaris NCA cache with no Web server involvement. This results in large performance
improvements, since a Web page served from the cache requires less instructions to be processed.

Solaris NCA also incorporates other design changes that improve performance when a page
needs to be processed by the Web server.
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Solaris NCA Chronology

* Solaris NCA was first introduced in the Solaris 8 Operating Environment (OE)
with a DOORs-based interface to the Web server.

* In Solaris 8 OE, Update 7/01, a sockets interface to Solaris NCA was introduced. This new inter-
face allows Solaris NCA to run with the most popular Web servers. The Solaris 8 Update 7/01
release also introduced the sendfilev() system call, which allowed an application to send
multiple vectors or data and file descriptor to Solaris NCA.

* Further refinements, including multiple-server instance support, are planned for a future
release of the Solaris 9 OE.

Why Is Solaris NCA Important?

Solaris NCA provides:

* Increased server capacity. A Web server using Solaris NCA can process many more user requests
per second than the same Web server that is not using Solaris NCA.

 Better return on investment (ROI): The increased server capacity translates to a lower cost per

transaction, and reduces the number of systems required to do the same amount of work.

©2002 Sun Microsystems, Inc.
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Chapter 2

Using the Solaris Network Cache
and Accelerator

Solaris NCA is fully implemented in the Solaris OE. It does not require additional hardware.

Solaris NCA Architecture

Solaris NCA consists of the following components:
¢ Solaris NCA technology-enabled Web server: httpd
* Kernel module: ncakmod
¢ The kernel module ncakmod maintains the cache of Web pages in system memory. It also
communicates with a Web server, httpd, through a sockets interface (family type AF_NCA).
* The kernel module also provides a logging-facility, which logs all HTTP cache hits. Solaris NCA
logging writes HTTP data to the disk in binary format and provides the utility for converting

binary log files to common log format (CLF).

How Does Solaris NCA Work?

In the absence of Solaris NCA, the data flows from the Network Interface Card (NIC) to the Web
server through the IP and TCP layers.

As shown in Figure 2-1:, once Solaris NCA is enabled, the request flow between the client and
the Web server happens as follows:
1. An HTTP request is made from the client to the Web server.
2. Packet from the client hits the Solaris NCA Packet Switch.
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3.The Solaris NCA Packet Switch looks at the port number, and decides if the incoming packet is
meant for NCA(dport=80) or IP.

4. Solaris NCA IP (which is optimized for Solaris NCA), processes the packets.

5. Solaris NCA TCP (which is optimized for Solaris NCA), looks up the connection or creates a new
one, and passes the packet to the HTTP Parser.

6. The HTTP engine parses the packet, while the Cache Manager checks with the Kernel Cache to
find out if it is a static request and if the page is cached.

7.If the page is in cache, the in-kernel cache Web page is returned.

8.If the page is not in cache, the request goes to the Web server to retrieve or update the page.

9. Depending on the HTTP protocol semantics used in the HTTP response, the page is cached or
not, and then returned to the client. If the Pragma: No-cache header is included in the HTTP
request, the page is not cached.

Figure 2-1: The conventional flow of data when

Solaris NCA is enabled
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When to use the Solaris NCA

The Solaris NCA should run on a dedicated Web server. Simultaneously running large CPU- and mem-

ory-intensive processes on the same server that is running the Solaris NCA may cause problems.

Web Servers Supported

The Solaris NCA uses a sockets interface through which Web servers can communicate with mini-
mal modifications. It works with the most popular socket-based Web servers, such as the Sun™
ONE Web Server, Apache, AOL, and Zeus, without protracted modifications. These modifications

include only changes in the configuration files, not source code changes.
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Chapter 3

Planning and Implementation

This section describes the process of planning for and implementing Solaris NCA in the Solaris OE.

System Requirements for Solaris NCA

To support Solaris NCA, the system must meet these requirements:
* 256-Mbytes RAM
¢ Solaris 8 OE, update 7/01 or later

Installation and Configuration

Libraries

If a Web server does not use a native Solaris NCA sockets interface (that is, a socket of type
AF_NCA/PF_NCA,ncad_addr.so) , it can be preloaded. Add a line such as LD_PRELOAD=/
usr/lib/ncad_addr.so/usr/sbin/httpd in the Web server startup script.

How to Configure Web Servers to Use Solaris NCA

1) Register the interfaces
Enter the names of each of the physical interfaces in the /etc/nca/nca.if file
(See the nca.if(4) man page for more information).

# cat /etc/nca/nca.if
hmeO
hmel
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For each interface, there must be an accompanying hostname.interface-name file and an
entry in /etc/hosts file for the contents of hostname.interface-name. To bring up the Solaris
NCA feature on all interfaces, place an asterisk (*) in the nca.if file.

2) Enable the ncakmod kernel module
Change the status entry in /etc/nca/ncakmod.conf to enabled.
# cat /etc/nca/ncakmod.conf

#

# NCA Kernel Module Configuration File

#

status=enabled
httpd_door_path=/var/run/nca_httpd_1.door
ncad_status=disabled

nca_active=disabled

See the ncakmod.conf(4) man page for more information.

3) Enable NCA logging
Change the status entry in /etc/nca/ncalogd.conf to enabled.
# cat /etc/nca/ncalogd.conf

#

# NCA Logging Configuration File

#

status=enabled

logd_path_name="/var/nca/log"

logd_file_size=1000000

The location of the log file can be changed by changing the path indicted by the

logd_path_name entry. See the ncalogd.conf(4) man page for more information.
How to Disable Caching of Web Pages

1) Disable the ncakmod kernel module
Change the status entry in /etc/nca/ncakmod.conf to disabled.

# cat /etc/nca/ncakmod.conf

# NCA Kernel Module Configuration File

#

status=disabled
httpd_door_path=/var/run/nca_httpd_1.door
ncad_status=disabled

nca_active=disabled

See the ncakmod.conf(4) man page for more information.

2) Disable NCA logging
Change the status entry in /etc/nca/ncalogd.conf to disabled.
# cat /etc/nca/ncalogd.conf

#

# NCA Logging Configuration File

#

status=disabled

logd_path_name="/var/nca/log"
logd_file_size=1000000

See the ncalogd.conf(4) man page for more information.
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3) Reboot the server

How to Enable or Disable Solaris NCA Logging
Solaris NCA logging can be turned on or off as needed once the program is enabled. (See “How to

Enable Caching of Web Pages” for more information.)

1) Change Solaris NCA logging
To permanently disable logging, the status in /etc/nca/ ncalogd.conf to disabled must be
changed, and the system rebooted. See the ncalogd.conf  (4) man page for more information.

To stop logging
Type the following command:
# letc/init.d/ncalogd stop

To start logging
Type the following command:
# letc/init.d/ncalogd start

2) How to Load the Solaris NCA Socket Utility Library
Follow this process only if the Web server does not provide native support of the AF_NCAsocket.
Add a line to the Web server startup script that causes the library to be preloaded. The line
should look something like this:
LD_PRELOAD=/usr/lib/ncad_addr.so /usr/bin/httpd

Tuning Solaris NCA for Maximum Performance

Tuning Solaris NCA for maximum performance is recommended only if the Web server software
runs on a dedicated Web server machine. This tuning allocates more memory for caching the
pages. The variables should be set in /etc/system

nca:ncda_conn_hash_size
Controls the hash table size in the Solaris NCA module for all TCP connections.
Adjusted to nearest prime number.

minimum: O

maximum: 201326557

default: 383

When to Change:

This should be changed when the Solaris NCA TCP hash table is too small to keep track of the
incoming TCP connections, many TCP connections are grouped together in the same hash table
entry. This situation is indicated when Solaris NCA is receiving many TCP connections and perfor-
mance is decreasing.

nca:nca_conn_req_max_q

The maximum number of pending TCP connections for Solaris NCA to listen on.
minimum: 0
maximum: 4,294,967,295
default; 256
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When to Change:

This should be changed when Solaris NCA closes a connection immediately after it is established
because it already has too many established TCP connections. If Solaris NCA is receiving many TCP
connections and can handle a larger load, but is refusing additional connections, increase this

parameter to allow it to handle more simultaneous TCP connections.

nca:nca_conn_req_max_qo
The maximum number of incomplete (three-way handshake not yet finished) pending TCP connec-
tions for Solaris NCA to listen on.

minimum: 0

maximum: 4,294,967,295

default: 1024

When to Change:

This should be changed when Solaris NCA refuses to accept more TCP connections because it
already has too many pending TCP connections. If Solaris NCA is receiving many TCP connections
and can handle a larger load, but is refusing additional connections, increase this parameter to

allow Solaris NCA to handle more simultaneous TCP connections.

nca:nca_ppmax
Maximum amount of physical memory (in pages) used by Solaris NCA for caching the pages.
Should not be more than 75 percent of total memory.

minimum: 1% of physical memory
maximum: limited by amount of physical memory
default: 25% of physical memory

When to Change:

This should be changed when using Solaris NCA on a system with a great deal of memory (more
than 512 MB). If a system has physical memory that is not being used, increase this parameter so
that Solaris NCA will efficiently use memory to cache new objects and increase the system’s perfor-
mance. nca_ppmax should be increased in conjunction with nca_vpmax, unless the system has
more physical memory than virtual memory (a 32-bit kernel having greater than four gigabytes of

memory). Use pagesize(1) to get the page size on the system.

nca:nca_vpmax
Maximum amount of virtual memory (in pages) used by Solaris NCA for caching pages. Should not
be more than 75 percent of the total memory.

minimum: 1% of virtual memory
maximum: limited by amount of virtual memory
default: 25% of virtual memory

When to Change:

This should be changed when using Solaris NCA on a system with a great deal of memory (more
than 512 MB). If a kernel has virtual memory that is not being used, increase this parameter so
that Solaris NCA willefficiently use memory to cache new objects and increase the system’s perfor-
mance. This should be increased in conjunction with nca_ppmax and should be approximately the

same as nca_vpmax, unless the system has more physical memory than virtual memory.

©2002 Sun Microsystems, Inc.
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General System Tuning

Apart from Solaris NCA tuning, general system tuning can also improve performance. When using

Sun Gigabit Ethernet cards, set it in interrupt mode for better results.

sq_max_size
The depth of the syncq (number of messages) before a destination streams queue generates a
QFULL

minimum: 1

maximum: 0 (unlimited)

default: 2

When to Change:

When Solaris NCA is running on a system with a great dealof memory, increase this parameter to
allow drivers to queue more packets of data. If a server is under heavy load, increase this parame-
ter so that modules and drivers may process more data without dropping packets or becoming

backlogged.

ge:ge_intr_mode
Enable the GE driver to send packets directly to the upper communication layers rather than
queueing.

minimum: 0

maximum: 1

default: 0 (Queue packets to upper layers)

When to Change:
When Solaris NCA is enabled, set this parameter to 1, so that the packet is delivered in interrupt
mode for faster processing.
For example, a system with four gigabytes of memory and booted under 64-bit kernel should
have the following setting in /etc/system . (Note: pagesize(1)  can be used.)
set sq_max_size=0
set ge:ge_intr_mode=1
set nca:nca_conn_hash_size=82500
set nca:nca_conn_req_max_qg=100000
set nca:nca_conn_req_max_qg0=100000

set nca:nca_ppmax=393216
set nca:nca_vpmax=393216
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Performance Data

Independently published results show that the performance of a commercial Web server on a
900-Mhz Sun Fire™ 280R with the Solaris NCA is 73 percent better than a one-gigahertz Intel-based
Hewlet Packard system with Linux that is running the same commercial Web server. Both of these
systems were tested without the LSO network interface cards (NIC). These results are posted at:

http://www.spec.org/osg/web9g9/results/webg9g.html.
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Conclusion

The Solaris NCA can improve the performance of most popular Web servers, making it easier to
efficiently manage resources and provide a higher level of service. It allows service providers to
manage Web services across a heterogeneous network, without having to port to multiple Web
servers. Solaris NCA also reduces the number of systems required to do a particular task, enabling

better utilization of existing resources and resulting in lower cost of ownership.
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References

The following sections cover the files and components that are need to use Solaris NCA. Also,
specifics about how Solaris NCA interacts with the Web server are included.

1./etc/hostname  .* Lists all physical interfaces configured on the server.

2. /etc/hosts Lists all host names associated with the server. Entries in this file must match

with entries in /etc/hostname.* files for Solaris NCA to function.

3. /etc/init.d/ncad Solaris NCA door server startup script run when a server is booted.
4. /etc/init.d/ncakmod Solaris NCA server startup script run when a server is booted.
5. /etc/init.d/ncalogd Solaris NCA logging startup script run when a server is booted.
6. /etc/nca/nca.if Lists the interfaces on which Solaris NCA is run

(see the nca.if(4) man page).

7./etc/nca/ncakmod.conf Lists configuration parameters for Solaris NCA (see the
ncakmod.conf(4) man page).

8. /etc/nca/ncalogd.conf Lists configuration parameters for Solaris NCA logging (see
the ncalogd.conf(4) man page).

9. /usr/bin/ncab2clf Command used to convert data in the log file to Common Log File
format (see the ncab2clf(1) man page).

10./usr/lib/net/ncaconfd Command used to configure Solaris NCA to run on multiple
interfaces during boot (see the ncaconfd (1M) man page).

11./var/ncallog Holds log file data; in binary format, so do not edit this file.
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