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Chapter 1

Executive Summary

NIS+ was designed as a replacement to NIS, providing naming services for large organizations. Its

hierarchical architecture, strong user and workstation authentication, and incremental update

capability is better suited than its predecessor for environments with tens of thousands of users.

More recently, LDAP directory services have emerged as an industry-standard way to consoli-
date and manage user and system information for very large organizations. LDAP directories are
capable of becoming the central repository for all user, group, and access control information.
New in the Solaris™ 9 Operating Environment (OE) is an integrated LDAP directory service —

the Sun™ ONE Directory Server 5.1 software. Previous versions of the Solaris OE included LDAP

directory software, but it was copackaged (shipped in the box, but not otherwise integrated). Sun

ONE Directory Server 5.1 software offers a number of advantages over NIS+ and other directory

services, including:

 Greater scalability: The Sun ONE Directory Server can scale to millions of entries. Its architec-
ture, performance, and administration tools support large-scale deployment.

¢ Greater deployment flexibility: Information can be stored and retrieved using industry-standard
protocols. A centralized repository of user information can be used by virtually every applica-
tion.

 Superior availability: The Sun ONE Directory Server offers multiple-master replication, providing
fault tolerance and write-failover capability.

¢ Standards-based security: Enhanced authentication mechanisms offer greater security for enter-
prise applications and services. LDAP offers standards-based password mechanisms and

encrypted transactions. Access control instructions (ACIs) enable fine-grain permission control
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down to individual attributes in LDAP. As well, user changes and deletions can be automated to
ensure that appropriate privileges are enforced across the organization.

* Lower cost: Compared with maintaining multiple naming services and directories across an
organization, a centralized directory service helps cut costs by reducing duplication and over-

lapping efforts.

Any Solaris 9 OE system, including NIS+ clients, can use the LDAP API and tools built on the
LDAP API, such as Idapsearch(1), to access LDAP data. When a Solaris 9 OE system has been
set up (using Idapclient(1M) ) to use LDAP as a naming service — for user login, host name
to address translation, and so on — it is referred to as a “Native LDAP” client. A system cannot be
an NIS+ and Native LDAP client at the same time; in particular, a NIS+ server system cannot be
made a Native LDAP client while it remains a NIS+ server.

Sun Professional Services personnel are available to assist organizations in their transition
to an LDAP naming service, including all aspects of the transition such as design, test, and
implementation.

This paper is intended to be a resource to system administrators who want to migrate from
an NIS+ naming service environment to the LDAP directory service which is available in the Solaris
9 OE. The reader is assumed to be familiar with naming services. This document offers a brief over-
view of both the NIS+ naming service and LDAP directory services, as well as transitioning from
NIS+ to LDAP. In addition, detailed information on the Sun ONE Directory Server 5.1 implementa-

tion in the Solaris 9 OE is included. Additional information on LDAP is available at docs.sun.com.

©2002 Sun Microsystems, Inc.
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Chapter 2

Introduction — NIS+ and LDAP

NIS+

The NIS+ naming service enables administrators to store information about machine addresses,
security information, mail information, Ethernet interfaces, and network services in central loca-
tions where all machines on a network are able to access it. This configuration of network infor-
mation is referred to as the NIS+ namespace.

The NIS+ namespace is hierarchical, and is similar in structure to the UNIX® directory file
system. The hierarchical structure allows a NIS+ namespace to be configured to conform to the
logical hierarchy of an organization. The namespace's layout of information is unrelated to its
physical arrangement. Thus, a NIS+ namespace can be divided into multiple domains that can be
administered autonomously. Clients may access information in other domains in addition to their
own, if they have the appropriate permissions.

NIS+ uses a client-server model to store and access the information contained in an NIS+
namespace. Each domain is supported by a set of servers. The primary server is called the master,
and secondary servers are called replicas. Both master and replica servers run NIS+ server soft-
ware, and both maintain copies of NIS+ tables. Changes made to the NIS+ data on the master
server are propagated incrementally and automatically to the secondary servers.

To protect the structure of the namespace and its information, NIS+ includes a sophisticated
security system. It uses authentication and authorization to verify whether a client's request for
information should be fulfilled. Authentication determines whether the information requester is a
valid user on the network. Authorization determines whether a particular user is allowed to have

or modify the information requested.
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LDAP

Previous naming services, such as NIS+, were designed for specific purposes such as storing infor-
mation about system resources and user accounts. Application access to NIS+ directories was
achieved through APIs specifically created for this purpose. Applications used these APIs through
procedure calls. This worked well in a configuration that relied solely on the Solaris OE, but
required porting of relevant portions of the ONC+ software to platforms other than Sun™ platforms
before the applications could use NIS+.

A more general-purpose directory service was needed, so CCITT and ISO (two standards bod-
ies) developed a specification — the X.500 protocol. In addition to defining an access protocol, the
X.500 specification also spelled out a set of rules for defining directory object names so they could
be easily located. While the overall definition of X.500 was sound, the implementation was gener-
ally considered cumbersome to use.

CCITT and ISO then created another version of the X.500 specification, called the Lightweight
Directory Access Protocol (LDAP), which enjoys wide industry acceptance. While LDAP naming
services offer the same features and functionality as NIS+, they also offer compatibility across
multiple applications in heterogeneous environments, flexible user access control, and incremen-
tal data pushes between master and replica servers. Overall, LDAP directories can provide the
scalability and flexibility required in very large installations.

LDAP may be used to replace existing application-specific directories and consolidate informa-
tion. LDAP-compliant systems can leverage a single master directory that controls all user, group,
and access control information. A unified directory provides this information for all applications
and systems on the network. This means that in a properly developed environment, directory-
enabled applications can take advantage of changes made to an LDAP directory. For example,
when adding information about a new user, administrators perform this task only once through a
single interface. The user has immediate access to a UNIX user account, mail address and aliases,
membership in departmental mailing lists, access to restricted Web servers, and inclusion in job-
specific restricted newsgroups. In addition, the user could be instantly granted profiled access to

other enterprise-specific services or applications.

TABLE 1 NIS+ and LDAP Feature Comparison
NIS+ LDAP
Hierarchical DIB1 X X
Dynamic Updates2 X X
Distributed DIB3 X X
Extensible DIB4 X X
Dynamic Replications X X
Incremental Updates X X
Authentication X X
Access Control X X
Complex Data X
Multiple-Master X

Replication

©2002 Sun Microsystems, Inc.
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TABLE 1 NIS+ and LDAP Feature Comparison
NIS+ LDAP
Data storage Multicolumn tables Directories (varied)
Server Names Master/Replica Master/Replica

Diffie-Hellman
Security public key SSL, SASL/MDs
authentication

Implementation Scale LAN Global

Table 1 Notes:

1. Hierarchical Directory Information Base (DIB) — The ability to organize the name space in a
layered, tree-like structure.

1. Dynamic Updates — The ability to add, modify, and delete information in the name space and
have those changes be immediately visible to users of the service.

2. Distributed Directory Information Base (DIB) — The ability to service the namespace from multi-
ple nodes on the network.

3. Extensible Directory Information Base — The ability to dynamically expand the type of informa-
tion stored as part of the namespace.

4.Dynamic Replication — The ability to dynamically propagate changes made to the DIB to
other nodes that serve the DIB.
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Chapter 3

LDAP Overview

LDAP is an interface standard for accessing a directory service. It is referred to as “lightweight”
because is relatively easy to use and implement, especially when compared to X.500 protocol
directory services, or services that use complex encoding mechanisms and require the use of
special protocol stacks. LDAP runs on top of the TCP/IP protocol, enabling many operating systems
to take advantage of its features and capabilities without requiring specialized client software, or
proprietary stacks. Its industry-standard interfaces offer organizations a choice of which directory
services they will use. A number of vendors provide LDAP directories, ensuring that users are not
locked into a proprietary model.

In general, an LDAP directory is a repository of data that contains information about objects,
such as information on people and resources. LDAP directories can also provide information
relating to network services such as print services or other IT network resources. These entries
are stored in a hierarchical (not relational) namespace capable of supporting large amounts of
information.

LDAP-compliant systems can leverage a single master directory that contains all user, group,
and access control information. LDAP directories may act as a central repository for information
that is used by various systems, applications, and services for access control and fast data queries.
Unifying directory information eliminates redundancy, which can help lower the total cost of
ownership (TCO). In addition, a unified directory service can help applications run both inside and
outside an organization. This enables participation by partners, customers, and suppliers in

network applications.
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Figure 4-1: Sample directory information tree
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The LDAP architecture may be more easily understood by examining the four models it
supports:
¢ Information: Defines how entries in the directory are organized
¢ Naming: Describes the syntax and structure of directory entries
¢ Functional: Describes the bind operation

¢ Security: Defines access rights for authenticated users

Information Model

Entries are arranged in a tree-like structure called the directory information tree (DIT). A sample is
shown in Figure 1. At the top of the DIT is the directory root, which is identified by the server name
and port number on which the directory service is running. Multiple instances of the directory
service can be running on the same server with each instance having its own DIT. Below the direc-
tory root is the directory suffix, of which there may be several per DIT. Suffixes can be expressed as
an organization(o=) or as an Internet-style domain component (dc=) . The domain-based for-
mat typically mirrors a company’s DNS domain address and is expressed as domain component
(dc) entries.

Located below the suffix are organization unit (ou) entries. These entries can be nested, so
an ou may contain other organization units. The name chosen for an ou needs to be unique only
at the level at which it resides, which means the same ou may be used in a different portion of the
DIT without creating a conflict. An ou entry called ou=people is created during the default Sun
ONE Directory Server installation. This entry is the default location for storing user account infor-

mation, but any ou may be used for that purpose.

Directory Root

dc=sun,
dc=com
ou=people ou=group ou=services
cn=Ben cn=Engr

If there are multiple directory servers in a network, they can be linked by LDAP referrals. A
referral is a mechanism that instructs an LDAP client searching the directory to continue the
search on another directory server. The referral accomplishes this instruction by passing a uniform
resource locator (URL) back to the client. Once the client receives the URL, it can access the speci-

fied directory server.
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Naming Model

LDAP is designed to be flexible, but it also provides a structure so that LDAP clients can access data
in any LDAP-compliant directory. For comparison purposes, an LDAP directory is unlike a Solaris OE
file system, where a search can always be initiated from the root file system (/). Instead, an LDAP
directory search begins by specifying an entry, such as dc=blueprints , dc=com, as a search
base. The entry name is specified as a distinguished name (DN), which is part of a series of relative
distinguished names (RDNs). Each directory server contains a single root directory specific entry
(DSE), which contains basic information about the LDAP server. The DSE is specified during base-

level searches on a directory when the name of a particular suffix is not known.

Directory Objects and Attributes
The structure of a directory entry is defined by the object class to which it belongs. An object class
defines a set of attributes that can be stored in a directory entry. LDAP object classes are extensi-
ble by creating a new class that is the child of an existing class. All the attributes defined in the
parent class are inherited by the child. The name of an object class must be unique within the
directory server and can be registered as a standard LDAP object. These objects are assigned a
numeric object identifier (OID) to ensure they will not conflict with another object class.

Attribute names are unique within the directory server, and can be contained in more than
one object class. The type of data that can be stored in an attribute is well defined, as is the way
LDAP searches treat the data. For example, search matching for a string-valued attribute can be
case-sensitive or insensitive. Attributes may also contain more than one value and can have
aliases.

To promote interoperation, a set of standard LDAP object classes and attributes have been
defined. Definitions of these ship with most LDAP servers in the form of schema configuration
files. If they do not exist on a server, the content of these schema files can be added to the LDAP

configuration files.

Directory Schema

The information specified in a directory schema includes the object class name, required and
allowed attributes, an optional OID number, and the allowable syntax. Table 2 shows the schema
definition for the posixAccount  object class attributes that stores the Solaris OE user account

infmation.

TABLE 2 Directory schema definition

Attribute Description Syntax

Common name of the .
cn(commonName) POSIX account cis  (1-many)

Unique integer

gidNumber identifying group int (single)
membership
homePhone The entry’s home phone tel
number
uid(userID) The user’s login name cis, (single)
uidNumber Unique integer int

identifying a user

©2002 Sun Microsystems, Inc.
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TABLE 2 Directory schema definition

Attribute Description Syntax

description A human-readable cis
P description of the object

gecos GECOS comment field cis
loginShell Path to the login shell ces (single)
userPassword Entry’s password and bin, (single)

encryption method

In this example, cn is a case-insensitive string that can contain multiple values. The gid-
Number and uidNumber are integers, and homePhone is represented by a special data type
used for telephone numbers. Note that the LDAP uid , which is a string, is not the same as the
numeric Solaris OE UID, which is represented by the LDAP attribute uidNumber .

Distinguished Names (DN)

A directory entry is identified by its DN, which is similar to a file system path name. Entries are
composed of many attributes, some of which are the same as other entries. To distinguish
between entries that may have the same values for some attributes, one attribute is usually
singled out as being unique. For user account entries defined in the posixAccount object
class, that attribute is uid .

To prevent duplicate values being used, the Sun ONE Directory Server is configured by default
to enforce uid attribute uniqueness. Entries that do not have a uid attribute are typically identi-
fied by the commonName (cn) attribute, which is available in most object classes, but is not
required by all object classes such as organization (0) and organization unit (ou) .

The form of a DN is:

attribute=value,container,suffix
where there may be multiple containers depending on the DIT topology. An example of a DN for a
user account is:

uid=cathy,ou=People,dc=blueprints,dc=com

The RDN specifies the left-most portion of the DN, which uniquely identifies the entry relative
to its parent. For example:

uid=cathy

In this case, uid=cathy has to be unique within the ou=People container.

Functional Model

Clients that need access to data on an LDAP server must first perform a bind operation. The bind
operation requires, at a minimum, the DN of the user account entry with which the client wishes
to bind. If the entry has a password, then (depending on the authentication method) it is passed
along with the DN. Alternatively, the client can perform an anonymous bind, which does not
require a particular user name or password.

The type of authentication the directory server requires is specified as part of the bind
request. The default is simple authentication, which compares the password sent with the pass-
word stored for the specified DN. Since the simple authentication method sends a clear-text
password, it is not secure unless it is combined with transport layer security (TLS), such as SSL.
However, other authentication methods (for example, DIGEST-MD5) work securely even without
the use of TLS.
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If the bind operation is successful, the client is considered authenticated. All subsequent
client requests made on the connection established as a result of the bind are performed as the
authenticated user. After the LDAP client requests are complete, an unbind operation is performed

to release the connection.

Security Model

Access to LDAP entries on the server is protected by the rights established for the authenticated
user. The rights can be assigned at the container, object, or attribute level. A portion of the DIT
can be assigned stricter (or looser) control than other parts of the DIT. All entries of the same
object class type can be assigned the same control. Control may also be established at the
attribute level to protect certain information. For example, an employee’s password might have
restricted access, while other information is available to everyone.

The mechanism used to assign access rights is called the access control instruction (ACI). A
single ACI can protect the entire DIT, or several may be used to provide finer-grained protection.
When multiple ACls are created, the ACI specifying deny access takes precedence. For example, if
access is granted to everyone at the top level of the DIT but ou=Contractors are denied

access, then the permissions set for ou=Contractors is enforced.

Replication

Replication is the mechanism by which directory data is automatically copied from one directory

server to another. Using replication, anything can be copied from entire directory trees to individ-

ual directory entries between servers.
Sun ONE Directory Server uses three types of replication schemes:

* Single-Master Replication: The master copy of directory data is held in a single master replica
on the supplier server, which supplies updates to the consumer replica stored on a consumer
server.

e Master replica: A read-write database that contains a master copy of the directory data. A
master replica can process update requests from directory clients.

e Multiple-Master Replication: Sun ONE Directory Server 5.1 software also supports more com-
plex replication scenarios in which the same information can be mastered on two servers. The
two masters keep in sync with each other and provide fault tolerance. This information is held
in a master replica on each server.

 Cascading Replication: A hub supplier server acts both as a consumer and supplier for a particu-
lar replica. It receives updates from the supplier server which holds the master copy of the data,

and in turn supplies those updates to the consumer.

Note these differences in how replicas work in LDAP directory servers when compared with

NIS+ naming services:

In LDAP directory replication, two kinds of replicas are available:

(1) A read-write replica contains master copies of directory information and can be updated, while
(2) a read-only replica refers all update operations to read-write replicas.

* In NIS+, a replica is an NIS+ server that contain all or part of an NIS+ database. The data is

read-only.

©2002 Sun Microsystems, Inc.
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Native LDAP and the LDAP API

It is important to understand the difference between Native LDAP and the LDAP API. A Solaris OE
system that has been configured to use LDAP as a naming service — for user login, machine name
to address translation, and other actions — is a Native LDAP client. The Solaris OE also provides an
LDAP API (see Idap (3LDAP), and a number of tools, including Idapsearch(1) ,Ida-
padd(1) , Idapdelete(1) , I[dapmodify(1) , andldapmodrdn(1l) that are built directly
on top of the API. These tools, and other applications that use the LDAP API, are independent of
Native LDAP. The tools can be used on systems that are clients of other naming services, such as

NIS+. Note that a system cannot be both a NIS+ client and a Native LDAP client at the same time.

Native LDAP Commands

Two commands are useful when preparing an LDAP environment:

* |dapclient initializes a system to be a Native LDAP client and use LDAP as a repository for
naming service data. The Idapclient utility may also be used to restore the network service
environment on Native LDAP clients, and to list the contents of the LDAP client cache in human-
readable format.

 idsconfig  prepares the Sun ONE Directory Server to be populated with data and serve Native
LDAP clients. Administrators may specify the input configuration file with the -i option on the
command line. Alternatively, the tool can prompt the user for configuration information. The

input configuration file is created by idsconfig with the -0 option on a previous run.

Command Line Tools for Using the LDAP API

The following command line tools may also be useful in a NIS+-to-LDAP migration. The tools
correspond to the operations performed by the LDAP API. Each supports a common set of options,
including authentication and bind parameters.

 |ldapsearch : Search for directory entry. Display attributes and values found

¢ |dapmodify : Modify, add, delete, or rename directory entry

e |dapadd :Add new directory entry

* |dapdelete : Delete existing directory entry

¢ Idapmodrdn : Rename existing directory entry

More information on the LDAP command line tools can be found on the respective man
pages. For more on the LDAP API, see Idap(3LDAP) in the man pages.

Password Considerations

Note that while transitioning from NIS+ to LDAP, only NIS+ password capabilities can be used.
These include:

¢ The elapsed time since the password was last modified

¢ Minimum number of days between password changes

¢ Maximum number of days the password is valid

¢ The number of days before password expiration that the user is warned

¢ Number of inactive days allowed for a user

¢ Absolute date when password expires
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Pluggable Authentication Modules (PAM)

Pluggable authentication modules (PAM) provide a way for applications to remain independent
of the authentication scheme used in the Solaris 9 OE. By using the PAM layer, applications can
perform authentication without worrying about what authentication method is defined by the
system administrator for the given client.

With the initial release of Solaris 9 OE, as of this printing, these password features are not
available with a Native LDAP client. They are expected to be included in a future update.

To use PAM in an LDAP naming service, one of two PAM modules can be configured in
pam.conf :pam_unix_* and pam_ldap. pam_unix_* provides the traditional model of
UNIX authentication. pam_ldap authenticates users directly to the directory, enabling Solaris OE
clients to work with newer, more advanced authentication methods that might be supported by
the directory server. Note that accounts shared between NIS+ and LDAP must store the password
in UNIX crypt format.

Additional information on using pam_ldap in the Solaris 9 OE can be found at

www.sun.com.

Solaris 9 OE LDAP Directory Services Overview
The Solaris 9 OE provides an integrated version of the powerful, distributed Sun ONE Directory

Server software, which is designed to manage an enterprise-wide directory of users and resources.
This scalable LDAP directory service can be used for intranet applications, extranets with trading
partners, and e-commerce applications to reach customers over the Internet.

The Sun ONE Directory Server is managed through the Sun ONE Console GUI. Administrators
use the console to grant access rights, manage databases, configure the directory, and replicate
the data to multiple directory servers. Users access the data through any LDAP-enabled client
application, such as those developed with the Sun ONE LDAP SDKs for C and the Java™ program-
ming language.

There is support for the Solaris Package Format. Sun ONE Directory Server can be installed as
part of a standard installation, using tools such as Solaris JumpStart” software. Both 32-bit and 64-

bit environments are supported.

©2002 Sun Microsystems, Inc.
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Chapter 4

Transition Tools

Transition tools assist system administrators in transitioning from a NIS+ naming service environ-
ment to the more comprehensive directory services now available in the Solaris 9 OE. These tools
provide gateway services, enabling an existing NIS+ service to use a back end LDAP directory, as
well as transition tools, which enable existing NIS+ data to be ported into an LDAP directory

service.

Overview
A number of approaches may be used when transitioning from NIS+ to LDAP using the Solaris 9
OE. The Solaris 9 OE offers a number of capabilities that assist in transitioning from NIS+ to LDAP.
Using the procedure outlined below, the existing NIS+ data can be automatically uploaded and
maintained in an LDAP data store. In addition, only the NIS+ master server is modified — all other
NIS+ clients or replicas remain unchanged.

This solution enables a smoother transition from NIS+ to LDAP. Administrators can first

migrate naming service data to LDAP, then move clients to LDAP naming services as time permits.

Transitioning from NIS+ to LDAP

An overview of the transition process:

e The Solaris 9 rpc.nisd(1M)  can be configured to use an LDAP server as its data repository. In
this way, the normal NIS+ database becomes a cache for the LDAP data, with configurable time
to live (TTL) values. The cache improves performance, and enables the rpc.nisd  to serve NIS+
data even if communication with the LDAP server is interrupted temporarily.
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Two configuration files, rpc.nisd(4) and NIS+LDAPmapping(4) , control communica-
tion between rpc.nisd and the LDAP server, as well as the way that NIS+ table entries are
mapped to LDAP entries. A template configuration file, /var/nis/NIS+LDAPmap-
ping.template , covers all standard NIS+ tables, and can be used as a basis when creating a

customized NIS+to LDAP mapping.

Atest utility, nisldapmaptest(1M) , can be used to try out mapping configurations without
affecting NIS+ data.
Since the NIS+ passwd.org_dir table stores passwords in the UNIX crypt format, the LDAP

server must be set up to use crypt format for the userPassword attribute for those accounts
that are shared with NIS+.

In general, migration from NIS+ to LDAP starts by installing and configuring one or more LDAP

servers to support the Solaris OE name service clients.

The next steps would be to install the Solaris 9 OE on the NIS+ master, and configure

rpc.nisd on the NIS+ master to map NIS+ data to and from LDAP. The rpc.nisd  offers

options that enable uploading all NIS+ data to LDAP.

¢ Only the NIS+ master needs to run the Solaris 9 OE. All other NIS+ servers and clients can
remain on earlier Solaris software releases (or whatever OS they are currently using).

* Once a complete LDAP name service environment exists, conversion of NIS+ clients to LDAP

clients can start. While this conversion is going on, NIS+ and LDAP name service clients share

the same data, and the NIS+ master rpc.nisd keeps the data in sync.

NIS+ servers remain NIS+ clients until their NIS+ server role is decommissioned, at which time
they may be converted to LDAP name service clients. Once the NIS+ master is the only remaining

NIS+ client, it can also be converted to be an LDAP client, completing the conversion.

NIS+ to LDAP Migration Example

To make this a more complete example, without becoming bogged down in alternate migration

routes, the following assumptions are made:

» An LDAP name service environment has been created. See the relevant Solaris OE documenta-
tion for how to use Sun ONE Directory Server 5.1 as included in the Solaris 9 OE, and especially
the idsconfig(1M) command for how to prepare the Sun ONE Directory Server to serve
LDAP name service clients.

 The existing NIS+ environment consists of a single NIS+ domain, with one NIS+ master, zero or
more NIS+ replica servers, and a number of NIS+ clients systems.

» The LDAP name service environment is initially empty (no name service data), and will be initial-
ized with NIS+ data.

* The NIS+ environment is maintained, and as much as possible is unchanged. This means that
only the NIS+ master needs to be updated to the Solaris 9 OE, and serves as the sole LDAP gate-
way.

Before proceeding, make sure to back up all NIS+ data; see nisbackup(1M)
1. Install the Solaris 9 OE on the NIS+ master.
5.Select an LDAP server that will serve as the repository for the NIS+ data.
 This LDAP server should be accessible over a low-latency/high-bandwidth connection from

the NIS+ master.
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¢ The server should be deployed using high-availability technology, so it can reliably serve
directory information to all applications and services.
Note that the LDAP server can be the same system as the NIS+ master.

6. Identify the authentication method to be used between the rpc.nisd  and the LDAP server.
Depending on the authentication method, identify an appropriate LDAP bind DN and password/
key. The LDAP bind DN must have sufficient capability to enumerate the largest LDAP name
service data container.

7. Edit /etc/default/rpc.nisd to reflect the chosen LDAP server address, authentication
method, proxy user (bind DN), and password. See rpc.nisd(4 ) for syntax. Note that editing
/etc/default/rpc.nisd does not, on its own, start mapping of data between NIS+ and
LDAP.

8. Make a copy of the /var/nis/NIS+LDAPmapping.template file. This copy may have
any name except /var/nis/NIS+LDAPmapping , since its presence would start NIS +to-
LDAP mapping when the rpc.nisd is restarted — which would be premature at this point.
Assume a copy of the mapping file is /var/nis/nim.

9. Read the “Getting Started” section on NIS+LDAPmapping(4) , and customize the configura-
tion files accordingly. In this example, only the NIS+ master maps LDAP data, so mapping of
directory, table, and group objects should be disabled by commenting out (or removing) the rel-
evant nisplusLDAPdatabaseldMapping , hisplusLDAPentryTtl , and nis-
plusLDAPobjectDN  attributes from /var/nis/nim

The relevant database IDs are basedir, orgdir, groupsdir , and admin , as well as
all those database IDs that end with _table . This also means that the nisplusObjectCon-
tainer object class and ou=nisPlus  container need not be created.

10.Edit the defaultSearchBase in /etc/default/rpc.nisd to reflect the base DN of
the LDAP name service containers.

11.Test the mapping that has been created using the nisldapmaptest(1M) utility. Since a
nonstandard name is being used for the mapping file, specify -m nlm . Remember to remove
any non-NIS+ data that has been created with nisldapmaptest before proceeding to the
next step.

12.Upload all NIS+ data to LDAP. To do this, terminate rpc.nisd , and then execute:
/usr/sbin/rpc.nisd -D \

-X nisplusLDAPInitialUpdateAction=to_ldap \
-X nisplusLDAPInitialUpdateOnly=yes
The NIS+ data is unaffected by this operation. While checking the result of the upload (using
nisldapmaptest, Idapsearch, and so on), restart rpc.nisd to provide normal NIS+
service.
This is a good time to double check that backups exist of the NIS+ data; see nis-

backup(1M) .

13.Rename /var/nis/nim to /var/nis/NIS+LDAP mapping. Restart rpc.nisd, which now
will use the LDAP server as its data repository.

14.Begin converting NIS+ client machines to become LDAP name service clients; see the Idap-
client(IM ) command. Of course, new systems may also be added that were LDAP name
service clients from the start.

15.As the number of NIS+ clients decreases, it may be possible to decommission NIS+ replica serv-

ers. To do this, use the nisrmdir -s <replica> command to remove the replica from the



P16 NIS+ to LDAP Migration Example

server list for NIS+ directories. When a NIS+ replica no longer serves any NIS+ directories, it can
be converted to be an LDAP name service client.
16.Finally, when the only remaining NIS+ client is the NIS+ master itself, the NIS+ master can be
converted to become an LDAP name service client.
17.Somewhere after step 10, but before step 13, perform these steps:
e Convert any applications that use the NIS+ API to be independent of NIS+. For example, con-
vert those applications to use the LDAP API (see Idap (3LDAP).
¢ Change admin procedures so that data from new user accounts, IP addresses, and so on are
added to LDAP instead of NIS+.

For more information on setting up NIS+ to LDAP mapping, see “Transitioning from NIS+ to
LDAP” in Naming and Directory Services (FNS and NIS+), and the NIS+LDAPmapping(4) man

page.

©2002 Sun Microsystems, Inc.
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Chapter 5

Solaris OE LDAP Directions

Future versions of the Solaris OE are expected to contain additional directory service enhance-

ments to the features and capabilities provided in the Solaris 9 OE. Tighter integration between

subsequent releases of the Solaris 9 OE and the Sun ONE Directory Server is expected to provide a

number of enhancements in these areas:

Security: Stronger security can be enabled through use of the GSS-API, Kerberos, new authenti-
cation and encryption techniques, and Solaris PKI integration.

Administration: New GUI tools can provide a more comprehensive administration platform.
Availability and scalability: Enhanced replication capabilities can offer more services to more
users.

Improved performance: This could lower response times while raising the number of users or
capabilities that each instance can service.

Additional APl access: Lower-level access can provide new application functionality.
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Chapter 6

Conclusion

Sun is committed to the LDAP protocol as its naming service for the future. The Sun ONE Directory
Server offers Native LDAP functionality for the Solaris 9 OE, and features superior scalability, flexi-
bility in deployment, and strong support for industry standards. Migrating from the NIS+ naming
service environment to Native LDAP in the Solaris OE offers many benefits. LDAP directories can:

 Serve as a common repository for user identity and management. A streamlined identity infra-

structure can reduce overall administrative work.

Provide a building block for addressing future requirements, such as service-on-demand initia-

tives.

Deliver the ability to reuse an existing identity repository for new applications, instead of creat-
ing a new one. This can contribute to an increased return on investment (ROU) and faster time

to service.

By integrating Sun ONE Directory Server into the Solaris 9 OE, Sun is able to deliver a naming
and directory infrastructure that provides a centralized repository for user management and sys-
tem configuration data. This information can be accessed through industry-standard protocols,
making it available throughout the organization. The result is a competitive total cost of owner-

ship with a network-wide application quality of service.
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