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Chapter 1

 

Executive Summary

 

This white paper discusses the pluggable authentication module (PAM), which is an integral part 

of the authentication mechanism for the Solaris™ 9 Operating Environment (OE). By using PAM, 

users who need access to certain network resources, or who log in from outside the firewall, may 

utilize stronger authentication mechanisms. Administrators are able to select one or more authen-

tication technologies, without modifying applications or utilities. PAM also insulates application 

developers from evolutionary improvements to authentication technologies, while at the same 

time allowing deployed applications to use those improvements. By using the PAM layer, applica-

tions can perform authentication without worrying about what authentication method is defined 

by the system administrator for the given client. Administrators can deploy the appropriate 

authentication mechanism for each service throughout the network. 

PAM offers a number of benefits, including:

•

 

Flexible configuration policy

 

: PAM enables each application or service to use its own authentica-

tion policy. PAM provides the ability for system administrators to choose a default authentication 

mechanism. By using PAM mechanism to require multiple passwords, protection can be enhanced 

on high-security systems.

•

 

Ease of use for end users

 

: Password usage can be simplified using PAM. Configured and imple-

mented properly, PAM provides the ability to use a single password for multiple authentication 

methods with the password mapping feature — even if the passwords associated with each 

authentication method are different. And if users have the same password for different mecha-

nisms, they do not need to retype the password. For those systems with multiple authentication 

methods, PAM offers a way to prompt the user for passwords without requiring the user to enter 

multiple commands.
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PAM can enhance security and provide ease of use in an extensible way. By increasing overall 

security, users enjoy greater service levels and lower cost of ownership. 

This technical overview covers how the Solaris 9 implementation of PAM works, and demon-

strates the straightforward way in which it can be configured to accommodate site-specific security 

policy requirements. The PAM architecture, as well as the components that make up PAM are 

discussed, including the PAM API, the PAM framework, and the PAM service provider interface (SPI). 

To assist the reader in using PAM, annotated examples of how to write pluggable authentication 

modules are also provided.
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Introduction

 

Originally developed by Sun and adopted by the Open Software Foundation (OSF) for inclusion in 

CDE/Motif, pluggable authentication modules (PAM) provide a mechanism for dynamic system 

authentication, as well as related services such as password, account, and session management. 

PAM was introduced in the Solaris 2.6 OE to address and overcome the issue of recoding system 

entry services — such as 

 

login

 

, 

 

passwd

 

, 

 

dtlogin

 

, 

 

telnet

 

, 

 

rlogin

 

, and so on — when a new 

authentication mechanism was developed and introduced.

The security mechanisms accessible through PAM are implemented as dynamically loadable, 

shared software modules that can be installed by system administrators transparently to applica-

tions. PAM enables the administrator to configure the user authentication mechanism on a per-

application basis. For example, a site may require certificate-based password authentication for 

telnet access, while allowing console login sessions with just a UNIX® password. PAM can also be 

used to configure multiple authentication mechanisms for each application. For example, an 

administrator may want users to be authenticated by both Kerberos and CRAM-MD5. 

Using PAM, whenever a user requests an operation that involves changing or setting the 

user's identity (such as logging in to the system, invoking an ‘r’ command such as 

 

rcp

 

 or 

 

rsh

 

, 

using 

 

ftp

 

 or 

 

su

 

), a set of configurable modules are used to provide authentication, account man-

agement, credentials management, and session management. PAM employs runtime pluggable 

modules to provide authentication for system entry services. 
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These modules are broken into four types based on function: 

• Authentication

• Account management

• Session management

• Password management

Each of the four service modules may be implemented as a shared-library object which can be 

referenced in the 

 

pam.conf

 

 configuration file.

A stacking feature is provided that enables user authentication through multiple services, as 

well as a password-mapping feature so users are not required to remember multiple passwords. 

PAM can be used to integrate login services with several authentication technologies, such as 

RSA, DCE, Kerberos, S/Key, and smart card-based systems. 
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Traditional Solaris Authentication

 

Traditional Solaris authentication is based on the method developed for early UNIX implementa-

tions. This method employs an one-way encryption hashing algorithm called crypt(3c). The 

encrypted password is stored either in a file or in a Solaris naming service, from which it is 

retrieved during the user login process. The traditional UNIX method of Solaris authentication, 

using crypt(3c), is very popular and has been enhanced to use an LDAP directory as its data store. 

Before proceeding with a detailed discussion on authentication, an understanding of 

crypt(3c) is useful. Some confusion arose due to a naming conflict with an application named 

 

crypt

 

; the latter is a standard tool that ships with the Solaris OE for encrypting and decrypting 

the contents of a file. (This program can be found in 

 

/usr/bin/crypt

 

.)

However, when the term “crypt” is referred to in authentication, it is normally cited as 

crypt(3c) and refers to the standard UNIX password hashing algorithm “crypt(3c),” as available to 

C programmers in the 

 

libcrypt.a

 

 library.

A more sophisticated authentication method based on public key technology was introduced 

with the NIS+ naming service. This method does not replace crypt(3c), but rather provides an 

additional security layer by introducing the concept of a network password. When users access 

network services through the secure RPC mechanism, a network password is required.

Realizing that new authentication models will continue to be developed over time, Sun 

created the PAM architecture, which allows additional methods to be added without disturbing 

existing ones. The PAM architecture and alternatives to traditional Solaris authentication are 

presented in the next section, “The Solaris 9 OE PAM Framework.”
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How UNIX® Passwords Work

 

Passwords are created with the Solaris OE 

 

passwd

 

 command. This command prompts for a (new) 

password, which the user enters as a text string. In previous versions of the Solaris OE, this text 

string is then hashed — or one-way encrypted — using the crypt(3c) algorithm. The result is 

stored either in 

 

/etc/shadow

 

, or in the 

 

passwd.byname

 

 and 

 

passwd.byuid

 

 NIS maps. If the 

NIS+ naming service is used, the results are stored in the 

 

Passwd

 

 and 

 

Cred

 

 table type. The 

crypt(3c) algorithm is provided with a random seed, known as a 

 

salt string

 

, so that the result will 

be different each time the 

 

passwd

 

 command is run, even if the same text string is used.

When a user logs in, the Solaris 

 

login

 

 program challenges that user to provide a password. 

This password is hashed in the same manner as the 

 

passwd

 

 command. If the output from this 

process matches the output stored in the password database, the user is considered to have been 

authenticated. 

 

Figure 3-1: 

 

How the UNIX password process works. 
Login program text string converting to a hashed 
string

 

Benefits and Drawbacks of crypt(3c)

 

The major benefit of crypt(3c) is that it is easy to implement in a closed environment. Authentica-

tion takes place on the server that the user logs into, so an authentication server is not required. 

Since clear-text passwords are never stored or sent over the network, there is no reason to be 

concerned about eavesdroppers intercepting the password.

Since crypt(3c) uses a one-way encryption algorithm, it is difficult to decrypt passwords stored 

on the server. Only the user knows what the actual password is. This means that there is no way to 

convert passwords stored in crypt format to another format that may be required by a different 

authentication method.

As CPUs and storage capabilities increase, the crypt(3c) algorithm becomes vulnerable to 

attack. The crypt(3c) mechanism shipping with the Solaris 9 OE, along with PAM authentication, 

can provide significantly stronger authentication. 
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The Solaris OE crypt(3c) mechanisms work well for authenticating local Solaris clients, but 

they are not the only methods used by applications and services running in the Solaris environ-

ment. This can make it difficult for developers and systems administrators, who must work with 

multiple password systems, as well as for users who must remember multiple passwords.

The PAM interface in the Solaris 9 OE can make it easier for IT administrators to deploy a 

variety of authentication technologies without modifying administrative commands such as login, 

telnet, and others. Administrators are able to select one or several authentication technologies, 

without modifying applications or utilities. PAM can also be an integral part of a single sign-on 

system. The PAM APIs provide a flexible mechanism which can increase overall system security. 
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Chapter 4

 

PAM Components

 

This section details the components that make up PAM:

• Solaris 9 OE PAM framework

• PAM module types

• PAM configuration file update

• PAM service module update

• PAM password management extensions

 

Solaris 9 OE PAM Framework

 

The PAM framework enables new authentication technologies to be plugged in without changing 

commands such as 

 

login

 

, 

 

dtlogin

 

, 

 

rsh

 

, 

 

su

 

, 

 

ftp

 

, 

 

telnetd

 

, and 

 

telnet

 

. PAM is also used to 

integrate UNIX login with other security mechanisms, such as Kerberos and LDAP authentication. 

In addition, mechanisms for account, session, and password management can be plugged in 

through this framework. 

The framework consists of four specific components: the PAM API which is presented to the appli-

cation programs, the PAM framework which is responsible for implementing the API, the PAM service 

provider interface (SPI) that implements back-end functionality for the PAM API, and finally a configu-

ration file 

 

pam.conf

 

 that specifies which service providers are used for the various programs.
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PAM allows the system administrator to choose any combination of services to provide 

authentication. These include:

• Flexible configuration policy

• Per-application authentication policy

• Choice of a default authentication mechanism for nonspecified applications

• Multiple passwords on high-security systems

• Ease of use for the end user

• No retyping of passwords if they are the same

• Password mapping, whereby a single password can be used even if the password associated 

with separate authentication methods is different

• Optional parameters passed to the services
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Chapter 5

 

PAM Module Types

 

The PAM framework currently defines four different types of service modules, which are imple-

mented by dynamic, loadable module types to provide authentication-related services. These 

modules are categorized based on the functions they perform: 

•

 

Authentication

 

: Provide user authentication and enables credentials to be set, refreshed, 

or destroyed.

•

 

Account management

 

: Check for password aging, account expiration, and access hour restric-

tions. Once a user is identified by the authentication modules, the account management 

modules determine whether the user can be given access.

•

 

Session management

 

: Primarily manage opening and closing a session. The modules can log 

activity, or clean up after the session is over. For example, the 

 

unix_session

 

 module imple-

ments and updates the 

 

lastlog

 

 file.

•

 

Password management

 

: Contain functionality that enables users to change their authentication 

tokens (usually passwords).
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Stacking

 

PAM enables authentication by multiple methods through stacking. When a user is authenticated 

through PAM, multiple methods may be selected to fully identify the user. Depending on the con-

figuration, the user can be prompted for passwords for each authentication method, so the user 

need not execute another command to be fully authenticated. The order in which the methods are 

selected is determined through the configuration file, 

 

/etc/pam.conf

 

.

 

Note – 

 

Stacking may increase security risk, because the security of each mechanism is limited by 

 

the least-secure password method used in the stack.

The next section presents an architectural overview of the PAM framework. 

 

Figure 5-2: 

 

The PAM Framework Architecture
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How PAM Works
The PAM software consists of a library, several modules, and a configuration file. The library, /

usr/lib/libpam.so, provides the framework to load the appropriate modules and manage 

stacking. It also offers a generic structure for all of the modules to plug into.

FIGURE 3 illustrates how the applications, library, and modules relate to each other. The appli-

cations ftp, telnet, and login use the PAM library to access the appropriate module. The 

pam.conf file defines which modules are to be used with each application. Responses from the 

modules are passed back through the library to the application.

Figure 5-3: The relationship between the PAM appli-
cations, library, and modules

PAM Modules

Each module implements a specific mechanism. More than one module type (auth, account, 

session, or password) can be associated with each module, but each module needs to manage 

at least one module type. The three modules are:

• pam_authtok_get — Supports authentication and password management. This module takes 

care of obtaining (old or new) passwords from the user so that other modules on the stack can 

concentrate on their tasks, and not worry about obtaining information from the user.

• pam_dhkeys — Also supports authentication and password management. This module specifi-

cally deals with the establishment and modification of Diffie-Hellman keys which are used, for 

example, for Secure RPC calls (NIS+ and Secure NFS).

• pam_auth_unix — Can only be used for authentication. This module verifies a password 

entered by the user against any password repository specified in the nsswitch.conf using 

normal UNIX crypt(3c)-style password encryption.

For security, these files are required to be owned by root and have their permissions set so 

that the files are not writable through group or other permissions. If the file is not owned by 

root, then PAM will not load the module.

telnetd

PAM Library

pam_unix_auth.so.1

 pam.conf

ftpd login

pam_authtok_get.so.1 pam_dhkeys.so.1
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Chapter 6

PAM Configuration File Update

The PAM configuration file, /etc/pam.conf, determines which authentication services are used 

and in what order. To select the desired authentication mechanisms for each system-entry applica-

tion, edit this file. 

Configuration File Syntax

The PAM configuration file consists of entries with the following syntax:

service_name module_type control_flag module_path module_options

where:

service_name is the name of the service (for example, ftp, login, telnet)

module_type is the module type for the service

module_type is the module type for the service (auth, account, session, password)

control_flag determines the continuation or failure semantics for the module (see below)

module_options are the specific options passed to the service modules

Comments can be to the pam.conf file by starting the line with a # (pound sign). Use white 

space to delimit the fields.

Note – An entry in the PAM configuration file is ignored if one of the following conditions exists: 

the line has fewer than four fields, an invalid value is given for module_type or control_flag, or the 

named module is not found.
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TABLE 1 Summarizes PAM configurations.

Control Flags

To determine continuation or failure behavior from a module during the authentication process, 

select one of four control flags for each entry. Successful or failed attempts are indicated through 

control flags. Even though these flags apply to all module types, the following explanation 

assumes that the flags are being used for authentication modules. The control flags are:

required — This module must return success in order to achieve a successful result. If all 

the modules are labeled as required, then authentication through all modules must succeed for 

the user to be authenticated. If some of the modules fail, then an error value from the first failed 

module is reported. If a failure occurs for a module flagged as required, all modules in the stack 

are still tried, but failure is returned. If none of the modules are flagged as required, then at least 

one of the entries for that service must succeed for the user to be authenticated. 

requisite — This module must return success for additional authentication to occur. If a 

failure occurs for a module flagged as requisite, an error is immediately returned to the applica-

tion and no additional authentication is attempted. If the stack does not include prior modules 

labeled as required that failed, then the error from this module is returned. If a earlier module 

labeled as required has failed, the error message from the required module is returned.

optional — If this module fails, the overall result can be successful if another module in 

this stack returns success. The optional flag should be used when one success in the stack is 

enough for a user to be authenticated. This flag should only be used if it is not important for this 

particular mechanism to succeed. If users need to have permission associated with a specific 

mechanism to get their work done, do not label it as optional.

sufficient — If this module is successful, skip the remaining modules in the stack, even if 

they are labeled as required. The sufficient flag indicates that one successful authentication will 

be enough for the user to be granted access. 

More information about these flags is provided in the next section, which describes the 

default /etc/pam.conf file. 

Service Name Daemon or Command Module Type

cron /usr/sbin/cron account

dtlogin /usr/dt/bin/dtlogin auth, account, session

ftp /usr/sbin/in.ftpd auth, account, session

init /usr/sbin/init session

login /usr/bin/login auth, account, session, password

passwd /usr/bin/passwd auth, account, password

ppp /usr/bin/pppd auth, account, session

rexecd /usr/sbin/in.rexecd auth, account

rexd /usr/sbin/rpc.rexd account, session

rlogin /usr/sbin/in.rlogind auth, account, session, password

rsh /usr/sbin/in.rshd auth, account

sac /usr/lib/saf/sac session

ssh /usr/lib/ssh/sshd auth, account, session, password

su /usr/bin/su auth, account

telnet /usr/sbin/in.telnetd auth, account, session, password

ttymon /usr/lib/saf/ttymon session

uucp /usr/sbin/in.uucpd auth, account
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Generic pam.conf File
The following is an example of a generic pam.conf file:

# PAM configuration
# Authentication management
#
login   auth required   pam_authtok_get.so.1
login   auth required   pam_unix_auth.so.1 
login   auth required   pam_dial_auth.so.1 
#
rlogin  auth sufficient pam_rhosts_auth.so.1
rlogin  auth required   pam_authtok_get.so.1 
rlogin  auth required   pam_unix_auth.so.1
#
dtlogin auth required   pam_authtok_get.so.1 
dtlogin auth required   pam_unix_auth.so.1
#
rsh     auth sufficient pam_rhosts_auth.so.1
rsh     auth required   pam_unix_auth.so.1
#
dtsession auth required pam_authtok_get.so.1 
dtsession auth required pam_unix_auth.so.1
#
other   auth required   pam_authtok_get.so.1 
other   auth required   pam_unix_auth.so.1
#
# Account management
#
login   account requisite       pam_roles.so.1 
login   account required        pam_projects.so.1
login   account required        pam_unix_account.so.1 
#
dtlogin account requisite       pam_roles.so.1 
dtlogin account required        pam_projects.so.1
dtlogin account required        pam_unix_account.so.1 
#
cron    account required        pam_projects.so.1
cron    account required        pam_unix_account.so.1 
#
other   account requisite       pam_roles.so.1 
other   account required        am_projects.so.1
other   account required        pam_unix_account.so.1 
#
# Session management
#
other   session required        pam_unix_session.so.1 
#
# Password management
#
other   password requisite      pam_authtok_get.so.1 
other   password requisite      pam_authtok_check.so.1 
other   password required       pam_authtok_store.so.1 
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This generic pam.conf file specifies the following behavior:

1. When running login, authentication must succeed for the pam_authtok_get, the 

pam_unix_auth, and the pam_dial_auth modules. 

2. For rlogin, authentication through the pam_authtok_get and pam_unix_auth modules 

must succeed if authentication through pam_rhost_auth fails. 

3. The sufficient control flag for the rlogin pam_rhost_auth module indicates that if the 

authentication performed by the pam_rhost_auth module is successful, the remainder of 

the stack is not executed, and a success value is returned.

4. Most of the other commands that require authentication utilize the pam_unix_auth module. 

The other service name allows a default to be set for any other commands requiring authen-

tication that are not included in the file. The other option makes it easier to administer the file, 

since many commands that use the same module can be covered by only one entry. Also, the 

other service name, when used as a catchall, can ensure that each access is covered by one 

module. By convention, the other entry is included at the bottom of the section for each module 

type. The rest of the entries in the file control account management, session management, and 

password management. 

Normally, the entry for the module_path is root-relative. If the file name entered for 

module_path does not begin with a slash (/), the path /usr/lib/security/$ISA is 

prepended to the file name, where $ISA is expanded by the framework to contain the instruction 

set architecture of the executing machine (see isainfo(1)).

A full path name must be used for modules located in directories other than the default. The 

values for the module_options can be found in the man pages for the module (for example, 

pam_unix_auth(5)). 

The use_first_pass and try_first_pass options, which are supported by (for example) 

the pam_ldap module, allow reuse of the same password for authentication without retyping it.

If login specifies authentication through both pam_unix_auth and pam_ldap, then the 

user is prompted to enter a password for each module. In situations where the passwords are the 

same, the use_first_pass module option prompts for only one password and uses it to authen-

ticate the user for both modules. If the passwords are different, the authentication fails.

# Authentication management
#
login auth required pam_authtok_get.so.1
login auth required pam_unix_auth.so.1
login auth required pam_ldap.so.1 use_first_pass

If the try_first_pass module option is used instead, the pam_ldap module prompts for 

a second password if the passwords do not match, or an error is made.
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Chapter 5

PAM Password Management 
Extensions

Before proceeding with a discussion of the new framework associated with PAM in the Solaris 9 

OE, it is helpful to review what was available in the Solaris 8 OE PAM, and why it was important to 

change. 

Customer feedback requested enhancements made to the PAM functionality in the Solaris OE. 

Changes included improving the mechanism that can be used to validate password structures, as 

well as adding the ability to change such things as number of characters, total password length, 

and so on.

In previous versions of pam_unix, this functionality was tightly coupled into a single, auton-

omous module, and local extensions could not be incorporated. It simply was not possible to 

extend part of the operations performed by this module.

In the Solaris 9 OE, the functionality provided by the old pam_unix module has been split 

over a number of small modules, each performing a well-defined task which can be easily 

extended or replaced by modifying the pam.conf file.
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For example, these modules are provided for password management:

other   password required       pam_authtok_get.so.1
other   password requisite      pam_authtok_check.so.1
other   password required       pam_authtok_store.so.1

It has become quite trivial to extend or replace the standard password-strength checks by 

amending or replacing the pam_authtok_check.so.1 module. Another possible capability would be 

to store the user’s new password in repositories not currently supported by Sun by adding another 

module after the pam_authtok_store.so.1 module, which updates the repositories as specified by 

the nsswitch.conf file. It would be a good idea to mark the pam_authtok_store module as requi-

site in that case, so that none of the repositories are updated if the first store module fails.
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Chapter 6

How to Add a PAM Module

1. Become superuser.

2. Determine the control flags and other options that should be used.

3. Copy the new module to /usr/lib/security.

4. Set permissions so that the module file is owned by root and permissions are 555.

5. Edit the PAM configuration file, /etc/pam.conf, and add this module to the appropriate services.

Verification
It is essential to do some testing before logging out, in case the configuration file is misconfig-

ured. Test the modified service or the other configuration; run rlogin, su, and telnet if these 

have been changed. If the service is a daemon that is spawned only once when the system is 

booted, it may be necessary to reboot the system before verifying that the module has been 

added. However, it might be possible to restart the daemon using the appropriate /etc/

init.d/ script.

How to Prevent Unauthorized Access with PAM from Remote 
Systems
Remove the rlogin auth rhosts_auth.so.1 entry from the PAM configuration file. This 

prevents reading the ~/.rhosts files during an rlogin session, therefore preventing unauthenti-

cated access to the local system from remote systems. All rlogin access requires a password, 

regardless of the presence or contents of any ~/.rhosts or /etc/hosts.equiv files.
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Note – To prevent unauthenticated access to the ~/.rhosts files, remember to disable the rsh 

service. The best way to disable a service is to remove the service entry from /etc/inetd.conf. 

Changing the PAM configuration file does not prevent the service from being started. 

How to Initiate PAM Error Reporting
1. Edit the /etc/syslog.conf to add any of the following PAM error-reporting entries:

auth.alert — Messages about conditions that should be fixed immediately

auth.crit — Critical messages

auth.err — Error messages

auth.info — Informational messages

auth.debug — Debugging messages 

2. If necessary, create the logfile as specified in the previous step.

3. Make syslogd reread its configuration file by sending it a SIGHUP signal:

# pkill -HUP syslogd

Example: Initiating PAM Error Reporting

The next example displays all alert messages on the console. Critical messages are mailed to 

root. Informational, and debug messages are added to the /var/log/pamlog file.

auth.alert /dev/console
auth.crit ’root’
auth.info;auth.debug /var/log/pamlog

Each line in the log contains a time stamp, the name of the system that generated the mes-

sage, and the message itself. The pamlog file is capable of logging a large amount of information.
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Chapter 4

The PAM LDAP Module

The PAM LDAP module (pam_ldap) was introduced in the Solaris 8 OE for use in conjunction with 

pam_unix for authentication and password management with an LDAP server. This module was 

written to support stronger authentication methods such as CRAM-MD5, in addition to the UNIX 

authentication capabilities provided by pam_unix. The PAM LDAP module should be employed in 

Solaris Native LDAP clients only. At the present time, pam_ldap provides support only for authen-

tication and password management. Support for account management is expected to be added in 

the future.

The pam_ldap module should be stacked directly below the pam_unix module in the 

/etc/pam.conf configuration file. If there are other modules that are designed to be stacked in 

this manner, they could be stacked under the pam_ldap module. This design must be followed in 

order for authentication and password management to work when pam_ldap is used. A sample /

etc/pam.conf with pam_ldap stacked under pam_unix :

# Authentication management for login service is stacked.
# If pam_unix succeeds, pam_ldap is not invoked.
login   auth sufficient /usr/lib/security/pam_unix.so.1
login   auth required /usr/lib/security/pam_ldap.so.1 try_first_pass
# Password management
other   password sufficient /usr/lib/security/pam_unix.so.1
other   password required /usr/lib/security/pam_ldap.so.1

It is important to note that the control flag for pam_unix is sufficient. This flag means 

that if authentication through pam_unix succeeds, then pam_ldap is not invoked. Also, other 

service types, such as dtlogin, su, telnet, etc. can substitute for login. FIGURE 4 illustrates 

this structure.



©2002 Sun Microsystems, Inc. The PAM LDAP Module P22

Figure 4-1: pam_ldap structure

The options supported by the pam_ldap are:

• debug: If this option is used with pam_ldap, then debugging information is output to the 

syslog(3C) files.

• nowarn: This option turns off warning messages.

• use_first_pass: For authentication, this option compares the password in the password 

database with the password entered when the user authenticated to the first auth module in 

the stack.

In the case of password management, the use_first_pass option compares the password 

in the password database with the user’s old password entered to the first module in the stack. If 

these do not match (or no password was entered), then pam_ldap quits and does not prompt the 

user for the old password. It also attempts to use the new password entered to the first module in 

the stack as the new password for this module. If this attempt also fails, pam_ldap quits and does 

not prompt the user for a new password.

try_first_pass 

Similar to the use_first_option, this option compares the password in the database with the 

password entered to the first module in the stack. But unlike the use_first_pass option, it 

prompts the user for a password if the passwords do not match.

• For password management, try_first_pass compares the password in the database with 

the old password entered to the first module in the stack; if they do not match, the user is 

prompted for the old password. try_first_pass also attempts to use the new password 

entered to the previous module; if that fails, try_first_pass prompts the user for a new 

password. 

If the /var/ldap/ldap_client_cache file (which contains a list of LDAP servers, their 

transport addresses, and the authentication mechanisms used to access them) contains multiple 

authentication mechanisms specified for the NS_LDAP_AUTH parameter, then pam_ldap first 

attempts to authenticate with the first mechanism; if this fails, then pam_ldap goes to the next 

one and so forth, until it succeeds or runs out of mechanisms. 

login passwd su

PAM

pam_unix pam_ldap
/etc/pam.conf

 LDAP Server
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How PAM and LDAP Work
The authentication mechanism currently used in Solaris Native LDAP is SIMPLE authentication. 

SIMPLE authentication requires the client to pass a distinguished name (DN) and password to the 

server in clear text. Currently, the Sun™ ONE Directory Server 4.12 does not support authentication 

mechanisms, such as CRAM-MD5, which send only the digest over the wire. The tables below 

explain when the clear-text password is sent across the wire. 

pam_unix Authentication

In authentication with pam_unix, the client retrieves the password that is stored in the server by 

making a call to the getspnam function. This function binds to the LDAP server with the proxy 

agent account (which is why the proxy passwd is sent across the wire in clear text). It is important 

to note that the ACIs of the proxy agent allow this account to have read access to all user pass-

words, which is how this account can retrieve a user’s password. The encrypted password is sent 

to the client side, and compared with the crypted password supplied by the user at the password 

prompt. If there is a match, pam_unix returns success (see <Z_Xref>TABLE 2).

For updating passwords in pam_unix, the same comparison takes place as for authentication 

(since the user has to bind as the dn); then, the new password is sent over the wire in clear text 

(see <Z_XREF>TABLE 2).

TABLE 2 PAM Authentication

TABLE 3 PAM update of password

pam_ldap Authentication

In authentication that uses pam_ldap, the user password is passed to the server in an Auth 

structure in clear text, since authentication is being attempted with the user dn and password. 

If SIMPLE authentication is used and the password matches, then success is returned. At present, 

using pam_ldap does not serve much purpose, since pam_unix is sufficient for basic LDAP 

authentication. The reason is twofold; first, pam_ldap is required for stronger authentication 

mechanisms such as CRAM-MD5; and second, pam_ldap was designed to be extended for future 

authentication mechanisms to be supported in future releases. For additional information, see the 

pam_ldap man page (if using pam_ldap) for the correct way to stack in /etc/pam.conf. 

PAMabbreviations used in this discussionare listed in TABLE 3.

Authentication Mechanisms pam_unix pam_ldap

SIMPLE UP-No   PP-Yes UP-Yes   PP-Yes

CRAM-MD5 UP-*      PP-No UP-No   UP-No

Authentication Mechanisms pam_unix pam_ldap

SIMPLE UP-Yes (NP) PP-* UP-Yes      PP-*

CRAM MD5 UP-*            PP-* UP-No       PP-*
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TABLE 4 PAM abbreviations

The matrixes are easier to understand when a comparison is made between how the pass-

word is stored and how the authentication mechanism is used to authenticate to the LDAP server. 

The password can be stored in a variety of formats, such as SHA, crypt, clear text, and more. The 

authentication mechanisms are SIMPLE or CRAM-MD5 (future authentication types include DIGEST 

and others).

Abbreviation Description

UP User password

PP Proxy agent password

NP New password

* Not applicable (at present)
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Chapter 5

Overview of the PAM API 
and PAM-SPI

This section is a discussion of the PAM APIs, as well as examples of how to effectively write PAM 

modules when using the Solaris 9 OE. 

By writing PAM modules, it is possible to extend the capability of the Solaris 9 OE authentica-

tion mechanisms in a number of ways. For example, a system administrator could prevent users 

from choosing new passwords that resemble their old passwords. 

A PAM module is a shared object that is developed and written using the C programming lan-

guage. The module is dynamically selected based on the contents of the pam.conf configuration 

file. This is an extremely efficient mechanism which enables the selection of the most appropriate 

authentication mechanism for a particular environment — without sacrificing functionality or 

requiring dependence on third-party or unsupported software. 

Developing a PAM module is not as difficult as might be supposed. The PAM API comes with a 

rich set of features and is fairly intuitive to learn and use. Online documentation is available at the 

docs.sun.comSM site.
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It is outside the scope of this paper to discuss every API and function. However, the most 

commonly used and well-known APIs are covered. The PAM APIs can be grouped into five 

functional categories:

• PAM framework 

• Authentication 

• Account management 

• Session management 

• Password management 

These functions enable an application to invoke the PAM service modules and communicate 

information to PAM service modules. 

PAM Framework Functions

pam_start() 
pam_end() 

The pam_start() and pam_end() functions are PAM transaction routines for establishing 

and terminating a PAM session. pam_start() takes as arguments the name of the application 

calling PAM, the name of the user to be authenticated, and the address of the callback conversa-

tion structure provided by the caller. It returns a handle for use with subsequent calls to the PAM 

library.

pam_get_item() 
pam_set_item()

The pam_get_item() and pam_set_item() functions are routines that enable both appli-

cations and the PAM service modules to access and update common PAM information such as ser-

vice name, user name, remote host name, and remote user name from the PAM handle. Table 4 

lists some of these values.

TABLE 5 The values that may be manipulated by PAM functions

pam_getenv()
pam_getenvlist()
pam_putenv() 

The pam_getenv(), pam_getenvlist() , and pam_putenv() functions enable calling 

application and PAM modules to set and retrieve environment variables for the user session that 

will be established with the pam_open_session() function.

pam_strerror()

The pam_strerror () function returns error status information.

Item Name Description

PAM_SERVICE Service (application) name

PAM_USER User name

PAM_RUSER Remote user name

PAM_TTY tty name

PAM_RHOST Remote host name

PAM_CONV pam_conv structure

PAM_AUTHTOK Authenticated token

PAM_OLDAUTHTOK Old authentication token
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PAM Authentication Functions

pam_authenticate()
pam_setcred()

The pam_authenticate() function is called to verify the identity of the current user. The 

pam_setcred() function is called to set the credentials of the current process associated with 

the authentication handle supplied. Typically, this is done after the user has been authenticated.

Account Management Functions

pam_acct_mgmt()

This function is used to verify the authorization of the user to sign on. It will typically include 

checking for password and account expiration, valid login times, and so on.

Session Management Functions

pam_open_session()
pam_close_session()

These functions are called at the initiation and termination of a PAM session. They can also 

support session auditing.

Password Management Functions

pam_chauthtok ()

This function is called to change the authentication token (password) associated with the user.

PAM-SPI Functions
The functions comprising the PAM-SPI are provided by the modules called by the PAM infrastruc-

ture and are grouped below on the basis of module type.

Authentication Module Functions 

pam_sm_authenticate() 
pam_sm_setcred()

The pam_sm_authenticate() function is called to verify the identity of the current user as 

specified by the PAM_USER item. 

The pam_sm_setcred() function is called to set the credentials of the current process 

associated with the authentication handle supplied. Typically, this is done after the user has been 

authenticated.

Note – A service module that is specified as auth must implement both interfaces.
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Account Management Module Functions

pam_sm_acct_mgmt()

This function is used to verify the authorization of the user when signing on. It will typically 

include checking for password and account expiration, valid login times, and so on.

Session Management Module Functions

pam_sm_open_session()
pam_sm_close_session()

These functions are called on the initiation and termination of a PAM session. They also 

support session auditing.

Password Management Module Functions

pam_sm_chauthtok()

This function is called to change the authentication token (password) associated with the user.

Note – For an understanding of the relationship between the various APIs, please refer to the 

PAM Framework Architecture documentation available at the docs.sun.com site.
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Chapter 6

Writing the First PAM Module

The easiest way to get experience with writing PAM modules is to code one. The following 

example, pam_compare.so.1, is a standalone module for the PAM password stack. It enables 

a system administrator to prevent users from choosing a new password string that resembles an 

old password string. 

The concept for this module is as follows: Each character in the user’s new password is 

checked against a particular character that may have been present in the old password string. The 

module is based on the logic that there can be only a configurable number of matching characters 

between the old and new passwords. If the limit is exceeded, the new password will be rejected.

The configuration of the pam_compare module is accomplished by adding the 

following entries to the /etc/pam.conf file. These entries need to be placed before the 

pam_authtok_store.so.1 definition. 

Example of an entry:

other   password required   pam_authtok_get.so.1
other   password requisite  pam_authtok_check.so.1
other   password requisite  pam_compare.so.1         maxequal=4
other   password required   pam_authtok_store.so.1

Note – If the maxequal flag is not specified, then passwords will not be allowed to contain any 

shared characters.

Finally, the pam_compare module accepts two flags:

• debug: Turns on debugging messages through the syslog level LOG_DEBUG

• maxequal=n: Configures the maximum number of allowable shared characters
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Source Code
The source code consists of three files: Makefile, C file, pam_compare.c, plus associated man 

pages. Other prerequisites are an ANSI C compiler and a make utility. All work is expected to be 

performed in the Solaris 9 OE.

Note – The supplied makefile creates only a 32-bit version of the module. Deployable modules 

should be compiled for both 32- and 64-bit operations.

Makefile

LISTING 1 shows the Makefile, which has been tested on Solaris 9. It is not necessary to modify 

this Makefile. Included are comments to explain what options are required to compile the PAM 

module successfully. 

#ident "@(#)Makefile    1.3 12/11/01 SMI"
#
# Copyright (c) 001 by Sun Microsystems, Inc.
# All rights reserved.
#

## PAM Module: pam_compare.so.1

TOP=../
include $(TOP)common/Makefile.master

################################################################
# 
LDLIBS=         -lpam -lc
#################################################################
# The -G option passes the option to the link editor to produce 
# a shared object rather than a dynamically linked executable. 
#
# The -Kpic option produces Position independant Code
#
# The -z defs option makes sure all symbols are resolvable. If 
# not, you will get a failure at the time the modules is mapped 
# into memory. This is a very hard problem to debug, and using 
# -zdefs makes sure it won’t occur.

LDFLAGS=        -G -Kpic -z defs
#
#################################################################
# The -D_REENTRANT is used when you are writing multithreaded 
# code. This option must be used in the compile stage.
#
# The pam_modules *MUST*BE* multi-thread safe.
CFLAGS=         -D_REENTRANT

SRCS=   pam_compare.c

OUTDIR=lib-$(PLAT)

all: output_dir pam_compare.so.1

pam_compare.so.1: pam_compare.o
        $(CC) $(LDFLAGS) -o pam_compare.so.1 pam_compare.o $(LDLIBS) 
        mv pam_compare.so.1 pam_compare.o $(OUTDIR)
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lint: $(SRCS)
        lint -y $(CFLAGS) $(SRCS) $(LDLIBS)

pam_compare Source File

This section includes a discussion of the pam_compare source file, including information on how 

this PAM module is built. Understanding PAM modules is certainly best explained by an example, 

such as the following:

1  #include <security/pam_appl.h>
2  #include <security/pam_modules.h>
3  #include <stdarg.h>
4  #include <syslog.h>
5  #include <stdio.h>
6  #include <stdlib.h>
7  #include <string.h>

The interesting include files are <security/pam_appl.h> which contains the PAM error 

codes and structures used by the PAM API, and the <security/pam_modules.h>, which con-

tains the PAM SPI definitions.

Since PAM modules simply cannot assume that the interaction with the user will be based on a 

simple terminal-like interface (for example, compare the telnet interface and dtlogin interface) 

– printf or puts cannot be used to communicate with the user. Therefore, the PAM framework 

introduces the concept of a conversation function. 

This function is supplied to the module by the application. For any input/output interaction 

with the user, the application’s conversation function is called. It is up to the application to make 

sure that the correct interface is used to communicate with the user. For example, dtlogin will 

draw an alert box to display messages to the user, while telnetd might simply perform a write 

on a socket.

9  /*
    10   * Display a one-line message to the user
    11   */
    12  static void
    13  pam_display(pam_handle_t *pamh, int style, char *fmt, ...)
    14  {
    15          struct pam_conv *pam_convp;
    16          char buf[512];
    17          va_list ap;
    18          struct pam_message *msg;
    19          struct pam_response *response = NULL;
    20
    21          va_start(ap, fmt);
    22          vsnprintf(buf, sizeof (buf), fmt, ap);
    23          va_end(ap);
    24
    25          if (pam_get_item(pamh, PAM_CONV, (void **)&pam_convp) 
!= PAM_SUCCESS) {
    26                  syslog(LOG_ERR, "pam_compare: Can’t get 
PAM_CONV item");
    27                  return;
    28          }
    29
    30          if ((pam_convp == NULL) || (pam_convp->conv == NULL)) {
    31                  syslog(LOG_ERR, "pam_compare: no conversation 
function defined");
    32                 return;
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    33          }
    34
    35          msg = (struct pam_message *)calloc(1, sizeof (struct 
pam_message));
    36          if (msg == NULL) {
    37                  syslog(LOG_ERR, "pam_compare: out of memory");
    38                  return;
    39          }
    40
    41          msg->msg_style = style;
    42          msg->msg = buf;
    43
    44          (pam_convp->conv)(1, &msg, &response, pam_convp
->appdata_ptr);
    45
    46          if (response)
    47                  free(response);
    48
    49          free(msg);
    50  }

The example module introduces a simple routine that can be used to display a one-line message 

to the user, utilizing the conversation function in the PAM handle.

Line 13 is the PAM handle pam_handle_t, *pamh, which is used to store the address of the 

handle.

Line 15, the pam_conv structure, pam_conv, contains the address of the conversation func-

tion provided by the application. The pam_conv structure is used by the authentication application 

for passing call-back function pointers and application data pointers. The underlying PAM service 

module invokes this function to output information to and retrieve input from the user.

Line 18, pam_message, is a message structure that is used to pass, prompt, error, or 

message any text information from the PAM services to the application or user. Note that it is 

the responsibility of the PAM service modules to localize the messages. The memory used by 

pam_message must be allocated and freed by the PAM modules. 

Line 19, pam_response, is a message structure that is used to get the response back from 

the application or user. The storage used by pam_response must be allocated by the application 

and freed by the PAM modules.

25  if (pam_get_item(pamh, PAM_CONV, (void **)&pam_convp) != 
PAM_SUCCESS) {
26          syslog(LOG_ERR, "pam_compare: Can’t get PAM_CONV item");
27          return;
28  }
29
30  if ((pam_convp == NULL) || (pam_convp->conv == NULL)) {
31          syslog(LOG_ERR, "pam_compare: no conversation function 
defined");
32          return;
33  }
34
35  msg = (struct pam_message *)calloc(1, sizeof (struct 
pam_message));
36  if (msg == NULL) {
37          syslog(LOG_ERR, "pam_compare: out of memory");
38          return;
39  }
40
41  msg->msg_style = style;
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42  msg->msg = buf;
43
44  (pam_convp->conv)(1, &msg, &response, pam_convp->appdata_ptr);
45
46  if (response)
47          free(response);
48
49  free(msg);
50 }

Line 25 is the pam_get_item() function, which returns to the caller the PAM information 

for the item_type supplied. item is assigned the address of the requested item. The data within 

the item is valid until it is modified by a subsequent call to the pam_set_item () function.

58  static
59  int compare(char *old, char *new, int max)
60  {
61          unsigned char in_old[256];
62          int equal = 0;
63
64          memset(in_old, 0, sizeof (in_old));
65
66          while (*old)
67                  in_old[*(old++)]++;
68
69          while (*new) {
70                  if (in_old[*new])
71                          equal++;
72                  new++;
73          }
74
75          if (equal > max)
76                  return (1);
77
78          return (0);
79  }

Lines 58-79 comprise a function that is used to compare the strings old and new. If more than 

“max” characters of new also appear in old, the function returns 1 (error). Otherwise it returns 0. 

This function interface can be characterized in the following manner:

• It is good programming practice to declare functions whose return value is int.

• The format of this function is as follows:

• <data type> <function name>(parameter-type-list);

• The function call and its argument list are expressions in the calling program. The arguments 

passed in this function call are the same data type as that which the called function was defined 

to accept.

• Control returns to the calling function when the closing brace “}” in the called function, or a 

return, is encountered.

87  int
88  pam_sm_chauthtok(pam_handle_t *pamh, int flags, int argc, const 
char **argv)
89  {
90          int i;
91          int debug = 0;
92          int maxequal = 0;
93          int pam_err;
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94          char *service;
95          char *user;
96          char *passwd;   /* the newly typed password */
97          char *opasswd;  /* the user’s old password */
98
99          for (i = 0; i < argc; i++) {
100                  if (strcmp(argv[i], "debug") == 0)
101                          debug = 1;
102                  else if (strncmp(argv[i], "maxequal=", 9) == 0)
103                          maxequal = atoi(&argv[i][9]);
104          }

Line 88, pam_sm_chauthtok (), is a function within the PAM-SPI module called by the PAM 

infrastructure – in particular, the module type Password Management Module Functions. This func-

tion is called in response to a call to the pam_chauthtok () function, which in turn calls the PAM 

framework function pam_chauthtok () modules which are listed in the PAM configuration.

Upon successful completion of the call, the authentication token of the user will be ready 

for change, or will be changed in accordance with the authentication scheme.

It is the responsibility of pam_chauthtok () to determine if the new password meets 

certain strength requirements. 

109          if ((flags & PAM_PRELIM_CHECK) == 0)
110                  return (PAM_SUCCESS);
111
112          pam_err = pam_get_item(pamh, PAM_SERVICE, (void 
**)&service);
113          if (pam_err != PAM_SUCCESS) {
114                  syslog(LOG_ERR, "pam_compare: error getting 
service item");
115                  return (pam_err);
116          }
117
118          pam_err = pam_get_item(pamh, PAM_USER, (void **)&user);
119          if (pam_err != PAM_SUCCESS) {
120                  syslog(LOG_ERR, "pam_compare: can’t get user 
item");
121                  return (pam_err);
122          }

In line 109, the PAM framework invokes the password services twice. The first time the mod-

ules are invoked with the flag, PAM_PRELIM_CHECK. During this stage, the password modules 

should perform only preliminary checks (ping remote name services to see if they are ready for 

updates, for example).

Line 112 is the pam_get_item routine that allows both applications and PAM service 

modules to access and update common PAM information such as service name, user name, 

remote host name, and remote user name from the PAM handle.

129          if (user == NULL || service == NULL) {
130                  syslog(LOG_ERR, "pam_compare: %s is NULL",
131                          user == NULL ? "PAM_USER" : "PAM_SERVICE");
132                  return (PAM_SYSTEM_ERR);
133          }
134
135          pam_err = pam_get_item(pamh, PAM_AUTHTOK, (void 
**)&passwd);
136          if (pam_err != PAM_SUCCESS) {
137                  syslog(LOG_ERR, "pam_compare: can’t get password 
item");
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138                  return (pam_err);
139          }
140
141          pam_err = pam_get_item(pamh, PAM_OLDAUTHTOK, (void 
**)&opasswd);
142          if (pam_err != PAM_SUCCESS) {
143                  syslog(LOG_ERR, "pam_compare: can’t get old 
password item");
144                  return (pam_err);
145          }

Line 131, PAM_USER and PAM_SERVICE, are the user name and program service name 

respectively.

Line 135 is the item type PAM_AUTHTOK, which is available only to the PAM service modules 

for security reasons. What actually happens here is that the pam_chauthtok () function clears 

the PAM_AUTHTOK and PAM_OLDAUTHTOK items in the PAM handle prior to returning to the call-

ing application. The authentication module, account module, and session management module 

should treat PAM_AUTHTOK as the current authentication token.

Line 141 is the item type PAM_OLDAUTHTOK. It is available only to the PAM service modules 

for security reasons. The password management module treats PAM_OLDAUTHTOK as the current 

authentication token, and PAM_AUTHTOK as the new authentication token.

151          if (passwd == NULL) {
152                  if (debug)
153                          syslog(LOG_DEBUG, "pam_compare: "
154                              "NULL password; cleared by another 
module?");
155                  return (PAM_AUTHTOK_ERR);
156          }

Lines 151-156 check the PAM_AUTHTOK and verify that is not a NULL value. If a NULL value is 

encoutered, it can be assumed that a previous module has probably cleared the AUTHTOK because 

of a potential error.

164          if (opasswd == NULL)
165                  return (PAM_SUCCESS);
166
167          if (compare(opasswd, passwd, maxequal)) {
168                  pam_display(pamh, PAM_ERROR_MSG,
169                      "%s: Your old and new password can’t share 
more than %d "
170                      "characters.", service, maxequal);
171                  syslog(LOG_AUTH|LOG_WARNING, "%s: pam_compare: "
172                      "rejected new password for %s", service, 
user);
173
174                  /*
175                   * Clear the PAM_AUTHTOK item to prevent other 
modules from
176                   * continuing
177                   */
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178                  pam_set_item(pamh, PAM_AUTHTOK, NULL);
179
180                  return (PAM_AUTHTOK_ERR);
181          }
182
183          return (PAM_SUCCESS);
184  }

In lines 164-177, if PAM_OLDAUTHTOK is NULL, PAM_SUCCESS is returned. This is possible 

when root executes passwd and there is no old password to compare to the new password. 

Line 178, the pam_set_item(), is used to set the value of PAM_USER. This function enables 

the caller to update PAM information as needed.
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Chapter 7

Conclusion

The PAM interface in the Solaris 9 OE provides a set of APIs that can be used by third-party applica-

tions to extend authentication capabilities. By using the PAM layer, applications authenticate to 

the server without needing to determine what authentication method has been chosen by the 

system administrator for any given client. In the Solaris 9 OE, PAM modules can now be con-

structed to support site-specific authentication requirements. 

By plugging multiple, low-level authentication mechanisms into applications at runtime, 

PAM integrates them with a single, high-level API. These authentication mechanisms, which may 

be standalone operating system or network mechanisms, are encapsulated as dynamically load-

able, shared-software modules. These modules may be installed independent of applications or 

executed by applications, depending on the system configuration. 

In an environment where there is an LDAP directory server, either pam_unix or pam_ldap 

can be used to authenticate users. Because of its increased flexibility and support of stronger 

authentication methods, the use of pam_ldap is recommended. For organizations using the 

Solaris 9 OE, which offers Native LDAP for naming and directory services, pam_ldap offers an ideal 

way to extend the authentication capabilities.

Using the PAM interface in the Solaris OE offers administrators greater flexibility and main-

tainability in deploying authentication mechanisms throughout the network. Administrators can 

choose a default authentication method, and require more secure mechanisms as necessary. 
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In addition, users may find that authentication is easier when using a PAM-enabled network. 

PAM can be used to enable single sign-on, overcoming the need to remember multiple passwords 

when logging into multiple network applications and services. 

It is the combination of flexibility and ease of use that makes the PAM interface in the Solaris 

9 OE an effective way to raise the overall security in a network environment. PAM is part of an 

overall security solution from Sun. Increasing security can help businesses protect their IT assets 

while improving the availability of their network infrastructure. 

For more information on Sun security products, please see www.sun.com/security. 
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