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Chapter 1

 

Introduction

 

Many customers would like to consolidate their installation and deployment operations to one 

central location, booting and installing software on servers deployed in lights-out facilities around 

the world. To help customers meet this goal, Sun has developed the Secure WAN Boot technology.

Secure WAN Boot technology provides a method to securely boot and install systems over the 

Internet with authentication of the client and secure transmission of the install image. This new 

technology, introduced in the Solaris™ 9 Operating System (OS), is the first of its type to be provided 

by a major UNIX® vendor. It helps IT departments manage a lights-out environment by enabling 

administrators to remotely install systems over geographically dispersed areas.

JumpStart™ software, Sun’s current network install utility, works well on Local Area Networks 

(LANs), but is not a scalable option for customers who need to provision systems for remote sites. 

While the Solaris 8 OS provides the Dynamic Host Configuration Protocol (DHCP) as an option for 

network configuration during remote boot, the balance of JumpStart software’s remote boot process 

relies on NFS version 2 or 3 for downloading the operating system and installation images. NFS 

lacks the security mechanisms required by Internet service providers (ISPs) and others who desire 

secure wide area network (WAN) installations.

A further issue with DHCP is that it is a LAN-based, rather than WAN-based, protocol that 

requires a DHCP server or relay server for every subnet. Using per-subnet DHCP servers creates 

a scalability bottleneck for customers with high numbers of installation sites and tight space 

requirements. In addition, NFS does not perform well in high-latency, low-bandwidth environments 

(WANs), and requires an NFS install server per site. Figure 1-1 illustrates the security and infrastructure 

issues associated with using the JumpStart software over a WAN.
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Figure 1-1: 

 

JumpStart software over a WAN is 
insecure and requires additional infrastructure

 

Secure WAN Boot technology uses a digital signature (SHA1) in the first stage of the boot 

process, then utilizes HTTPS (HyperText Transfer Protocol Secure sockets), Triple Data Encryption 

Standard (3DES), and Secure Hashing Algorithm 1 (SHA-1) (see Chapter 2) to solve most of the 

security issues that arise when using the JumpStart software to install systems over WANs. It also 

eliminates the need for per-subnet DHCP servers or relays and per-site NFS servers at the remote 

site, as shown in Figure 1-2.

 

Figure 1-2: 

 

Secure WAN installation with Secure 
WAN Boot technology

 

Providing Security

 

Secure WAN Boot technology provides security over the Internet and insecure WANs with the 

following measures:

• Peer Authentication — It verifies the identities of the client and server by exchanging digital 

certificates (after the security payload has been downloaded, see Chapter 3).

• Data Confidentiality — It encrypts all of the information for transmission to prevent a third 

party from reading it.

• Data Integrity — It uses digital signatures and secure connections to verify that a third party 

has not modified the information received.
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In addition, using a standard base configuration can help increase the security of individual 

systems by ensuring that unnecessary software is removed from all systems that provide specific 

functions. For example, a standard configuration for Web servers could be created that uses a 

stripped-down, secure version of the Solaris OS. Since every Web server uses the exact same 

configuration, and is essentially a clone of the original, the chances of a security breach due 

to a configuration error are significantly reduced.

 

Lowering TCO

 

Using Secure WAN Boot technology for Internet-based installs can help lower a company’s total 

cost of ownership (TCO) by:

• Reducing necessary infrastructure (JumpStart servers, disk space) by using compressed Flash 

archives and eliminating per-subnet NFS servers

• Enabling secure system deployments over WANs both locally and remotely, decreasing the need 

for senior administrators at remote sites

• Reducing network costs by using public networks

• Increasing efficiency by centralizing administration: Difficult administration tasks (setting up 

install and boot servers) can be centralized; junior administrators can install remote systems 

per company standards in a consistent, secure manner

• Increasing scalability by enabling remote installations of additional systems

• Automating upgrades — Situations where initial installations are acceptable (Flash archives 

overwrite existing software)

 

Who Will Benefit

 

The security and increased speed features of the Secure WAN Boot technology will be beneficial in 

many environments, including:

• Data centers — Where security might not be as crucial, but TCO is

• E-commerce and (ISP) environments — Where scalability, flexibility, consistency, and security 

are paramount issues

• Trading floors and banks—Where increased security, consistency, central administration, 

efficiency, and reduced infrastructure have a tremendous impact on lowering TCO

• Government agencies and others providing services to remote locations — Where there is a 

need for centralizing administration, increasing security, and reducing or eliminating the cost 

of sending administrators to remote sites

• Any enterprise — With the need to install systems over a WAN in a consistent and secure manner 

in order to increase scalability, flexibility, and efficiency while decreasing administration and 

infrastructure costs

Secure WAN Boot support in the boot Programmable Read-Only Memory (PROM) is planned 

for the majority of new Sun platforms. Legacy UltraSPARC® systems are supported via a local copy of 

the 

 

wanboot

 

 executable, explained in Chapter 3. Secure WAN Boot servers must be running the 

Solaris 9 OS, while client installations are supported for the Solaris 8 OS (update 5) or later.

Secure WAN Boot technology is basically performed in two steps: 1) 

 

Setting up the install and 

boot servers

 

, and 2) 

 

Installing the remote client

 

. These steps are discussed in more detail in the 

following pages.
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Chapter 2

 

Setting Up the Install and 
Boot Servers

 

There are two distinct server functions required for the Secure WAN Boot technology as shown 

in Figure 2-1. They are:

• An install server, to provide install images

• A boot server, to provide second-stage boot (

 

wanboot

 

), third-stage boot (Solaris OS miniroot) 

images, and per-client security payloads

These functions, while individually contained, may be run on a single system or distributed 

across multiple systems. The initial set up of the install servers is required only once for an entire 

network. Install images can be added as needed, and additional servers can be employed to support 

large numbers of simultaneous client installations. In the future, a utility will be provided to 

automate the configuration of the required servers.
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Figure 2-1: 

 

Secure WAN Boot servers and their 
contents

 

Setting Up the Install Image Server

 

The install server contains the Flash archives of the various client configurations available for 

Secure WAN Boot technology. Each install image archive should contain the base configuration, 

for example, the Solaris OS for the target platform and patches, as well as the appropriate 

hardware drivers and the application profile for the desired system service.

 

Creating and Testing a Configuration

 

A base configuration, containing the Solaris OS and current patches for the type of server to be 

installed, must be created and thoroughly tested. The administrator then determines which 

hardware will be resident on the target system and installs the corresponding drivers and any 

necessary patches. For a modular approach, application profiles can be created and added to the base 

configuration to create specific service images, for example, application server, database server, 

Web server, and cache server. Figure 2-2 shows how base configurations and application profiles 

can be combined to create service images and the resulting Flash archives.

 

Figure 2-2: 

 

Base configurations, application profiles, 
and Flash archives

Boot

• wanboot
• miniroot

Install

• Flash
archives

Secure WAN Boot Servers

• keys
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Creating a Flash Archive

 

After a service configuration has been created and tested, a Flash archive can be created from it. 

The Flash technology enables administrators to create a snapshot image of a complete system, 

including the Solaris OS, applications, and system configuration. When a Flash archive is installed 

on a system, all of the files in the archive are copied to that system, giving the newly installed 

system the same installation configuration as the original system. Installing a new system with 

Flash archives is much faster than using a JumpStart software image since the files are simply 

copied to the target system, rather than installed individually through 

 

pkgadd

 

. Once the archives 

have been created, they can be moved to the install server.

 

Setting Up the Boot Image Server

 

The boot image server provides the per-client security payloads, 

 

wanboot

 

 executable, Solaris OS 

miniroot, and appropriate utilities, libraries, and files to allow the Solaris OS miniroot to boot and run 

installation software on the client system. Detailed instructions for setting up all of the Secure 

WAN Boot servers can be found in 

 

Secure WAN Install — Setting Up Install Servers

 

.

 

Creating the Shared Keys

 

For each client, it is necessary to configure the boot server with information to allow the client to 

be identified and authenticated. This includes placing a pair of keys onto the client system and 

boot server. This key pair — the “shared keys” — is normally unique for each client, but may be 

used on all clients depending on the level of security required.

The first key is an SHA-1 symmetric authentication key used for signing and authenticating 

the 

 

wanboot

 

 binary. The second is a 3DES symmetric encryption key used for encrypting and 

decrypting the security payload.

Secure WAN Boot technology provides utilities to help add new install clients, and tools that 

enables customers to implement or integrate with an appropriate configuration and key 

management infrastructure.

 

Note – 

 

The shared secret keys are resident on the client in the boot PROM, and can be accessed 

by any application that can access the boot PROM 

 

nvram

 

 (should only be accessible by 

 

root

 

) or 

 

from the console (which should be physically secure).
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Chapter 3

 

Installing the Client System

 

Installing a Secure WAN Boot client system consists of three main stages:

• Booting the remote client and downloading the 

 

wanboot

 

 binary

• Executing the 

 

wanboot

 

 binary and downloading the WAN Boot security payload and Solaris OS 

miniroot

• Executing the miniroot, which downloads and installs the install image

 

Booting the Remote Client

 

During the initial boot process, the remote system local interface is configured (for example, remote 

system IP address, remote system host name, and so on) and the address of the boot server is 

specified. If they are not already present, the shared keys should be set. The remote system then 

downloads the 

 

wanboot

 

 executable from the boot server. These steps are discussed in more 

detail below.

 

Initial Boot

 

Normally, a client has a secure console connection that is used to initiate the installation. 

Alternatively, the system can be configured to automatically install software when it is powered 

on (a console connection is needed to deal with any errors).

Prior to starting the 

 

wanboot

 

 download, the remote client network interface must be 

configured; the following parameters must be set:

• Client IP address

• Client host name
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• Client subnet mask

• Client default router IP address

Additionally, the boot server address must be specified.

These parameters may be specified from the Open Boot Prom (OBP) command line by setting 

the OBP environment variable,

 

 network-boot-arguments:

 

ok 

 

setenv network-boot-arguments host-ip=<IP address>,...

 

or they may be specified as additional arguments to the 

 

‘boot net’

 

 command (see 

below).

It is possible to use DHCP to supply the parameter values by setting 

 

network-boot-

arguments

 

 to 

 

‘dhcp’:

 

ok 

 

setenv network-boot-arguments dhcp

 

or by using an alternative form of the 

 

‘boot net’

 

 command (see below).

If the shared keys are not already present on the client, they should be specified using 

the OBP command:

 

ok 

 

set-security-key <keyname=keyvalue>

 

The OBP command used to download the 

 

wanboot

 

 binary is:

 

ok

 

 boot net <optional arguments> - install

 

or, to use DHCP to provide the client interface configuration:

 

ok

 

 boot net:dhcp <optional arguments> - install

 

The boot PROM downloads the second stage boot (

 

wanboot

 

 executable), which is accompanied 

by a digital signature signed with the server’s copy of the shared authentication key. The OBP will 

only execute a correctly signed 

 

wanboot

 

 binary. Figure 3-1 illustrates the downloading process.

For systems without Secure WAN Boot support in the boot PROM, the 

 

wanboot

 

 can be 

performed by executing the 

 

wanboot

 

 binary provided on the install media; for example:

 

ok boot cdrom -F wanboot -o prompt - install

 

Note the use of the 

 

‘-o prompt’

 

 argument; this causes 

 

wanboot

 

 to prompt for 

the necessary interface configuration parameters, boot server address, and shared keys.

 

Figure 3-1: 

 

Boot and download process

Boot

Install

Client
w/keys

2 Send location info
3 Request wanboot
4 Send wanboot

1

3
2

ok boot net
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Executing the Wanboot Binary

 

The OBP executes the 

 

wanboot

 

 binary, which then downloads a security payload that has been 

signed with the client’s authentication key and encrypted with the client’s encryption key from 

the install server. The security payload contains the message digest algorithm type, the client’s private 

key, and the client certificate. The certificate authority (CA) certificate is downloaded within the 

security payload and is used to set up the Secure Sockets Layer (SSL) connection. It is the means 

by which SSL authenticates the boot/install server. The client certificate and private key are used 

by SSL to authenticate the client.

After the payload is decrypted, 

 

wanboot

 

 uses the certificate and client key to authenticate 

identities and set up a secure SSL connection between the client and the install server. (Secure 

WAN Boot technology supports a subset of the standard SSL encryption algorithms.) The administrator 

has the option to disable SSL if a secure HyperText Transfer Protocol (HTTP) transaction is not 

needed, for example, on secure private networks.

Next, 

 

wanboot

 

 uses this authenticated, encrypted connection to download a boot file system 

image that contains a copy of the Solaris OS miniroot and the appropriate utilities, libraries, and 

files to allow the Solaris OS miniroot to boot and run the installation software (Figure 3-2). Using 

an encrypted connection helps ensure confidentiality of the transmitted data.

If the boot file system is valid, 

 

wanboot

 

 mounts it and the Solaris OS miniroot is extracted. 

The miniroot is then executed.

 

Figure 3-2: 

 

SSL connection and download process

 

Executing the Miniroot and Installing

 

When the Solaris OS miniroot executes, it starts the install process which retrieves the SSL 

certificates used by 

 

wanboot

 

 (passed to the client in the security payload) and uses them 

to enable a secure download of the Flash archive image from the install server, as depicted 

in Figure 3-3.

Boot

Install
Client
w/keys

1 Request security payload
2 Send encrypted security payload
3 Request SSL connection
4 Set up SSL connection

1
2

34

5

6

5 Request miniroot payload
6 Send encrypted miniroot payload

%execute wanboot*

%decrypt payload

%mount miniroot

*Not actual commands, for illustration only
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Figure 3-3: 

 

Miniroot execution, download, 
and install process

 

Summary

 

Considering the economic uncertainty of the times, the need to cut costs and increase productivity 

is at the forefront of every IT manager’s mind. Secure WAN Boot technology helps address these 

needs by giving administrators the ability to install systems over the Internet in a secure and 

efficient manner. With products like Secure WAN Boot technology, Sun is helping companies 

cut costs and enabling them to move one step closer to a lights-out environment.

Boot

Install

Client
w/keys

1

2

1 Request install archive over SSL
2 Send encrypted install archive

%execute miniroot*

%install image

*Not actual commands, for illustration only
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Chapter 5

Glossary

• Cryptography: Mathematical techniques for protecting information.

• 3DES: Triple Data Encryption Standard: A block encryption algorithm, encrypting data blocks 

of 64 bits at a time with 56-bit keys (original DES) or 112-bit keys (3DES).

• Digital certificates: A general-purpose identification system that uses public key cryptography. It 

is a signed block of data that contains a public key and other information, such as a person’s 

name and e-mail address.

• Message digest: Message digest functions distill the information contained in a file into a single 

large number, usually between 128 and 256 bits in length. They are sometimes referred to as 

“one-way hash” functions because they produce values that are difficult to invert, resistant to 

attack, effectively unique, and widely distributed. Message digest algorithms 

are used to create digital signatures, message authentication codes, and encryption keys.

• SHA-1: A revised version of the Secure Hashing Algorithm designed for use with the National 

Institute for Standards and Technology’s Digital Signature Standard.

• SSL: Secure Sockets Layer: A general-purpose Web cryptographic protocol for securing 

bidirectional communication channels.

• Symmetric authenticating key: The same key is used for encrypting and decrypting.

Note – Definitions are from Web Security, Privacy & Commerce by Simson Garfinkel, O’Reilly 

Publishers
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