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Chapter 1

 

Introduction

 

Overview

 

Part 1, Concepts

 

, describes the Sun™ Management Center architecture and interfaces. The 

document discusses several popular ways and best practices for integrating applications and 

modules into the Sun Management Center product. 

 

Part 2, Implementation and Code Examples

 

, 

presents code examples for integrating modules and applications into the Sun Management 

Center product.

This document is based on Sun Management Center 3.5 software. Users of earlier versions of 

the product should make sure that the features of interest are available in those versions.
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Intended Users of This Document

 

Any developer or system administrator who wants to add content to the Sun Management Center 

product should first read this document. As a developer, you may want to add content to the 

presentation layer, instrumentation layer, or both. This document discusses which interfaces to 

use, and recommends best practices to follow during integration.

This document also discusses the semantics of these interfaces and tries to stay away from 

the syntactic aspects of the interface. For syntax and synopsis of each interface mentioned, take a 

look at the 

 

Sun Management Center 3.5 Developer Environment

 

 

 

Reference Manual

 

.

 

1

 

For more details about how to use the Sun Management Center 3.5 software, or for details 

about the Sun Management Features discussed later in the document, you can refer to the

 

 Sun 

Management Center 3.5 Software Users Guide

 

.
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Chapter 2

 

Sun Management Center 

Architecture

 

The Sun Management Center software is an open, comprehensive, and extensible system 

monitoring and management solution that uses Remote Method Invocation (RMI) and Simple 

Network Management Protocol (SNMP) to provide integrated, enterprise-wide management of 

Sun products and their subsystems, components, and peripheral devices.

The Sun Management Center product uses both User Datagram Protocol (UDP) and Transmission 

Control Protocol (TCP) for probe communication and Hyper Text Transfer Protocol (HTTP) and Hyper 

Text Transfer Protocol Secure Sockets (HTTPS) for Web and Module Configuration Propagation (MCP) 

distribution. It also supports Network Address Translation (NAT), a network configuration feature 

that enables servers, hosts, and consoles on different networks to communicate with each other 

across a common internal network. 

The Sun Management Center product supports multi-IP machines with multiple Internet 

Protocol (IP) interfaces. When installed on these systems, the Sun Management Center 3.5 server 

is configured, by default, to support all agents on all IP interfaces. IP interfaces can be listed, 

removed, or added.
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The Sun Management Center software includes three component layers: client, server, and 

agent, as shown in Figure 2.1. It is based on the manager/agent architecture, in which:

• The client is the user interface that interacts with the user to initiate management tasks.

• The server (manager) executes management applications and sends requests to agents in order 

to perform management tasks on the user’s behalf.

• The agents (that are executing on the managed nodes) access management information, 

monitor local resources, and respond to manager requests.

 

Figure 2-1: 

 

Three-Tier Architecture

 

Client Layer

 

More than one client (and by more than one user) can connect to the same Sun Management 

Center server. The client layer provides:

• Visual representation of managed objects (for example, hosts, networks, and managed data)

• Presentation of managed data in native and custom formats

• Manipulation of attributes and properties associated with managed objects (for example, 

creating alarm thresholds)

• Initiation of management tasks (for example, dynamic reconfiguration)

The Sun Management Center client layer is the interface between the user and other component 

layers of the Sun Management Center software.

The client can be either a Java™ technology-based application, or can be launched from a Web 

browser. In addition, users can employ published interfaces to build custom client applications.

Command Line Interface (CLI) functionality is similar to that provided in the graphical user 

interface (GUI) and provides many of the functions available through the GUI. The CLI can be 

accessed from a user terminal session, utilizing one of the following:

• UNIX® workstation, running the Solaris™ 2.6 Operating System (OS) and higher

• Desktop PC, running Windows 98, Windows NT, or Windows 2000
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Server Layer

 

The server layer accepts requests from the user through the console and passes these requests to 

the appropriate agent. It then relays the response from the agent back to the user. In addition, the 

server layer forwards unsolicited events (like SNMP traps) from agents to interested client appli-

cations. For example, when an application on a target host exits, an alarm can be sent to all client 

programs that are interested in that application on the target host. The server can also provide 

“lights-off” management by executing persistent jobs without any user interaction.

The server layer consists of several components that provide well-defined services.

• Session service is the Java technology-based multiplexer for client connections and agents

• Topology service provides administrative domain and view management features

• Configuration service provides user authentication service for client connections. It also 

provides key generation and distribution services for agents.

• Event service provides event repository and event management features. These events can 

trigger alarms, which are forwarded to the console.

• Metadata service provides information about the meta model of managed entities for internal 

applications. Grouping allows the creation of grouping tasks only for Sun Management Center 

modules registered with a metadata service. Metadata service provides a basic introspection 

utility to expose module schema, property attributes, syntax, and display hints.

• Trap service is a centralized SNMP trap receptor that logs and forwards traps to interested 

components. This server layer component is responsible for receiving all alarm notifications.

• Grouping service provides a way to create, schedule, and execute tasks on a set of target hosts 

selected by various filtering criteria.

 

Agent Layer

 

The agent layer performs the actual information gathering, monitoring, and management of 

objects on the nodes managed by the Sun Management Center software. The server layer interacts 

with the agent layer to gain access to managed objects by using SNMP. 

Sun Management Center agents are scalable, extensible, and SNMP-based. They monitor and 

manage objects including hardware, operating systems, and applications by loading modules that 

focus on specific aspects of the system, as well as application status and performance. 

Sun Management Center agents are autonomous and intelligent. Their functionality is not 

hampered by outages or unavailability of the Management tier. For example, the network connection 

between the services and agent tiers may be temporarily down. This does not stop the agent from 

performing its key monitoring and management functionality.

Agents use rules to determine the status of managed objects. When the conditions specified 

by a rule become true, the software automatically generates alarms or performs actions as specified in 

the rules. Agents have the ability to perform corrective actions designated by the user in case of 

such error conditions.

An agent is a collection of several, typically independent pieces of functionality called modules. 

A module is a set of managed data, the instrumentation that is needed to realize the data, and a 

set of rules or heuristics that are applied to the data to detect abnormal conditions. Modules can 

be dynamically added to or removed from the agent. This makes the Sun Management Center agents 

not only flexible and extensible, but also optimal in terms of resource usage.
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Chapter 3

 

Interfaces

 

The Sun Management Center developer environment publishes a set of interfaces that developers 

can use to add functionality to the Sun Management Center product. These interfaces can also be 

used to programmatically tap information that is provided by the Sun Management Center product. 

Figure 3.1 depicts various major interfaces provided by the Sun Management Center Developer 

Environment.
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Figure 3-1: 

 

Sun Management Center Interfaces

 

Module Writing Interface

 

The module writing interface provides a way to insert custom management and monitoring 

instrumentation into the Sun Management Center framework. Table 3.2 provides descriptions of 

the salient features of the Module Writing Interface.

 

Table 3-2: 

 

Module Writing Interface Features

 

Feature Description

 

Define module 
parameters

Define parameters for the module, for example, its name, location to 
load the module in the object tree hierarchy, and the type of functionality 
the module provides.

Define data model Define the schema of the data to be managed by the module. This 
interface allows developers to define containment relationships between 
multiple objects. Managed entities can be organized into a tree hierarchy. 
Branches provide the containment relationship, and leaf nodes are 
actual managed objects that contain functionality. The Sun Management 
Center supports all data types used in the SNMP realm.
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Special Considerations for Module Developers

 

• Module instances

 

For some types of modules, multiple instances of the module can run simultaneously on a 

single host. Consider a module designed to monitor a single printer’s status. For a system with 

several printers, the printer monitoring module would be loaded multiple times, once for each 

printer. In that scenario, there would be several separate instances of the printer module 

running simultaneously.

•

 

Default modules

 

 

The default module is loaded into the agent whenever the agent starts. No user intervention 

is required.

 

• Factory default settings

 

Settings such as the frequency of data collection and threshold settings can be preconfigured as 

factory defaults. Users can change these settings over a period of time on a given module. 

However, the user can always revert back to factory defaults.

 

• OID specification for data 

 

Each data object in the module is addressable using SNMP queries. SNMP uses OIDs for addressing 

the data. Each object in a Sun Management Center module is given a unique OID.

 

• Management Information Base (MIB) definitions

 

For compatibility with legacy management systems, the 

 

mibExport

 

 utility can be used to 

publish an SNMP MIB specification for the module.

Define data 
acquisition

Data acquisition (DAQ) is the process of getting the data from the 
underlying instrumentation. Data can be retreived in several ways, 
ranging from executing shell scripts to integrating legacy instrumentation 
by gluing code.
A single DAQ command can be used to access data from nodes from 
several subtrees in the data model tree. Data acquisition can be done 
either at regular intervals, upon an external request, or upon a specific 
event that happens on a remote object.

Define simple 
threshold rules

Threshold rules are the easiest way to make a module set off alarms 
upon certain conditions. The value of the current node is checked 
against a threshold. For example, it may be necessary to send an alarm 
to an administrator when a file system is more than 98-percent full, or 
when a root login failure is reported 10 times in the last few hours. In 
these examples, the numbers 98 and 10 are the thresholds (which can 
be changed by users) and are checked against the current value of the 
data node. The checks can be done for several conditions, such as 
greater than, less than, or equal to.

Define advanced 
threshold rules

Some real-world scenarios of systems management may not fit into the 
scope of a simple check against a predefined number. For example, the 
file system may be more than 98-percent full, but it still has a few 
gigabytes of space available. In this case, it may not be necessary to 
generate an alarm.

 

Feature Description
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• Proxy management

 

SNMP-compatible devices must be managed using an external data collector. Sun Management 

Center modules can act as dual-role entities to collect the data and manage target legacy devices.

•

 

Integrating legacy code

 

 

Existing hardware and software instrumentation can be easily integrated in a Sun Management 

Center module.

 

Client API

 

Developers can use the Client API to communicate with the services tier. For standalone applications, 

this API provides session establishment features, as well. The Probe Client API is an example of a 

low-level API that is employed by different services and user interface applications. Some of the 

features of the Client API are shown in Table 3.3.

 

Table 3-3: 

 

Features of the Client API

 

Service Layer

 

Use Service Layer interfaces to define new types of devices and add content to existing types of 

devices. For example, the user can define a new device called ACMEServer-2002, which can run 

more than one Solaris instance on a physical box, but is different from similar Sun™ Enterprise 10K 

and Sun Enterprise 15K server offerings in both looks and internal layout. In addition, the user 

may wish to add custom GUI beans to a device like the Sun Enterprise 15K. During the rest of this 

document, hardware systems or SNMP-manageable entities are denoted with generic name devices.

 

Feature When to Use

 

Establishing a session 
and handling primitive 
data

Establish client sessions with the services tier. Also provides handling of 
raw data, which is type independent. This means that no distinction is 
made whether the data is alarm-related or CPU data, for example. A 
raw data handle can be used to construct handles for different services 
such as topology, events, and grouping.

Managing attributes Manage the attributes of any node in the module. This interface is 
typically used to get the manageable attributes of any given property 
or branch, such as security and alarms.

Managing events Access the data in the event management service and manage event 
operations. Several querying operations are possible to retrieve the 
events; for example, based on host name, domain, alarm severity, and 
alarm state.

Managing topology Manage administrative domains and views. Provides a way to get, add, 
and delete hosts to or from any view in the administrative domains.

Managing modules Load, unload, and schedule modules.

Managing logs and 
tables

Several other APIs allow developers to interface with log files, use ad 
hoc commands, and manage table spaces.
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The interfaces in Table 3.4 are the most widely used interfaces on the services tier 

installation.

 

Table 3-4: 

 

Interfaces on the Services Tier 
Installation

 

Console Integration and Beans

 

This section discusses the ways in which the Sun Management Center console can be integrated. 

Note that each of these interfaces allows the developer to define locale-specific strings for names, 

text, and menu items. Also, note that all these interfaces are applicable only for the Java technology-

based console.

 

Interface Use Description

 

es-device

 

Add devices Define new types of devices. The devices can 
be monitored by ping and legacy SNMPv1 
protocols, or managed with the SNMPv2usec 
protocol used by Sun Management Center 
agents.

The Sun Management Center agent must 
be running on the target device to enable 
management of the device using the 
SNMPv2usec protocol. In addition to defining 
monitored and managed devices, the script 
can also be used to define logical container 
views like zones, building floors, or aisles.

This additional feature helps end users define 
custom topological views. Sun Management 
Center topology can represent and manage 
devices that run multiple instances of the 
operating system. Systems like the Sun 
Enterprise 10K can realize more than one 
Solaris OS instance on the system, and the 
Sun Management Center software allows 
users to model such systems in the topology 
by means of the composite objects interface.

 

es-tab

 

Custom tab 
configurations

Provide additional tabs for a device in the 
host details window. Adding too many tabs 
confuses the customer. If the functionality is 
not that huge, consider adding an application 
instead (see 

 

Adding an Application with es-
apps

 

 for more details.)

 

es-help

 

Adding help Add custom help text to the Sun Management 
Center console. The help text can be in one 
or more of the localized languages supported 
by the Sun Management Center client tier. 
Help can be added to custom applications 
and tabs. It can be locale-specific, and is 
displayed based on the client program’s 
locale.
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Table 3-5: 

 

Interfaces and Their Uses

 

Interface Use Description

 

es-tools

 

Adding a tool Use this interface to add a tool to the Tools 
menu of the Sun Management Center main 
console. The tool can be launched as a 
standalone or with respect to the topology 
host that is currently in selected state.

 

es-apps

 

Adding an application Add a new application to the Applications 
tab of the host details window. Typically, 
an application is used to present a custom 
view of a given module's data. The 
application can provide an interface to help 
the end user trigger several operations on 
the target host. The specified module might 
be the one that is aiding the application in 
executing the operation and collecting 
data on the agent tier. However, the 
application provides better presentation 
and command-launching capabilities for 
the module than the Browser tab.

Module file Defining custom 
popup menus

Developers can define custom popup 
menus at the branch, node, table column, 
and table cell level within the Browser tab. 
This configuration is driven by custom 
configurations defined within the module 
files, but shown in the console whenever 
the user right clicks on the intended node, 
table, or cell. These interfaces are very 
useful to perform module- or node-specific 
tasks right from the Browser tab.

Host details bean Launching a host-
specific details window

Launches a host-specific details window, 
without showing the main console window. 
This interface is useful when the functionality 
in the main console is not greatly needed, 
but the management capabilities of the 
host details window are highly required. 
This interface is typically used from a 
custom login session that bypasses the Sun 
Management Center console's regular 
login session. The Client API is used to 
construct an SMLogin

 

 

 

object and the host 
details window is launched from the handle 
obtained while constructing this object.
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Chapter 4

 

Developer Tools

 

In addition to the interfaces discussed in Chapter 3, the Sun Management Center product provides 

a set of tools that allows developers to fast track their development process and evaluate the 

behavior of their integrations. These tools and utilities are briefly discussed in this section.

 

mib2x

 

The mlb2x tool is used to generate the Sun Management Center module files from an ASN.1-

compliant SNMP MIB. Using this tool, developers can easily generate the data model and Object 

Identifier (OID) specification, then complete the module by writing the data acquisition code. 

Typically, all legacy SNMP-managed entities have an instrumentation already available for 

managing data, and also an MIB specification. In that case, using the mib2x tool and integrating 

legacy code into the module data acquisition makes module development fast and easy.

 

Agent Interactive Mode

 

During the module development phase, the agent can be run in interactive mode. This option 

presents a command interpreter for the agent session. Developers can navigate to each node of 

the module under development, and do several operations on it. These operations typically change 

the value, trigger a refresh, and provide insight into the object's internal details. This is a very 

good test and debugging tool.
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SNMP Utilities

 

The Sun Management Center product provides standard SNMP tools for SNMP Get/Set/Walk 

operations. These tools allow developers to check the SNMP interfaces of their modules. Also, a 

shell script using these utilities may act as a custom presentation layer during the development 

phase, minimizing the need to involve the GUI and services tiers.

 

Module Builder

 

The Module Builder is a rapid prototyping tool for module developers. It provides an interface 

through the Sun Management Center console and allows users to develop and edit the model and 

data acquisition specifications for the module. Developers can also use this tool to load existing 

modules and legacy SNMP MIBs. The module under development can be run in test mode to see 

runtime behavior from the GUI console itself.
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Chapter 5

 

Types of Integrations

 

Developers can integrate content, GUIs, tools, and applications into the Sun Management Center 

product. In addition, as the best solution for managing Sun hardware, the Sun Management 

Center software can be integrated into a heterogeneous enterprise.

 

Adding Content to the Sun Management Center Product

 

This integration is suited for developers who have specific domain expertise in managing specific 

hardware, applications, software components, or devices.

In this scenario, the developer writes a Sun Management Center module and integrates it 

into the agent. This automatically enables the module to piggyback on the Sun Management 

Center communication infrastructure to show up in the console applications. Once the module is 

loaded into the agent, interested users can see the module’s contents in the console application. 

The salient features of this type of integration include:

• Custom Sun Management Center modules

• Sun Management Center communication and framework

• Sun Management Center Console for presentation to the end user

A custom module automatically inherits the data presentation, event generation, Access 

Control List (ACL) handling, and scheduling features of the Sun Management Center modules. In 

fact, there are no distinguishing features between factory-shipped modules and custom modules. 

Presentation to the end user (as well as internal behavior) is consistent in all respects between 

these two types of modules.
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Using this approach, developers can concentrate on writing instrumentation for their areas of 

expertise. For example, a mobile service provider may write a custom module that tracks the 

number of dropped connections due to travel between cell zones. Or a database manufacturer can 

write a management module for the database, which in turn manages several processes, logs, 

and files.

 

Adding Content and GUI to the Sun Management Center

 

This integration is best suited for developers who not only have specific domain expertise, but also 

require a custom way of presenting data to end users.

This approach adds to the integration discussed in the previous section. In addition to writing 

a module, the developer also adds a custom GUI application to the Sun Management Center 

console. This application typically presents a customized presentation of module data to the end 

user. For example, data in a hardware management module could be scalars and tables that 

denote each atomic component. A GUI application for this module can use this data to construct a 

photorealistic image of the underlying hardware. In fact, the Physical View and Logical View are 

factory shipped applications that are integrated into the Sun Management Center console using 

this method.

The GUI application talks to the module through the Sun Management Center server using 

the Java technology-based Client API. Operations on the GUI can lead to either fetching data from 

the module, changing the values, or initiating operations on the module.

The GUI application can plug into the existing Applications tab in the Sun Management Center 

host details window. Or, the application could also appear in the Main console as a tool or a 

separate tab in the host details window. In some specific cases, the developer might choose to 

define a new device type, thus modeling the host as a new device.

The following are prominent features of this type of integration:

• Custom Sun Management Center modules

• Sun Management Center communication and framework

• One or more custom Sun Management Center GUI tools, applications, and device modeling 

interfaces

• Optional custom menus

• Client API from the application to interact with the Content module

 

Custom Tools

 

This integration is suitable for developers who need to integrate custom network or system 

management tools into the Sun Management Center console. Tool developers typically want to 

integrate their legacy custom applications into the Sun Management Center realm. 

This type of integration may use only the Client API to communicate with the services layer 

and in some cases, target agents. These tools can enable the end user to do some custom operations 

on the services layer or target agents. However, these tools may not require custom modules.
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Salient features include:

• Launched using the Tools menu

• Provides custom and legacy tools for systems management

• May use Client API to interact with the services and agent layers

• Typically does some read/write operations on agents and services

• Care should be taken to present a consistent GUI with the Sun Management Center console

 

Custom Client Applications

 

This integration is suitable for developers who have created custom presentation methods for 

various types of data provided by the Sun Management Center product. Example applications 

could be reporting tools and Web portals.

In this type of integration, the developer has no specific domain expertise in managing a 

specific device or software component. However, the developer collects information emitted by 

the Sun Management Center services tier, and consolidates it for custom presentation. This kind 

of integration can allow the end user to configure which part of the Sun Management Center data 

must be presented in the custom application. For example, the user of a reporting tool may choose a 

set of data properties from several standard Sun Management Center modules to be presented in 

the reporting tool. Another example is when a Web portal for a management chain may present a 

summary of Sun Management Center events within its enterprise, but with varying levels of detail 

based on each manager’s role.

This type of integration integrates very few modules on the agents. Only the Client API is used 

to communicate with the services layer. This type of integration typically uses its own client session 

establishment, and bypasses the Sun Management Center GUI console. Data collection could 

happen even without launching a GUI component.

This type of integration includes the following features:

• Directly interfaces with the Sun Management Center Server using the Client API

• Use either GUI or non GUI-based approach to present content to the user

• Have domain expertise in custom presentation (reporting tools, graphing applications,

Web portals)

• Data gathering using Client API. Polling is done to collect data

• Historical data gathering using the Data Logging interface

• Event gathering using the Client API

• Typically store collected data in legacy and private repositories

• Does not control any agents or services. Uses only read operations

 

Enterprise Management Integrations

 

The Sun Management Center agents run only on Sun systems. However, a real-world data center 

has systems from a variety of vendors. There are several enterprise management solutions that 

manage these heterogeneous types of systems.

The Sun Management Center software is the best solution for managing Sun systems. End 

users may want to manage all data center systems from a single enterprise management solution, 

while employing the Sun Management Center GUI components to manage Sun systems.



 
© 2003 Sun Microsystems, Inc.

 
Types of Integrations

 
  

 
P

 
18

 

This integration involves providing the Sun Management Center GUI beans from the enterprise 

management station's console application. Also, events and data from the Sun Management 

Center product can be stored in the enterprise management station's own repository. End users 

can employ the same user interface to view systems made by Sun and other vendors, but can 

launch the Sun Management Center application beans on Sun systems when needed.

Use the host details bean interface to integrate GUI components. A user typically has a 

custom menu option in the enterprise management console that launches Sun Management 

Center beans.

Events and data coming from the Sun Management Center can be subscribed to by an event 

bridge, which is a Java technology-based daemon that uses the Client API to get data and events. 

Once the bridge gets these events, they can be forwarded to the enterprise management station's 

custom repository. From there, events and data may also be presented in the enterprise management 

station's console application.

There are two ways in which an enterprise management station can communicate with the 

Sun Management Center framework.

 

1.

 

The enterprise management station can use the Sun Management Center client APIs to send 

information and commands to the Sun Management Center framework. For example, the Java 

client APIs can be used to send SNMP set requests to agent nodes and unload a module on an 

agent.

 

2.

 

The Sun Management Center agent can act as a proxy for an enterprise management station. It 

is necessary to write a proxy module that mimics MIB data that is available on the enterprise 

management station. Then, the Sun Management Center agent can receive data and traps from 

the enterprise management station. Or, the Sun Management Center agent can set data into 

the enterprise management station agent.

The salient features of the integration are:

• Uses host details bean interface

• Integrates into the GUI console of the enterprise management station

• Uses Sun Management Center events by means of an event bridge

• Uses a preauthenticated client handle

Any combination of these features may be used, for example, a typical Sun Management 

Center adapter uses a command line interface to integrate with other frameworks.

Figure 5-1 shows the architecture for integrating the Sun Management Center framework 

with an enterprise management platform. The Sun Management Center adapter is software that 

enables the Sun Management Center server to integrate with an enterprise management framework. 

Some adapters are available as add-ons to the Sun Management Center software. Examples of this 

are the Sun Management Center Integration package for Unicenter TNG and Unicenter NSM, and 

the Tivoli Integration Package, which enables integration of the Sun Management Center with the 

Tivoli Management Environment.
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Figure 5-1: 

 

Integration with Enterprise 
Management Platforms
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Chapter 6

 

Best Practices

 

The following are several best practices that are recommended while integrating code into the 

Sun Management Center product. Make sure that these recommendations are followed right from 

the design stage of any integration.

 

• Base the integration on suggested integration models.

 

This document describes proven, well-tested integration models that retain the integrity of both 

the Sun Management Center product and legacy applications, tools, and instrumentation. 

These integration models present a well-knit presentation to end users and at the same time, 

keep the internal pieces of functionality well separated. This eases debugging and troubleshooting 

of an integrated product.

•

 

Use the Sun Management Center

 

 

 

communication infrastructure.

 

Never try to bypass the Sun Management Center communication infrastructure while communicating 

between multiple layers of the Sun Management Center architecture. Do not attempt to invent 

a custom communication protocol or channel. At the end of the integration, interlayer communication 

protocols should not be changed at all.

 

• Do not attempt long-running tasks directly in the module.

 

If data acquisition takes a very long time, do not directly call the data acquisition code from 

your module. Instead, use the shell service or a similar service that will run in a nonblocking 

mode. Similarly, avoid opening TCP sockets in modules.

 

• Use the Sun Management Center security infrastructure.

 

The Sun Management Center product takes care of several aspects of security, such as user 

authentication, key distribution, message validation, and message integrity. Use the same 

infrastructure as much as possible. If additional security is required for the messages that flow 



 
P21  Sun™ Management Center 3.5 © 2003 Sun Microsystems, Inc.

between the Sun Management Center layers, please check with a Sun Management Center 

integration expert. They may have some good suggestions that are beyond the scope of this 

document.

• Map custom security configurations to the Sun Management Center ACLs.

If your legacy code uses some form of security configurations, then map them to the Sun 

Management Center ACL model. The Sun Management Center defines the roles of administrators, 

operators, and general users. Try to map your custom security configurations to these models, 

and then let the Sun Management Center communication framework do the rest of the job.

• Use the Sun Management Center to install and set up interfaces.

For deploying and configuring the integration, use the Sun Management Center installation 

and setup interfaces. These interfaces allow you to deploy, configure, unconfigure, and uninstall a 

custom integration. Using these interfaces leaves the deployment on the end-user system in a 

consistent state.

• Be consistent with the Sun Management Center look and feel.

If you are using a custom application, tool, or bean, make sure that it fits hand in glove with the 

Sun Management Center console's look and feel. Aspects to consider are the colors, fonts, and 

navigational aspects that are used in your integration.

• Test for scalability.

Once the integration is deployed, make sure to test for scalability. Scalability in terms of CPU, 

memory, and network bandwidth use are the top three points to stress.

• Test for performance.

Your integration should not affect performance of the Sun Management Center product. Any 

code added as part of an integration will result in some additional CPU and memory consumption. 

However, you can make sure that this additional consumption is comparable to the consumption 

of factory shipped modules and applications. Look at the Sun Management Center 3.5 Installation 

and Configuration Guide3 and note the typical resource consumption of the agent, server, and 

client tiers. Your integration should not alter those numbers considerably.

• Test your modules for MCP and grouping services.

MCP and grouping services are two new introductions into the 3.5 version of the Sun 

Management Center product. These services, which were available in the Sun Management 

Center 3.0 software, are highly useful to configure several hosts at once, based on a comprehensive 

set of filtering criteria. Make sure that your modules are tested with these features.

• Tips for writing custom modules. 

Before writing a custom module, make sure that the same functionality is not already addressed 

by existing Sun Management Center modules, for example, file scanning, process monitoring, 

and script runner. Look at existing module files for tips, or find a similar module and use it as a 

template. 

• Pros and cons of data acquisition methods. 

In general, Tool Command Language (Tcl) C-extensions provide the best performance but 

involve the most integration work and risk of crashing or blocking the agent. Tcl code delivers 

medium performance, quick prototyping, and possible migration to Tcl extensions. If a 

command is long running, Tcl code can block the agent. External programs and scripts involve 

minimal integration work and do not block the agent. But depending on the nature of the 

program or script, they can be very inefficient.
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Chapter 7

Converting a Sun Management 

Center Module to an SNMP MIB

A Sun Management Center module can be converted to an SMIv2-compliant MIB. The following 

procedure generates an MIB from a Sun Management Center module. Use the Sun Management 

Center 3.5 agent for this procedure.

1. Become superuser and start the Sun Management Center agent in interactive mode. For example:

% es-start -ai

2. Navigate to the destination module. For example:

% cd iso*kernelReader

3. Use the mibExport command to generate an SNMP MIB for the module. For example, to create 

a MIB for the kernel reader module, execute this command at the agent prompt:

agent:kernelReader> mibExport 

The generated MIB is stored in /var/opt/SUNWsymon/cfg directory as <module-name>-mib.txt
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Chapter 8

Migrating SNMP MIBs to Sun 

Management Center Modules

Existing SNMP MIBs can be converted to Sun Management Center modules. The mib2x tool allows 

you to:

• Generate a <module>-models-d.x file from an SNMP MIB

• Generate a <module>-oids.dat file from an SNMP MIB

The <module>-models-d.x file defines the data model of the corresponding module. It 

also defines the OIDs corresponding to the data modeled. Using this tool, you can generate the 

data model file of an SNMP MIB with ease, and you can plug in additional qualifiers for the data as 

required by your module. This speeds up the data model creation part of module development, 

when the module is developed from an already existing SNMP MIB.

1. Become superuser and start the Sun Management Center agent in interactive mode. For example:

% /opt/SUNWsbin/es-run mib2x -f /usr/testmibs/SMA-TEST-001-MIB.txt -m \

module -r enterprises > /usr/testmibs/SMA-TEST-001-models-d.x

2. Navigate to the destination module. For example:

% /opt/SUNWsbin/es-run mib2x -f /usr/testmibs/SMA-TEST-001-MIB.txt > \

/usr/testmibs/SMA-TEST-001-oids.dat
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Example 1 — Migrating an SNMP MIB to the Sun Management Center

Example 1 shows how to use the mib2x command to generate Sun Management Center modules 

and OIDs from the following SNMP MIB file, SMA-TEST-001-MIB.txt.

SMA-TEST-001-MIB.txt File

------------------------------------------------------

Copyright 2003 - Sun Microsystems, Inc. All Rights Reserved.

------------------------------------------------------

Systems Management Agent.

------------------------------------------------------

SMA-TEST-001-MIB DEFINITIONS ::= BEGIN

  IMPORTS

        enterprises, MODULE-IDENTITY, OBJECT-TYPE, Counter64, 

Integer32, Unsigned32

                FROM SNMPv2-SMI

         OBJECT-GROUP

                FROM SNMPv2-CONF

         DisplayString

               FROM SNMPv2-TC;

smaTest001 MODULE-IDENTITY

    LAST-UPDATED "0009181435Z"

    ORGANIZATION “Sun Microsystems Inc.”

    CONTACT-INFO

        “        Sun Microsystems Inc.

                 Customer Support

                 Postal: 901 San Antonio Road

                        Palo Alto, CA-94303-4900

                        USA

                        Tel: 650-960-1300

                E-mail: service@sun.com”

    DESCRIPTION

        “This is a test MIB written for some internal tests.”

    REVISION  “030417”

    DESCRIPTION

        “Rev 1.0  17th Apr 2003. Initial Version.”

    ::= { mibs 1 }

sun       OBJECT IDENTIFIER ::= { enterprises 42 }

products  OBJECT IDENTIFIER ::= { sun 2 }

acme      OBJECT IDENTIFIER ::= { products 123456 }

sma       OBJECT IDENTIFIER ::= { acme 2 }
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mibs      OBJECT IDENTIFIER ::= { sma 2 }

smaTestGroup OBJECT-GROUP

        OBJECTS { smaTestSvcDisruption }

        STATUS current

        DESCRIPTION

        "User related statistics."

        ::= { smaTest001 1 }

smaTestSvcDisruption OBJECT-TYPE

    SYNTAX      DisplayString

    MAX-ACCESS  read-only

    STATUS      current

    DESCRIPTION

                "User currently logged in on the console."

    ::= { smaTestGroup 1 }

END

The Generated SMA-TEST-001-oids.dat File

iso = 1 

iso/org = 1.3 

iso/org/dod = 1.3.6 

iso/org/dod/internet = 1.3.6.1 

iso/org/dod/internet/directory = 1.3.6.1.1 

iso/org/dod/internet/mgmt = 1.3.6.1.2 

iso/org/dod/internet/mgmt/mib-2 = 1.3.6.1.2.1

iso/org/dod/internet/mgmt/mib-2/transmission = 1.3.6.1.2.1.10 

iso/org/dod/internet/experimental = 1.3.6.1.3

iso/org/dod/internet/private = 1.3.6.1.4 

iso/org/dod/internet/private/enterprises = 1.3.6.1.4.1 

iso/org/dod/internet/private/enterprises/sun = 1.3.6.1.4.1.42 

iso/org/dod/internet/private/enterprises/sun/products = 

1.3.6.1.4.1.42.2 

iso/org/dod/internet/private/enterprises/sun/products/acme = 

1.3.6.1.4.1.42.2.123456 

iso/org/dod/internet/private/enterprises/sun/products/acme/sma = 

1.3.6.1.4.1.42.2.123456.2

iso/org/dod/internet/private/enterprises/sun/products/acme/sma/mibs 

= 1.3.6.1.4.1.42.2.123456.2.2 

iso/org/dod/internet/private/enterprises/sun/products/acme/sma/mibs/

smaTest001 = 1.3.6.1.4.1.42.2.123456.2.2.1 
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iso/org/dod/internet/private/enterprises/sun/products/acme/sma/mibs/

smaTest001/smaTestGroup = 1.3.6.1.4.1.42.2.123456.2.2.1.1 

iso/org/dod/internet/private/enterprises/sun/products/acme/sma/mibs/

smaTest001/smaTestGroup/smaTestSvcDisruption = 

1.3.6.1.4.1.42.2.123456.2.2.1.1.1 0

iso/org/dod/internet/security = 1.3.6.1.5 

iso/org/dod/internet/snmpV2 = 1.3.6.1.6 

iso/org/dod/internet/snmpV2/snmpDomains = 1.3.6.1.6.1 

iso/org/dod/internet/snmpV2/snmpProxys = 1.3.6.1.6.2 

iso/org/dod/internet/snmpV2/snmpModules = 1.3.6.1.6.3 

The Generated SMA-TEST-001-models-d.x File

type = reference

enterprises = { [ use MANAGED-OBJECT ]

shortDesc = enterprises

mediumDesc = enterprises

oid = 1

sun = { [ use MANAGED-OBJECT ]

shortDesc = sun

mediumDesc = sun

oid = 42

products = { [ use MANAGED-OBJECT ]

shortDesc = products

mediumDesc = products

oid = 2

acme = { [ use MANAGED-OBJECT ]

shortDesc = acme

mediumDesc = acme

oid = 123456

sma = { [ use MANAGED-OBJECT ]

shortDesc = sma

mediumDesc = sma

oid = 2

mibs = { [ use MANAGED-OBJECT ]

shortDesc = mibs

mediumDesc = mibs

oid = 2

smaTest001 = { [ use MANAGED-OBJECT ]

shortDesc = smaTest001

mediumDesc = smaTest001

fullDesc = Rev 1.0  17th Apr 2003. Initial Version.

Oid = 1

smaTestGroup = { [ use MANAGED-OBJECT ]

shortDesc = smaTestGroup
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mediumDesc = smaTestGroup

fullDesc = User related statistics.

Oid = 1

smaTestSvcDisruption = { [ use MANAGED-PROPERTY STRING ]

shortDesc = smaTestSvcDisruption

mediumDesc = smaTestSvcDisruption

fullDesc = User currently logged in on the console.

Oid = 1

                                }

                            }

                        }

                    }

                }

            }

        }

    }

}
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Chapter 9

Migrating C Code to Sun 

Management Center Modules

The following code fragment shows a C library that returns the system load average. This function 

can be combined with other functions that determine system information to create a library of 

functions that access the kernel and determine system-specific information.

Example 2 — C Function Returns System Load Average

int ssiGetLoadAverage(float *pfOneMin, float *pfFiveMin, float 

*pfFifteenMin)

{

    long laAveNRun[ 3];

    int iSize;

    if ( !bSSIInit )

    {

       return ( ssiAPI_not_init );

    }

    if ( !( NlistArray[ X_AVENRUN ].n_value ) )

    {
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         int iEntry = X_AVENRUN;

         if ( initKvmEntries ( &iEntry , 1 ) != 0 )

         {

              return ( ssiAPI_kvm_nlist_failed );

              }

          }

     iSize = sizeof ( laAveNRun );

          if ( kvm_read(pKD, NlistArray[ X_AVENRUN ].n_value,

                       (char *)(laAveNRun), iSize) != iSize )

          {

                return ( ssiAPI_loadavg_failed );

          }

          *pfOneMin = (float)loaddouble ( laAveNRun[ 0 ] );

          *pfFiveMin = (float)loaddouble ( laAveNRun[ 1 ] );

          *pfFifteenMin = (float)loaddouble ( laAveNRun[ 2 ] );

          return ( 0 );

} /* end ssiGetLoadAverage () */

Write a Tool Command Language (Tcl) Extension
Tcl is an interpreted command language that can be used to connect building blocks built in 

system programming languages like C. To use C library functions in Tcl, you must create a Tcl 

extension file, referred to as a package. This package defines an initialization procedure that 

enables Tcl commands to run C code. When creating packages, consider the following issues:

• Package naming

Use a convention that specifies a short, unique prefix for each package. For example, a package 

that uses system-specific C library functions may use a prefix of ssi (system-specific interface). 

This prefix is then used to name the initialization function (described in the next section) and 

the package shared object file (pkgssi.so).

• Writing the initialization procedure

Each package must include an initialization function, in which commands and packages are 

registered. This function is called when the package is loaded. The name of the initialization 

procedure must contain the package prefix with the first letter capitalized followed by _Init. 

For example, the initialization function for the ssi package would be named Ssi_Init:

code = Tcl_PkgProvide(interp, “ssi”, “1.0”);

if (code != Tcl_OK) {

return code;

}

Use the Tcl_CreateCommand function to register commands provided by the package in the 

Tcl interpreter. There must be one call to Tcl_CreateCommand for each Tcl command created. 

For example:

Tcl_CreateCommand(interp, "ssinfo", cmdSsinfo, (ClientData)

"ssinfo",

(Tcl_CmdDeleteProc *)

NULL);
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• Returning data to Tcl

After the C library function has been called to get data, use the following commands to return 

the data to the Tcl interpreter:

• Tcl_AppendElement

• Tcl_AppendResult

For example, to return the data from the ssiGetLoadAverage function call, use the function 

Tcl_AppendResult:

code = ssiGetLoadAverage(&one,&five,&fifteen);

if (code == 0) {

sprintf(buf, "%3.2f %3.2f %3.2f", one, five, fifteen);

Tcl_AppendResult(interp, buf, (char *)NULL);

}
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Chapter 10

Example Sun Management Center 

Application

Example 3 — Saving Sun Management Center Alarms in a File
The following Java technology-based program uses Sun Management Center client APIs (shown in 

boldfaced type in the examples) to save alarms in a file. The example shows the following files:

• DumpAll.java – Reads a configuration file containing login parameters, connects to the Sun 

Management Center server, gets alarms from the agent, and saves them in a file.

• DumpAll.conf – Configuration file containing Sun Management Center server, port, user 

name, password, and the name of a text file to store alarms.

• All_Alarms.txt – Text file containing alarms saved from the Sun Management Center agent.

Setting Up the Example

Set your CLASSPATH to include the Sun Management Center jar files. The following sample shell 

script sets the JAVA_HOME and CLASSPATH variables to compile the DumpAll.java program.

#!/bin/sh -x
BASEDIR=`/usr/bin/pkgparam SUNWescom BASEDIR`
JAVA_HOME=/usr/java
JAVA=${JAVA_HOME}/bin/java
CLASSPATH=$BASEDIR/SUNWsymon/classes/jaxp1.1.3/crimson.jar:\
$BASEDIR/SUNWsymon/classes/jaxp1.1.3/xalan.jar:\
$BASEDIR/SUNWsymon/classes:\
$BASEDIR/SUNWsymon/classes/esclt.jar:\
$BASEDIR/SUNWsymon/classes/escon.jar:\
$BASEDIR/SUNWsymon/classes/escom.jar:\
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$BASEDIR/SUNWsymon/classes/essrv.jar:\
$BASEDIR/SUNWsymon/classes/esjrm.jar:\
$BASEDIR/SUNWsymon/classes/esmsg.jar:\
$BASEDIR/SUNWsymon/classes/esmsg_${LANG}.jar:.

The DumpAll.java Program

/* 

 * Software for saving ALL alarms from the SunMC Server

 */

 

import com.sun.symon.base.client.*;

import com.sun.symon.base.client.alarm.*;

import java.util.Properties;

import java.util.Vector;

import java.util.Date;

import java.util.Calendar;

import java.lang.Integer;

import java.io.File;

import java.io.FileWriter;

import java.io.FileInputStream;

/*

 * The baseclass for the Program

 */

public class DumpAll

{ 

    private SMAlarmIteratorSync iter = null;

    private SMAlarmObjectRequest alreq = null;

    private File AlarmFile = null;

    private int SunMC_Server_Alarm = 0;

/*

 * Variables to be set by the ReadConfig function

 *

 */

    private String SunMC_Server     = null;

    private int    SunMC_Port       = 2099;

    private String SunMC_User       = null;

    private String SunMC_Password   = null;

    private String Alarm_File_Name  = null;

    public DumpAll () throws Exception 
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    {

try 

{

// Reading Configuration file

ReadConfig();

String publicKey = "687a8398ad4a85077d33b72a94e16ffde0c4ba023e" + 

"9c9ba77b247cc25bd3cd0015bc24b7429916751e68" + 

"1fd02e5ad6eb5345eb7c75b39a1c304e0f000846aa" + 

"470b755b0640af974e7fc70daa6191dff6efa31a09" + 

"431bb5e9848b7dc4cf4b97e1dbca31792d2860ca5a" + 

"5990dfb369e1bcf296274a4e4984c8089329679dd3" +

"04cd";

//  Establish a login session and create a secured

//  connection between Sun Management Center server 

//  to the Sun Management Center client.

SMLogin obj = new SMLogin();

obj.connect(SunMC_Server, SunMC_Port, SunMC_User,

SunMC_Password, publicKey);

System.out.println("Successfully Connected and Authenticated");

// Object used to get client data.

SMRawDataRequest req = obj.getRawDataRequest();

// Get a list of alarms from the agent.

alreq = new SMAlarmObjectRequest(req, null);

iter=alreq.getAlarms("1", null, null, null, null, null, 

                             null, null, null);

        

// Call AlarmResponse to get the alarms from the agent.        

AlarmResponse();

        

} catch ( Exception e) {

System.out.println("EXCEPTION + e");

        }       

    }

   /*

    * Reads configuration data from the DumpAll.conf file into

    * a properties object.

    */

    private void ReadConfig()

    {

        try {

FileInputStream ConfigFile = new FileInputStream("DumpAll.conf");

Properties MyConf = new Properties();

try {

MyConf.load(ConfigFile);

SunMC_Server     = MyConf.getProperty("SunMC_Server");
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String TempPort  = MyConf.getProperty("SunMC_Port");

if (TempPort == null)

SunMC_Port = 2099;

else

SunMC_Port = Integer.parseInt(TempPort);

SunMC_User = MyConf.getProperty("SunMC_User");

SunMC_Password=MyConf.getProperty("SunMC_Password");

Alarm_File_Name = MyConf.getProperty("Alarm_File_Name");

}

catch ( Exception e)

{

// e.printStackTrace();

System.out.println("Unable to ftp...");

}

}

catch ( Exception e)

{

// e.printStackTrace();

System.out.println("Unable to read conf...");

}

}

   /*

    * Gets list of alarms from the agent

    *

    */

    public void AlarmResponse()

{

Vector data=iter.getData();

if (data == null) 

return;

         

// Create an object to store information

// pertaining to an alarm condition.           

SMAlarmObjectData aldata = null;

try

{

// Create a file output stream for the alarm text file.

FileWriter fout = new FileWriter(Alarm_File_Name);

// For each alarm, cast it to an SMAlarmObjectData,

// and write alarm details to the alarms text file.

for(int i = 0; i < data.size(); i++) 
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{

aldata = (SMAlarmObjectData)data.elementAt(i);

fout.write("------------"    + "\n");

fout.write("AckOpe : " + aldata.getAckOperator() + "\n");

fout.write("AckTime : " + aldata.getAckTimestamp() + "\n");

fout.write("AgentPort :  " + aldata.getAgentPort() + "\n");

fout.write("AlarmId : " + aldata.getAlarmId() + "\n");

fout.write("LongKey : " + aldata.getAlarmLongKey() + "\n");

fout.write("RuleId    " + aldata.getAlarmRuleId() + "\n");

fout.write("ShortText:"+ aldata.getAlarmShortText() + "\n");

fout.write("State :" + aldata.getAlarmState() + "\n");

fout.write("Attr :  " + aldata.getAttribute() + "\n");

fout.write("CloseTime :"+ aldata.getCloseTimestamp()+ "\n");

fout.write("DelOper :" + aldata.getDeleteOperator() + "\n");

fout.write("DelTime :" + aldata.getDeleteTimestamp()+ "\n");

fout.write("FixOper : " + aldata.getFixOperator() + "\n");

fout.write("FixTime :" + aldata.getFixTimestamp() + "\n");

fout.write("Host    :  " + aldata.getHost() + "\n");

fout.write("Machine :  " + aldata.getMachineType() + "\n");

fout.write("ManageObj:" + aldata.getManagedObject() + "\n");

fout.write("Module :" + aldata.getModule() + "\n");

fout.write("Instance : + aldata.getModuleInstance() + "\n");

fout.write("ObjID :" + aldata.getObjectId() + "\n");

fout.write("OpenTime : "+ aldata.getOpenTimestamp() + "\n");

fout.write("Prop : " + aldata.getProperty() + "\n");

fout.write("PropIn :" + aldata.getPropertyInstance()+ "\n");

fout.write("PropType :" + aldata.getPropertyType() + "\n");

ffout.write("RuleGrp : " + aldata.getRuleGroup() + "\n");

fout.write("Severity  :  " + aldata.getSeverity() + "\n");

fout.write("Update : " + aldata.getUpdateReason() + "\n");

fout.write("UpdateTime: aldata.getUpdateTimestamp() + "\n");

fout.write("\f");

   }

   fout.close();

   try 

   { 

// If there are more alarms, get the next one.

if (data.size() > 0)

           iter.getNextAlarms();

   }       

catch( Exception e )

   {

       // No more alarms!!

   }

}

catch( Exception e )
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{

            // No more alarms!!

        }

    }

/*

* Asynchronous callback for the ackAlarms/fixAlarms/deleteAlarms 

* methods in the request class.

*/

public void setAlarmResponse(SMRequestStatus status, Object 

identifier) {}

private static void usage()

{

System.out.println("usage: java");

        }

    

/*

* Main creates an instance of the DumpAll class and exits.

*

*/ 

public static void main(String[] args) throws Exception 

{

        new DumpAll ();

        System.exit(0);

}

/* End of First bracket! */

}

 The DumpAll.conf File

# Configuration file for Dumping All SunMC Alarms to file

#

# Login information for the SunMC server

SunMC_Server     : sample.sunmc.sun.com

SunMC_Port       : 2099

SunMC_User       : root

SunMC_Password   : root

Alarm_File_Name  : All_Alarms.txt
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The All_Alarms.txt File

-------------------------------

AckOpe    :  

AckTime   :  0

AgentPort :  1161

AlarmId   :  278

LongKey   :  

RuleId    :  rTrapSta

ShortText :  Trap2SunMC 0 Status 129.159.144.220 : {Failed login 

attempt via TELNET from host 129.159.144.11}

State     :  O

Attr      :  

CloseTime :  0

DelOper   :  

DelTime   :  0

FixOper   :  

FixTime   :  0

Host      :  bacon

Machine   :  Ultra-1

ManageObj :  SnmpList/SnmpTable/SnmpTableEntry

Module    :  Trap2SunMC

Instance  :  

ObjID     :  1

OpenTime  :  1049789395

Prop      :  TrapStatus

PropIn    :  0/

PropType  :  false

RuleGrp   :  

Severity  :  WRN

Update    :  

UpdateTime:  1049788930
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Glossary

Sun Enterprise 10K

A multidomain server that can instantiate more than one Solaris instance on a physical system.

Sun Enterprise 15K

A multidomain server that can instantiate more than one Solaris instance on a physical system.

GUI

Graphical User Interface

OID

Object IDentifier: The way to address nodes in SNMP data trees.

MCP

Module Configuration Propagation: The feature in the Sun Management Center 3.5 product that 
allows users to propagate module configurations on one host to several other hosts.

MIB

Management Information Base: describes the way in which information provided by a target 
device is arranged. The same term is also used to denote SNMP data that is supported by a 
device for external access.

SNMP

Simple Network Management Protocol: For more details, visit www.snmplink.org and 
www.simple-times.org.

Tcl

Tool Command Language: An open source scripting language and library package that can be 
extended and embedded in application programs.
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References

These documents may be downloaded from docs.sun.com.
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