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Introduction

Driven by the demands of a 24x7 global economy, optimizing the levels of availability for all types of application
services is becoming a primary focus for many IT managers. In order to meet this increasing demand for
continuous availability organizations need lower cost solutions with the predictability and high availability
features of expensive, fault tolerant systems. It is well known in the industry that only 20 percent of system
failures are actually due to product failures (this includes both hardware and software — people, product, and
process are the three contributors to downtime), with the other 80 percent of failures resulting from process or
human errors. Faced with the demand for continuously available application services that minimize the impact of
these failures caused by product, people, and processes, customers are turning to clustering solutions. By tying
together multiple servers, storage devices, and software, cluster solutions are able to tolerate the failure of any
component in the environment. In order to help ensure the highest levels of availability, the cluster software must
be designed, tested, and deployed with the highest level of quality and dependability in mind.

Quality, as defined in the realm of software and application availability, is the ability of a component to
consistently perform in accordance to its functional specification, without deviation or unexpected failure. The
challenge involved in evaluating a clustering software’s quality comes with creating metrics to measure, manage,
and monitor quality, especially in today’s increasingly complex environments. As systems and environments
become more complex and interdependent, the challenge of providing consistent high availability becomes more
daunting. While the quality of individual systems is still important, it must now be viewed in the overall context of
delivering consistent, high levels of application services. Sun understands that quality and its business
implications are imperative to driving higher customer satisfaction. Sun is constantly striving to deliver high
quality as an integral feature of the cost-effective, dependable Sun™ Cluster software by which customers can
deploy their mission-critical applications with a high degree of confidence.

This paper details the investments Sun makes towards designing quality into Sun Cluster software from its
initial development to when it is deployed at a customer site. It is intended for IT managers and decision makers
who are evaluating high availability options for their data centers. The paper describes the various initiatives
involved in delivering the high levels of quality necessary in a clustering product. These include company-wide Sun
Sigma programs, industry-leading research, ground-breaking availability benchmarks, multi-level automated
testing, aggressive availability service level agreements (SLAs), best practices for deploying and maintaining a
clustering solution, and programs to help customers resolve issues and provide feedback to Sun. From start to
finish, Sun executes on an evolutionary loop back cycle, illustrated in Figure 1, internalizing customer needs
through the design process, together with innovative quality advances, to consistently provide higher quality
availability solutions, giving Sun Cluster software a distinct competitive advantage over other clustering solutions.
The paper also demonstrates how customers gain competitive advantage with higher levels of availability and
reliability by deploying Sun Cluster software.
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Figure 1. Sun’s evolutionary design feedback loop, quality by design for higher availability
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Sun Cluster 3 Software

Sun Cluster 3 software is the industry's premier availability platform for improving the predictability and resilience
of business critical applications. Sun Cluster 3 software is designed to provide a highly available service level
management platform that enables organizations to deploy applications as services and provide high availability,
performance, and scalability of these services for the Solaris™ Operating System (Solaris OS) on both SPARC® and
x86 platforms.

Sun Cluster 3 software is unique in that it is integrated with the Sun Java™ Enterprise System, which delivers
Web and Application, Network Identity, Portal, Communications and Collaboration, Availability, and Security
services. Sun Cluster software helps increase the availability of these network services by providing dependable
application service level management. The Java Enterprise System offers a single, integrated, comprehensive
software system with all of the critical enterprise network services organizations need to deliver service level
agreements to their customers. All of the components in the Java Enterprise System are successfully tested
together before each release, enhancing quality and helping to ensure that each of the components behaves as it
should while interacting with the others.

Why the Improved Quality of Sun Cluster Software Delivers Higher Availability

High quality in each of the components of a service oriented architecture, including servers, operating system,
storage, interconnects, and applications helps improve availability because the components themselves are less
likely to fail or cause a failure. Higher quality leads to an increase in uptime, easier manageability, and decreased
TCO. End-to-end solutions deployed on Sun Cluster software are tightly integrated and tested together with the
tools discussed later in this paper for a simpler, more predictable solution.

Since Sun Cluster software is responsible for maintaining the availability of an application it must be of high
quality itself in order to perform as expected. Continuously improving the quality of Sun Cluster software helps
maximize the probability that the cluster performs the correct function when a failure occurs. It also helps ensure
that the software works as it is designed to work without producing false alarms, which can potentially increase
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system administrator tasks. In addition, higher quality software is more likely to have simpler manageability and
lower cost of acquisition and deployment due to fewer problems in the deployment phase.

The quality initiatives, academic research, and innovative test tools discussed in this paper enable Sun to
perform fine grained performance tuning, quality tuning, and testing. This allows Sun to offer very high quality
Sun Cluster software deployments and SLAs that exhibit a high degree of predictability. The end result is that
IT managers can experience an elevated degree of confidence that the solution they implement is highly available,
enabling them to concentrate on the quality of their own processes and products and worry less about the risk of
downtime.

Sun’s Quality Initiatives

From the executive level down, Sun constantly endeavors to provide better products and services by executing a
number of initiatives to design, test, track, and improve quality. This includes an on-going series of customer
surveys, interviews, and focus groups to determine customer needs that are then assigned to business metrics,
linked to critical quality factors, and analyzed for gaps that are addressed via engineering projects or analysis
tools.

Recognizing that higher quality leads to higher availability, and therefore better service level attainment, Sun
launched its own version of Six Sigma, called the Suns" Sigma program, in calendar year 2000. Six Sigma is an
established quality-improvement program that is implemented at many major corporations, including General
Electric and Motorola, to measure defects in a specific process and systematically eliminate them. In addition, Six
Sigma emphasizes the ability to measure quality as a means to managing a specific service level. The Sun Sigma
program is the foundation for Sun’s methodology to achieve industry-leading availability and quality.

One of Sun’s major quality initiatives focuses on availability with Sun Sigma program activities centered
around the concepts of specify and design it right, build it right, test it right, and deploy it right. The goal of the
initiative is to drive product teams to think about quality during each stage of development and deployment.
Some of the activities include extensive pre-release testing and interoperability testing, reducing installation
times, and translating customer availability requirements into engineering and service requirements. As part of
this program, it is imperative to understand what availability really is so that it can be realistically measured,
tested, and improved.

Understanding and Measuring Availability

As availability becomes an increasingly important metric for evaluating the quality of application services, there is
a natural demand for independent, qualitative ways to measure availability, hence availability benchmarks.
Benchmarks are critical in guiding research and development because they provide techniques to measure
progress in both features and quality, to help perform trade-off analysis between designs, and to provide a
mechanism for comparing the availability of one system to another. However, in order for a benchmark to be
credible, it must accurately represent real world environments and the results must be reproducible.

Unfortunately, industry-standard availability benchmarks do not exist today primarily because it is extremely
difficult to measure system availability in a repeatable fashion. This is due to the complexity of the overall system
and of human error in the diagnosis and repair process. Many availability studies have been performed by
academia and the research divisions of technology companies addressing various system robustness to fault
events, but have thus far — to Sun’s knowledge — failed to produce real-world fault rates, measure the duration
of outages, or measure the effect of maintenance events on system availability.

After extensive research in the field of availability benchmarking, Sun engineers determined that a more
appropriate and feasible alternative to measuring overall system availability is to measure the components that
comprise availability. Demonstrating industry thought leadership, they developed a hierarchical approach, called
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the R3 (R-cubed) framework, that decomposes the availability of a system into sub-metrics that can be measured
with less difficulty than overall system availability. Taking availability measurements to the next level, the R3
framework stipulates a suite of single-attribute benchmarks, each of which measures one aspect of system
availability. Combined, they provide a realistic, complete picture of system availability that is applicable to any
system (total or subsystem), not just clusters.

A Complete Picture of the Main Components of Availability

The R3 framework divides system availability into three attributes — rate, robustness, and recovery — the three
R’s for which the framework is named. These metrics are measurable and portable, the results are repeatable, and
thus they can be benchmarked. Each attribute can be broken down for more in-depth analysis and comparison.

¢ Rate — Fault and maintenance events are potential sources of system outage. Rate defines the number of fault
and maintenance events that occur on a system over a given period of time. Without knowing the fault rate,
system availability cannot be determined. Maintenance rate is the number of maintenance events that are
essential to system operation. Maintenance events can be categorized as either fault induced or non-fault
induced:

- Fault induced events, such as replacing faulty hardware or installing a software patch that requires a subse-
quent reboot, are the direct result of a fault.

- Non-fault induced events do not cause a fault but are essential to system uptime, such as a hardware configu-
ration change or software version upgrade.

An internal study of Sun customers revealed that maintenance events accounted for approximately 79 percent

of total outage events and 84 percent of total outage duration. The study clearly indicates that maintenance

events are a critical factor in determining rate. The R3 framework includes an Outage Source Index (OSI) for mea-

suring rate. There are currently no repeatable benchmarks for rate today. However, the OSI enables data to be

gathered via controlled field data benchmarking.

* Robustness — Robustness is a system’s ability to detect and handle fault, maintenance, and system-external
events, and the resulting degree to which it continues to provide service in the face of these faults. There are
three types of events a system must protect against. The first one is hardware and software faults. The second
type is maintenance events, such as a hardware repair, software patch installation, upgrade, etc. Maintenance
events can also result in system outage, and a system’s robustness in the face of these events is a key
differentiator among vendors. The third type is system-external events, such as human error and environmental
events.

¢ Recovery — Recovery follows an outage and measures how quickly a system is able to return to service. At its
highest level, recovery can be divided into automated recovery and manual recovery, which can be further
decomposed into lower level metrics such as reboot time, etc. Automated recovery procedures are easily
repeatable and measurable. On the other hand, manual recovery interjects a human factor, making the
measurement less repeatable. At this time, manual recovery is measured through data collected in the field.

Sun has developed benchmarks for the R3 framework, shown in Figure 2, including the Maintenance Robustness
Benchmark -A(MRB-A) for measuring the maintenance robustness of hardware, the System Recovery

Benchmark -A (SRB-A) for measuring the recovery of single systems, and the System Recovery Benchmark -X (SRB-X)
for measuring the recovery of clusters. To Sun’s knowledge, the availability benchmarks developed with the

R3 framework are the first of their kind to be published in the industry and used for evaluating commercial
computer systems. The acceptance of these benchmarks by the Institution of Electrical and Electronic Engineers
(IEEE) conferences represents a breakthrough in availability benchmarking work — they offer the first availability
benchmarks that are repeatable and portable across systems manufactured by different vendors. Therefore, they
have significant potential to become the first industry-standard availability benchmarks.
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Figure 2. The R framework — availability innovation
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In addition, the presence of third-party vendor layers in the stack can add further complexity. One way to
approach this issue is to measure the availability characteristics of the third-party component, determine the
typical outage imposed by that layer, and then assign an availability budget to it. An availability budget is the
amount of outage time contributed by that layer and the number of times it can fail.

Using a combined approach of black-box measurement, white-box analysis, and availability budgeting, as
illustrated in Figure 3, the process of modeling the availability of a specific cluster stack includes selecting a set of
representative faults, analyzing the outages, investigating how the component times affect the outage, deciding
which components need to be assigned budgets, gathering and analyzing customer data, deriving models for each
of the parameters that contribute to system availability, and plugging these values into the RAScad model.

Figure 3. Availability modeling approach
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Analyzing the availability model parameters reveals the main areas of focus for developing new functionality
and quality testing for failures. In addition, this availability model is used by other software groups at Sun for
building similar models for their stacks. From the availability model, Sun has developed general best practices
rules for designing and maintaining a highly available Sun Cluster software environment.

In addition, Sun uses the R3 framework and the availability model to establish very stringent quality guidelines
for Sun Cluster software releases. In other words, Sun not only uses academic work to improve availability, it also
utilizes it in the process of testing the software for quality before releasing it. As a result, Sun improved failover
time of certain types of loads and applications by 90 percent in a recent release of Sun Cluster software.

Perhaps most importantly, from a customer’s perspective, the model clearly pinpoints outages that need to be
avoided in order to maintain high availability in a system. The same best practice rules are applied to derive a set
of best practices for minimizing the impact of people and process errors on availability.

Automated Testing for Higher Quality

Sun not only employs its ground-breaking academic theory and work to improve the quality of Sun Cluster
software, but also leverages them to enhance the process of testing the software for quality on different
configurations before releasing it. With a better understanding of the elements of availability gained by analyzing
RAScad models, Sun is uniquely positioned to create and continuously improve an innovative automated test
environment that is also undergoing several patent reviews. The Sun Cluster Automated Test Environment enables
Sun to automate 95 percent of the testing for Sun Cluster software and permits the same level of extensive testing
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for each subsequent release. This level of predictability leads to higher quality for Sun Cluster software
environments, which in turn translates to higher availability and more sustainable service levels.

Sun Cluster Automated Test Environment

Sun Cluster Automated Test Environment (SCATE) is a suite of automated tools designed to verify Sun Cluster
software with new hardware and software products from Sun and other vendors. SCATE includes an innovative
state-of-the-art, automated, distributed test environment with comprehensive functional, load, and fault
capabilities to verify end-to-end functionality of the entire cluster.

Fault injection technology provides total programmed control of granularity, with the ability to inject faults
deterministically at precise locations in the Sun Cluster software source code. The preciseness and repeatability of
the software generated faults helps validate the reliability and availability of Sun Cluster software. SCATE also
includes an automated system fault generator for injecting system faults and provides an extensible framework for
defining custom faults via fault plug-ins. The fault injection technology within SCATE is pivotal in advancing the
overall quality of Sun Cluster software to make it truly robust, helping customers to deliver on their service level
guarantees.

SCATE’s automated test suites and tools are employed to qualify data services, server platforms, storage
devices (including arrays, host bus adapters, switches, and hubs) and network interface cards (NICs) for public
network and private interconnects. It is currently used by Sun Cluster software engineering to perform internal
tests before releasing new versions and updates of Sun Cluster software. It is also used in the Open Storage
program discussed later in this paper.

Sun also distributes the suite to a select group of IHVs (independent hardware vendors) to help them test and
qualify their products in a Sun Cluster software environment. In addition, Sun Services has the ability to utilize
SCATE at customer sites to identify problems with specific components or configurations.

SCATE is a client/server architecture with the ability to validate features of Sun Cluster software using
sophisticated component level fault injection technology. It also includes system level load tests and tools to inject
faults while the cluster is under load. Additionally, SCATE features tools to validate the integration of Sun Cluster
software with other hardware and software components (both Sun and third party), providing customers with
higher quality and more choice for their clustered environments.

Two types of fault injection — software faults (black box and white box) and hardware faults — are included
to simulate real-life customer environments. Black box faults are essentially external faults, or faults that can
occur in any real-world cluster. For example, power failures, software problems, cluster node reboots, etc. These
faults are injected on clusters running real application workloads and the tests verify that the cluster recovers
successfully from the fault and the services continue to stay up and run.

White box fault injection testing provides finer granularity with the ability to inject faults at precise locations
in the Sun Cluster software source code. Fault points are injected in the source code of various Sun Cluster
software components after carefully understanding the implementation and the component’s interaction with
other components in a clustered system. White box fault injection tests trigger these fault points and help ensure
that the cluster software recovers successfully from the faults and the services are highly available. These tests are
comprehensive and exercise code paths in the Sun Cluster software that cannot be exercised with black box fault
injection alone. Black box fault injection, combined with white box fault injection, is very instrumental in
improving the robustness of Sun Cluster software. Finally, hardware faults are primarily component failures, such
as CPU, memory, cache, drives, network cards, etc. SCATE uses all three levels of fault injection to simulate and
test real-world environments for more accurate results, and therefore, better quality.

Manual versus Automated Testing

Before Sun developed SCATE, testing of Sun Cluster software was performed manually. This form of testing only
allowed a very limited number of faults to be tested per release, and due to its nature, was prone to faults, making
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it less predictable (even with a low number of tests). With SCATE, Sun is now able to automate 95 percent of the
tests performed on Sun Cluster software, enabling 45,000 to 50,000 faults to be tested with every release, and
approximately 350,000 tests per release on different configurations, a feat that is obviously impossible in a manual
testing environment. Now, due to SCATE, quality testing cycles are reduced from months to several weeks. This
gives Sun the capability, as well as the confidence to schedule regular releases of high quality Sun Cluster software
that is stringently tested with other hardware and software components, addressing customer needs for newer
features and functionalities.

Automated tests are developed using the SCATE framework as new features are developed, not after. Tests for
new functionality are developed along with the new code for each release and the new code is not allowed to be
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implementations even before starting the Sun Cluster software qualification process. Without this tool, it is
extremely difficult to troubleshoot and isolate problems with storage running in a Sun Cluster environment.
This is a key quality enabler/tool for successfully testing the interoperability of storage products and Sun Cluster
software.

SCATE is the de facto tool leveraged in Sun’s Open Storage Program — a business program launched by the
Sun Cluster group to build relationships with other hardware vendors. It is employed by third-party vendors to pre-
qualify products before starting the Sun Cluster software qualification process, and because of its automated,
repeatable functionality, even helps find problems that the vendors may not have been aware of before. As a result
of the Open Storage Program, customers can benefit from end-to-end high availability for mission-critical
applications on a diverse choice of storage platforms.

After successfully running the tool, the storage device is configured in a clustered environment and subjected
to the complete SCATE test suites applicable for storage. For example, one vendor is using SCATE and the tool in its
labs to help increase quality and to integrate well with Sun Cluster software. This is just another example of how
SCATE is helping to successfully integrate a variety of storage products, thus providing customers with higher
quality, more flexibility, and investment protection. In addition, these certified and tested configurations are
cooperatively supported by Sun and the associated storage vendor.

High Quality Sun Cluster Software Agents

SCATE can also validate any data service, both scalable and failover. This helps certify HA and scalable agents that
are developed at Sun, by third parties, and in the future by customers. Time to release new agents is dramatically
reduced because the developer does not have to develop a suite of tests to test the functionality and quality of the
agent. SCATE has helped to quickly qualify a wide range of HA applications with very little test development effort.
It can also be used to test agents developed using the developer toolkit and SunPlex™ Agent Builder, helping to
ensure that agents developed outside of Sun adhere to the rigorous quality practices followed by Sun Cluster
software engineering.

The Future of SCATE

The drive to automate quality testing logically started with Sun Cluster software because it must be a high quality
product in order to provide high availability. Inevitably, it is now trickling down through the rest of Sun. Other
development areas are starting to leverage the automated test infrastructure to build test suites to raise the bar of
the quality of additional Sun products.

Multiple Levels of Pre-Release Testing

As previously discussed, Sun Cluster software is released as part of the Java Enterprise System. One of Sun’s quality
initiatives expands testing for interoperability between the components in the Java Enterprise System, including
Sun Cluster software. Pre-release product testing is enhanced with scenario-based end-to-end testing and adds
another level of testing to the exhaustive testing performed with SCATE by the Sun Cluster software quality team.
Hardware teams at Sun also qualify their new products with Sun Cluster software using SCATE to eliminate any
interoperability issues with new hardware and Sun Cluster software, thus providing a third level of testing. In the
end, the whole solution from Sun is of higher quality because it undergoes multiple levels of testing.

As a result of these extensive pre-release testing processes, Java Enterprise System components, including Sun
Cluster software, are refined in numerous areas prior to release, translating into higher availability and reliability
for customers. Sun is currently observing a trend that indicates that rigorous pre-release testing processes leads to
fewer uncovered problems after the product is released, providing better performance and quality, and reducing
the need for patches and related planned downtime. In addition, a Java Enterprise System tool called the Common
Installer aids in identifying pre-release configuration issues in components.
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Availability Budgeting for Accurate Service Level Agreements

Once a version of Sun Cluster software is available for release, the next challenge is solving a customer’s
requirement for high availability by budgeting the correct configuration of hardware and software for a particular
application service level. Sun has the capability to use the same availability budgeting process from the design
team to determine the right components to deliver a prescribed level of service by taking that requirement and
allocating it among the significant sub-components of an implementation. For example, a customer might require
that the system not be down for more than 20 seconds. The 20 seconds is apportioned equally among the
components of the system and can be further divided between a component’s sub-components. Each of the
component teams then performs an analysis to determine whether the component can meet the budget
requirement. Some components may be able to meet the requirement, while others may not because it is simply
too aggressive. The goal in the end is for everyone to budget their components at the appropriate level, allowing
the components of the solution to be joined to meet the objectives for the solutions.

For example, a customer seeking an SLA might require that their HA NFS service not be down for more than 30
seconds in the event of a failure. For this solution the main components are the Sun Cluster software framework,
volume managers, file system, NFS clients, and storage. In this case the initial allocation is 6 seconds per
component. A particular component, perhaps storage, comes back and reports that 6 seconds is too aggressive
given the limitations of SCSI technology, and that it requires 10 seconds. In order to allocate 10 seconds to storage,
4 seconds must be appropriated from another component. As a result, the customer still sees the failover occur
within 30 seconds, even though one of the components takes longer than the others to recover, as in Figure 5.

Figure 5. Availability budgeting for 30 second recovery
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The budgeting exercise and this level of analyzing, understanding, verifying, and actually committing to a
certain budget that a component can deliver enables Sun to offer service level agreements to its customers.
Customers generally have different budget requirements, and depending on that budget, different components
may need to be combined. The only way to successfully put components together is to know what budgets they
are designed to support. Without availability budgeting, Sun would not have the confidence to state that a given
component can recover in a certain amount of time.

For instance, one Sun customer requires a five nines (99.999) percent SLA, for a total downtime not to exceed
five minutes per year. The SLA states that if the system is down for more than 25 seconds per month, Sun makes
restitution to the customer. This then becomes the goal for the Sun Cluster software team. They know the exact
stack of the configuration so they understand that the components consist of two Sun Cluster software
components and third-party storage. Due to past availability budgeting exercises, they know that this type of
storage typically requires 9 to 10 seconds and the Sun Cluster software components require approximately 9 to 10
seconds. Sun then contacts the third-party storage vendor and asks them to verify the 10 second recovery time by
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running a series of SCATE tests and measuring the results, which subsequently verifies or substantiates the 10
second budget. This enables Sun to offer the customer an SLA with the understanding that it is based on the
assumption that the third-party storage can meet this budget. Since Sun has the capability to measure each
component, if a failure should go over budget, the offending party can be held responsible. In other words, if the
storage goes over budget and forces the entire failover to exceed its monthly downtime, the third-party can be
held responsible to the customer.

With the ability to budget the availability of a solution’s components, Sun can offer SLAs that make the risk of
downtime truly Sun’s responsibility. Sun’s continuous focus on quality enables it to write SLAs that allow
customers to deploy Sun Cluster software and applications with a high degree of confidence and predictability,
translating into high quality application services.

Best Practices for Deploying High Quality Sun Cluster Environments
Availability budgeting enables Sun to fine-tune configurations to best meet a customer’s demanding availability
requirements, but human error when installing systems can still impact the quality of the clustering solution.
Using real-world customer data, Sun routinely notices an enormous rate of lack of availability when customers
poorly install Sun Cluster software. These environments are referred to as vulnerable configurations. For example,
one large financial customer with over 50 clusters was running down-revision patches on every cluster node,
making every node vulnerable in that respect. Fortunately, this is something that can be easily detected and
rectified with a rules database derived from Sun’s extensive knowledge base that can be run immediately after
installation and periodically after that to check for vulnerable configurations.
To successfully manage and leverage all of Sun’s knowledge from across the company and around the globe to
help customers deploy high quality Sun Cluster environments — including the best practice rules derived from the
availability modeling discussed earlier — Sun developed and executes a knowledge management and delivery
strategy based on a comprehensive knowledge architecture and the collective strength of highly skilled
individuals, proven processes, and state-of-the-art technology. Sun Services aptly delivers a significant part of this
strategy in the form of Enterprise Installation Services, pre-emptive service, and Sun Preventive Services.
¢ Enterprise Installation Services — One of the primary causes of system failure during the early stages of the
product lifecycle is improperly installing and configuring the system. Using proven processes, methodologies,
and best practices incorporated in the Enterprise Installation Services, Sun Service engineers or its authorized
partners can correctly and quickly install Sun Cluster software environments to greatly increase the
dependability of new deployments.

¢ Pre-emptive service — Pre-emptive service focuses on anticipating problems in installed environments and
solving them before they impact service levels. Sun developed a set of eRAS applications that are designed to
leverage existing knowledge to minimize the number of critical issues, thus maximizing availability and uptime.
The eRAS program is constantly evolving in Sun’s field organization from astute trend analysis that enables Sun
to develop a system of checks that scan installed systems, searching for potential failures. For Sun Cluster
software deployments, this includes the SCcheck command, which allows customers to check their
configurations for cluster vulnerabilities.
In addition, using enhanced instrumentation within Sun Cluster software, system data is monitored and auto-
matically collected using Sun’s Configuration Service Tracker (CST) and sent to Sun via Sun Remote Services Net
Connect (with the customers permission) where it is evaluated against a series of rules to identify potential prob-
lems. Once identified, they are matched against possible solutions, and a failure report summarizing the prob-
lems and potential solutions is generated. The account team can then work with the customer to resolve the
issue. Internal studies suggest that customers that use the eRAS program for Sun Cluster environments, as well
as other applications, are experiencing reduced high-priority calls and escalations.

e Sun Preventive Services — Sun Services also offers Sun Preventive Services. This service exposes and manages
leading risk indicators with a blend of consulting, training, and support services that are delivered via an
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iterative methodology of assessing, mitigating, measuring, and supporting a given environment. Sun and the
customer work together to implement this methodology with a focus on preventing first and restoring second to
help increase availability and decrease long-term support costs.

e Sun BluePrints™ documents — Finally, Sun recently published a set of Sun BluePrints documents that focus best
practices on 10 of the most common mis-configurations of Sun Cluster software that typically lead to availability
problems. The best practices detail processes for carefully planning the installation, installing the latest patches
and firmware versions, performing an acceptance test before putting the system into production, periodically
auditing the cluster components, promptly repairing failed components, periodically checking quorum devices
and third party licenses, and recommendations on RAID and volume manager settings for cluster configurations.
Following the proven processes in these Sun BluePrints documents can help customers deploy high quality Sun
Cluster environments.

Working with Customers to Develop High Quality Availability Solutions

An important aspect of the Sun Sigma program is actually feeding measurements and the voice of the customer
back into the loop to help ensure that customer requirements are met and to constantly develop high quality
availability solutions. To meet this goal for Sun Cluster software, Sun works with customers in a program called
the SunUP™ Network program. The SunUP Network program is a cooperative agreement with approximately 400
customers that work closely with Sun in order to provide feedback and concentrate on their cluster issues and
requirements. It is a no-cost, sign-up program, where customers agree to share availability best practices amongst
groups. Customers within similar industries, such as financial services, are separated into different groups,
enabling them to share information while maintaining their competitive edge as it relates to highly available
services. The SunUP Network program provides customers the opportunity to work closely with Sun to provide
more data to enhance the quality and features of Sun Cluster software. Customers also benefit by exchanging their
experiences successfully deploying data centers with high availability.

In addition, Sun Cluster software engineering utilizes an availability monitoring system to obtain data directly
from hundreds of customers via the Configuration Service Tracker. Customers can also insert extra data to further
explain a particular failure. Sun engineers post-process the data to examine the availability level for a system
during a given time period. They can also view the data in groups to search for trends. This helps Sun understand
how Sun Cluster software is performing, which applications behave well or mis-behave, and provides a direct
feedback loop from the customer. For customers this can be extremely valuable because a snapshot of their
system not only helps to pinpoint failures, but also illustrates exactly how many times Sun Cluster software
behaves as expected to save the system from unexpected downtime. This can give customers confidence that they
have a high quality, predictable availability solution that functions as it should.

Conclusion

It is clear that Sun’s investment in the quality of Sun Cluster software can be a competitive differentiator for

customers deploying high availability environments to support demanding service levels. Sun rigorously and

thoroughly tests Sun Cluster software configurations before they are declared supported, resulting in high quality

deployments for customers with a reduced possibility of errors. Sun builds this high level of quality by executing

on its Sun Sigma program-based availability initiatives with a constantly evolving design loop that features:

* An on-going series of customer surveys, interviews, and focus groups — Listening to customers to determine
their needs and requirements.

¢ Forward-thinking academic research — Decomposing availability into sub-components that can be measured
with less difficulty than overall system availability, thus providing the R3 framework and a set of benchmarks
that can be applied to any system and have the potential to become the first industry-standard availability
benchmarks.
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¢ Extensive modeling, analysis, and availability budgeting — Enabling Sun Cluster software engineers to minutely
focus on areas to improve functionality and quality and implement customer requirements.

¢ Multiple levels of exhaustive testing — Providing outstanding quality and predictability first with Sun Cluster
Automated Test Environment in the Sun Cluster software quality group, secondly with integration testing with
Java Enterprise System components, and finally with other software and hardware groups within Sun, as well as
third-parties. SCATE truly differentiates Sun Cluster software from other cluster products in the market, offering
an added assurance to customers that Sun Cluster software is subjected to rigorous testing before it is released.

* Building appropriate configurations and SLAs — Using availability budgeting to assemble the correct

components to meet stringent service levels.

Best practices for higher quality installations — Leveraging company and customer-wide data, experience, and

tools to make sure new deployments are installed quickly and correctly, eliminating common problems and

human error for higher quality and availability from the start.

¢ Pre-emptive and preventive services — Working with the customer to maintain high availability environments

with a goal of preventing problems before they happen with eRAS and Sun Preventive Services.

A feedback loop from the customer — Gathering data to understand how Sun Cluster software works in real-

world environments and working closely with customers in the SunUP Network program to gather data,

facilitate knowledge exchange, solve problems, and improve quality.

L]

This level of confidence in both the quality and predictability of its products allows Sun to offer aggressive Sun
Sigma program SLAs for Sun Managed Services to its customers. Sun Sigma program SLAs enable customers to
work with Sun to design, implement, and measure customized managed service programs with defined levels of
quality and availability. And, using tools and methodologies such as eRAS and the SunUP Network program helps
increase the consistency and dependability of measuring and managing these service levels.

Because Sun focuses so extensively on the quality of Sun Cluster software in order to improve availability, the
company believes that it can truly offer customers something other companies cannot — the confidence and
ability to deliver higher service levels to their customers with a lower cost of ownership and cost of availability.

Appendix — Sun Cluster Software

Sun Cluster 3 software is designed to deliver improved service levels by providing continuous network, data, and
service availability, making recovery from failure transparent to clients. Sun Cluster 3 software automatically
restarts a failed resource — on the same node if it is healthy or on a backup node if it is not — without manual
intervention, enabling more predictable application service levels, while simultaneously reducing risk and cost.

Sun Cluster 3 software also allows applications to be distributed across nodes in a cluster, providing easy
manageability, application scalability, and automatic recovery of service levels, as illustrated in Figure 6. For
example, using the Scalable Java System Web Server agent, system administrators can load-balance Web services
across multiple nodes to achieve greater performance without sacrificing availability. With Sun Cluster Global
Network Services, this load balancing is transparent to clients because the cluster appears to them as a single IP
address. And, by adding more systems to the cluster, capacity and continuity can easily be increased.
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Figure 6. Sun Cluster software environment
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Global File Service

The Sun Cluster 3 software framework extends the operating system, enabling core operating system services
— devices, file systems, and networks — to operate seamlessly with existing applications. In addition to
extending services, key fault detection and recovery functions of the Sun Cluster software are integrated with the
operating system, leading to faster failure detection and recovery, and therefore higher quality and availability.

Sun Cluster software environments can be purchased as part of Sun’s Customer Ready Systems (CRS) program.
The Sun CRS program delivers customer-specific, factory-integrated, and quality tested Sun Cluster environments,
consisting of Sun servers, Sun StorEdge™ devices, Solaris OS, and Sun Cluster 3 software. Factory integrated and
tested solutions can reduce early-life system issues by as much as 80 percent, and they help lower overall total

cost of ownership. They also help to reduce the time and resources required for deployment and unexpected on-
site assembly and integration issues.
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