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CHAPTER 1

Introduction

This document is for business executives and others who want to know more about

protecting their internal networks from unauthorized use. Today, most businesses

are connected to the Internet, and have taken appropriate actions to protect

themselves from attack by hackers outside the network, using firewall products and

technology. Yet this addresses only a portion of the vast majority of problems that

affect your information technology (IT) infrastructure.

According to government and private sector sources, your IT is far more likely to be

attacked or compromised by sources inside your firewall. Your internal IT can be at

risk, even if you have all the right technology, if your company’s security policy and

procedures are poorly implemented or outdated.

This high-level overview will provide you with:

■ A basic understanding of the need to protect your internal IT systems – your

intranet – from unauthorized usage

■ Some of the typical weaknesses in many IT systems

■ Steps you can take to protect yourself

■ An overview of the technologies and procedures that can be used to strengthen

your intranet security
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CHAPTER 2

The Risks — Why You Need Intranet
Security

Today, intranets are integral to more and more businesses. Economists are now

hailing IT as a component in the unprecedented rise in corporate productivity.

Within your own business, IT may have enabled increased productivity by enabling

field employees to gain access to e-mail and other internal resources, customers to

use timely pricing information, and partners to use accurate inventory and order

information. Businesses are using Web technologies to increase revenues, expand

market reach, and lower costs.

But these benefits can be offset by new risks. Consider the following scenarios:

■ After much evaluation and careful effort, your company has selected and

installed a firewall, routing all traffic to and from the Internet through this

gateway. Once completed, the network administrator assigned to the project

moves on to other duties, only occasionally returning to the console to modify

access permissions. Management feels secure that they have protected their IT

infrastructure.

■ In an attempt to meet departmental goals, a product manager sets up a Web site

for his or her product line. The Web server sits under a desk, and contains links

to manufacturing, engineering, and sales databases. Furthermore, the product

manager has installed a dial-up modem on this Web server to facilitate remote

updates. MIS has no knowledge of this Web server, how it connects to the

intranet, or the modem capabilities.

■ In the training room, the desktops and network connect to other areas of the

company. The engineering technician prefers the connection because he or she can

read e-mail while installing and configuring systems, and can access patches

directly from the engineering servers. The training facility is also used by student

from both inside and outside the company.
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Each of these scenarios presents a real ongoing risk to the hypothetical companies’

IT assets and resources. In the first example, installing a strong firewall at the

company Internet gateway is a good first step. But all security components,

including firewalls, require constant updating and monitoring to meet new threats

and track effectiveness.

The second example, while showing strong personal initiative, has opened a gaping

hole in the company’s network, providing relatively easy access to users both inside

and outside the company to internal servers and the information stored on them.

And in the third example, while it may be much easier for the technician to have

unimpeded access to company resources, the training room network provides

unauthorized access to both internal and external users.

While the examples are all hypothetical, how real is the threat they pose to your

business’s IT? Very real. According to the Computer Security Institute/Federal

Bureau of Investigation (CSI/FBI) report Issues and Trends: 1998 CSI/FBI Computer
Crime and Security Survey:

■ 78% of the companies surveyed reported insider abuse

■ 65% reported laptop theft

■ 44% reported unauthorized access

■ 18% reported theft of proprietary information

For those companies that could put a dollar figure on their losses, the amount

totaled over $136 million. The largest portion of this amount was losses that

occurred through unauthorized access — $50,565,000. Overall, according to the CSI/

FBI report, financial losses increased 36% from the previous year, while the number

of companies reporting security breaches increased to 64% of those surveyed,

up from 48% the year before.

In spite of increasing crime rates for computer security, no one is suggesting

that companies seal off their networks and lock up their laptops. But business

organizations are wise to undertake a risk-benefit analysis, as well as create

and maintain a security policy.

The first step in creating a risk-benefit analysis is appraising the value of your IT

infrastructure, both in terms of real and opportunity costs.

■ Real Costs: What is the cost of the actual hardware and software in your

organization? Include the price of servers, LAN equipment, desktops, laptops,

e-mail, intranet, and Web servers. Also include the value of any intellectual

property contained on these servers.
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■ Opportunity Costs: The costs that would be incurred – or the revenues lost – if

your employees, partners, or customers were unable to access some or all of your

IT infrastructure they use on a regular basis. For example, if your employees were

unable to use e-mail, or your order administration groups were unable to access

inventory, accounts payable, or accounts receivable applications or data. What

would be the cost if a laptop containing strategic plans was stolen? Or if a

competitor was able to see and review engineering, sales, or salary plans?

After estimating the costs, determine what your company is spending to protect

itself from security issues. If your company is of a reasonable size, this should be

a simple matter of asking the staff member in charge of IT security. Unfortunately,

most companies do not centralize IT security under a single department or person,

so this may not be so easy. A side-effect of security management distributed

throughout the company is the lack of a focused, cohesive strategy, with ad hoc
implementation of different security technologies and procedures. In any case,

estimating the amount expended by the company will in all likelihood show that a

relatively small amount of resources are being used to protect significant corporate

assets, and that the cost associated with being unable to use these resources and

assets is even larger.

Often a derivative of this exercise is the realization that there is no plan in place for

either centralized management or disaster recovery. Few businesses have thought

out in advance what steps they will take to overcome a security breach.

A security policy is needed to address these issues. A security policy outlines the

goals, strategy, and tactics that a company will take to protect its IT assets, as well as

its business operations, from unauthorized use or willful attack. More information

on what to consider as you develop a security policy for your company, as well what

to do once it has been developed, is contained in the next section of this paper.
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Technical Weaknesses

In deploying your Intranet, technology can provide many weak points. There are the

somewhat obvious technology weak points, such as improperly configured firewall

gateways or servers with well-known (or non-existent) root passwords. But there

may be other technology-based weaknesses in your intranet as well.

■ Multiple Passwords: As organizations deploy business-critical applications and

remote access servers, and divide workgroups by LAN servers, users are expected

to remember and be responsible with more and more passwords. It’s not unusual

for some employees to have literally dozens of passwords for access to different

IT resources. The effect of too many passwords is weakened security, because

users start writing them down, and because LAN administrators have administer

multiple password management systems for each user.

A more secure approach is to use a single sign-on system, which provides a

centralized access control list. Single sign-on systems keep a list of who is

authorized to access different areas of the network, and a mechanism for

providing the expected password. Users need only remember their single, unique

password to sign onto the system.

Most single sign-on systems use a directory to store the names, passwords, and

access controls for each user and system resource. This provides a single point

of entry for administration, further tightening security.

■ Remote Access: Perhaps the biggest single weak point in intranet security today

occurs in remote access implementations – pools of dial-in modems ready to

provide access to corporate network resources and information.

■ Freely available “war-dialers” – programs that will dial a programmed list of

numbers and try to gain access to information – make modem pools a weak

link in a security architecture. Even without correct names and passwords,

many remote access servers reveal hostnames or LAN router prompts.

■ Many remote access systems transmit users names and password prompts

“in the clear,” meaning that anyone listening – snooping – to the activity on

a remote access port can see and record user information along with the data.

Programs to do this are also freely available.

■ Many times when users are logged into the remote access system, they have

access to any system resource. The danger here is that once a hacker has

broken through the remote access system, they also have free access to any

system resource.

There are a number of ways to secure a remote access system, including using

encryption that protects traffic between user machines and remote access servers,

and using enhanced password mechanisms such as token cards and RADIUS

servers.
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■ Viruses: It is estimated that over 40,000 viruses exist today. Documents, not

programs, typically spread viruses. Many viruses today can overwhelm e-mail

servers or disk storage, while others will delete data on disk drives.

Products and technologies exist today that prevent the distribution of viruses

by scanning all incoming traffic for virus signatures as well as examining stored

documents.

■ Intrusion: Certain key files should only be accessed by specific individuals.

For example, password or system configuration files should only be accessed

by root administrators.

Intrusion detection utilities can be installed to alert MIS managers when there are

attempts to access key files, or when there are multiple failed attempts to log into

any system on the network, including the remote access server.

■ Lack of Compartmentalization: Many organizations allow access from any user

to any resource on the intranet. Dividing your intranet into segments – such as

human resources, engineering, manufacturing, sales, and others – protects assets

and information from unauthorized users. This is readily accomplished by using

firewall technology to control traffic and access between workgroups and

departments.

For example, compartmentalization, which provides extra measures of security

between external servers such as Web and commerce servers and the internal

servers and databases, is a good idea. A secure operating environment and strict

networking and access controls would be appropriate for any server that is

exposed to public use and has access to internal databases.

■ Unsecured Data: Sensitive data – including salary information, strategic plans,

and intellectual property – requires extra protection. Yet on many intranets, it is

accessible by anyone on the network. Advanced operating environments provide

multiple levels of file protection and logging utilities to track users who access, or

attempt to access, the data.
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Human Weak Points

It is important not to underestimate the human factor while working to improve

the security of your intranet:

■ Lack of Planning or Procedure: In the absence of any formal policy, many

departments or workgroups will implement their own security measures, or

modify the intranet to address their business needs. Without a formal plan, these

measures can be counterproductive, inefficient, or unknowingly create security

breaches.

■ Lack of Follow-Up: Even the best security measures require maintenance and

follow up, yet often the staff members or professional services organization that

installed the security technology has moved on to other tasks. New hacker tools

are being created, and new “holes” are being discovered on a regular basis.

Reviewing log files for possible breaches and installing patches to applications

and operating environments are but two of the ongoing tasks required to

maintain a secure environment.

■ Willingness to Help: Surveys show that employees across the company,

from administrative assistants to executives, will often hand out passwords

to co-workers who request it, or to anyone on the telephone asking for one.

Products such as token cards can prevent this, but training programs throughout

the company are needed to teach and reinforce the value of good security.

■ Unwillingness to Follow Procedure: Some users will resist following newly

established procedures. Usually, they don’t fully comprehend the ramifications of

not following the procedures, or cite business emergencies or how inefficient the

security is to their job. Training can help overcome some of these objections, and

a well-designed security mechanism with the latest technologies should add little,

if any, burden once fully implemented.

■ Ego: Some employees or companies may claim they don’t need assistance

in creating and implementing an intranet security policy. In extremely rare

exceptions, this may prove to be true. However, in practice the only people

with comprehensive and current knowledge of how to protect IT systems are

the people whose full-time job it is.

■ Zeal: Some security policies and implementations create too much security, which

can be expensive to install and reduce productivity. Creating burdensome security

procedures may cause some users to try and subvert the established policies and

procedures because they are too cumbersome.
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There are many things to be considered in reviewing the IT infrastructure of a

business intranet. A competent assessment is beyond the capabilities of nearly every

company, and it is best to rely on the professional services of organizations that

routinely provide such services.

Executive management has a strong role in corporate security: they must provide

budget and ongoing support. Not only should management initiate a dedicated

security team, but they should hold periodic reviews and require all employees to

attend ongoing training. User roles and responsibilities should be clearly defined

such that everyone understands — and supports — strong security for

organizational assets.
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CHAPTER 3

Security Policy Concepts

Overview

Creating a comprehensive security policy for your intranet is a serious undertaking,

the details of which are beyond the scope of this document. The policy for each

organization will be very different from that of another organization, and the policy

may outline different practices for different departments within each business. Still,

there are many concepts that can be outlined that will help you in preparing and

managing the task of creating a security policy.

The goal in developing a security policy is to define the organization’s expectation

for proper IT use, and to define procedure to prevent and respond to security

incidents. An IT security policy must support and complement the overall business

goals.

Steps to an Intranet Security Policy
■ Identify Assets: Start by creating a complete list. Plan to update the lists

on a regular basis.

■ Hardware – Desktops; laptops; PDAs; servers; network routers; remote access

servers; network printers; communication lines; and other relevant devices.

■ Software – Business-critical applications and data; desktop applications;

source code; strategic plans; customer and vendor information; operating

systems; utilities, communications, and diagnostic programs; logs; archives.

■ People – Users; administrators; architects; security “org chart”.

■ Documentation – Operating manuals for hardware and software;

administrative procedures.
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■ Evaluate and Rank Assets: Determine and prioritize the most critical

of components, including both hardware and software.

■ Identify Risks and Vulnerabilities: A good security policy will highlight where

the organization is most vulnerable, and state the probability for each of the

identified risks.

■ Defining a Policy of Acceptable Use: Each organization embodies a different

work ethic and culture. What is acceptable is one business may not be in another.

For example, are certain Web sites off-limits? Can files be downloaded from the

Internet? Can e-mail attachments be accepted? Is it permissible to read anyone

else’s e-mail? Can systems other than those owned by the company be connected

to the intranet?

These are questions that each company will need to address, and to ensure

compliance, communicate to everyone who works within the company.

■ Identify the Necessary Safeguards: Apply appropriate security measures

in priority order to each identified area of risk. For example, it may be

recommended that servers with essential data on them be placed in locked rooms

(physical security), and administrative access granted only from a console

physically attached to the server. Remote users, including partners and suppliers,

may need to use encryption when communicating with your company.

These recommendations will vary by company and requirements.

There are two safeguards that may not be obvious, but which are very important

to the overall security of a company’s intranet:

■ Audit/Logging – Alerts and alarms can help administrators keep tabs

on suspicious actions around the intranet. Hackers work hard to outwit

conventional security measures. Logging actions, such as remote access logins

and administrative actions to key configuration files, can help identify and

trace unauthorized users. Log files and reports need to be audited on a daily

basis. While it’s very unlikely that an administrator would catch a violator in

their first act, by reviewing log files you may be able to set up procedures

which identify perpetrators at a later date.

■ Incident Response – Organizations may choose from a variety of responses

upon the realization of a security violation. Planning the responses well in

advance, without the pressure of an actual event, is good practice. When an

incident is uncovered, there should be a clearly defined series of actions based

on the violation. Roles and responsibilities should also be clearly defined.

■ Create Action Plan: A detailed plan for a rational, phased approach to

implementing the security policy is key. Progress against this plan should

be reviewed by executive management on periodic basis.
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■ Communication of Policy to All Users: At the foundation of any security effort

are the people who will use them each and every day, including employees,

partners, and suppliers. In addition, an educational campaign should be used

to help users understand the policies as well as underscore the importance of

security within the organization. Note that if partners are connecting into your

intranet, make sure their security measures are up to your standards.

Key Security Concepts

A network security solution should focus on five primary areas and form a solid

framework to implement an enterprise network security policy.

Access Control: Information is controlled and access is granted by a predetermined

security policy. This policy can be as simple as a login name and password, and as

comprehensive as a directory service which defines user roles and access

permissions.

Privacy: Other people on the network cannot see the contents of a message being

sent. Privacy is ensured through encryption. Privacy among many users and

organization is enabled by a public-key infrastructure, which manages all the

necessary components, including digital certificates, key management, and

encryption algorithms.

Authentication/Authorization: Granting rights for users to perform actions that

would otherwise be disallowed and making sure that access or communication is

with the intended user. This can be as simple as an operating system name and

password, or as secure as a token-card, which supplies an ever-changing password.

Integrity: The assurance that data, system, or application files have not been

tampered with.

Management: Consistent framework for ongoing management of the security

products and procedures.
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CHAPTER 4

Securing Your Network for Business

Sun
™

technology innovations have been setting standards for over a decade, and

network security has been among the most important areas of development. Security

has been an integral part of each and every one of our software and hardware

solutions from the very beginning.

With over a decade of experience in open, network computing, Sun understands

that your security needs change over time, and an incomplete or outdated security

solution is a risk to your business. Through proven methodologies and practical

experience, together with our solutions providers, we have a comprehensive range

of solutions, including hardware and software products, assessment, training, policy

development, solution design, implementation and configuration, vulnerability

testing, and documentation. We can deliver a complete solution or supplement

your staff to deliver the missing pieces.

Consulting

Sun’s consultants have the capabilities and field-proven methodologies to assess

your current security environment, design an optimal architecture, and help

you implement a security solution customized for your business needs. These

capabilities include security management assessment, architecture, and

implementation.

Sun Professional Services also offers packaged solutions for your specific security

needs, such as Firewall Services and Sun Security Manager
™

Quickstart Service,

which provide a more standardized approach to security issues. These packages use

proven methodologies and established training modules to deliver excellent results

time after time.
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Software

Sun develops and markets leading software security solutions for business intranets:

SunScreen™ Secure Net is a comprehensive solution that includes SunScreen EFS
™

3.0 and SunScreen
™

SKIP software, and enables users to help establish a secure

business network.

■ SunScreen EFS is an award-winning, high-performance firewall gateway that

integrates powerful encryption technologies to provide the most cost-effective,

scalable solution for securing every node within an enterprise. It includes

SunScreen SPF-200 to deliver a premier perimeter defense solution that features

a stealth architecture, network address translation (NAT) capabilities, and remote,

secure management.

■ SunScreen SKIP provides encryption and key management capabilities to the

desktop and remote users, enabling secure, authenticated communications

between PCs, workstations, and servers.

SunScreen Secure Net 3.0 includes Sun Screen EFS for the Solaris
™

Operating

Environment on SPARC
™

and Intel platforms and SunScreen SKIP clients for

Windows 95, Windows NT, and the Solaris Operating Environment on SPARC

and Intel platforms.

The Solaris Operating Environment is an industry-leading environment with

a number of built-in security features that make it a solid, scalable enterprise

foundation, including SVID-compliant access control enhancement, ASET automated

audit tool, ARM account protection, and ONC+
™

Federated Security authentication

technologies. It also incorporates the Basic Security Model (BSM), which brings

Solaris software to compliance with C2-level specifications.

Trusted Solaris™ Software is the operating system of choice for high-level

security requirements, providing enhanced security to meet and exceed B1-level

specifications. Configurable to fit a wide variety of customer security policies, it

implements strong, role-based control of both user and system administrator actions.

Data and system resources are fully protected by a multilevel file system, preventing

unauthorized access by either internal or external threats.

Java™ Technology provides a simplified development and deployment platform for

distributed, highly flexible network computing. The Java security model is designed

as a “sandbox” of cooperating systems components, from security managers that

execute as part of the application to security measures designed into the Java virtual

machine and the Java language itself. The sandbox ensures that an untrusted

application cannot gain access to system resources.
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Hardware

Netra
™

products comprise an award-winning family of simple, powerful Internet

servers that have security built-in, with firewall protection and dynamic packet-level

filtering to protect your network, your data, and your server.

Training

Sun Educational Services provides complete training solutions to help ensure that

customers have the necessary skills to implement and manage their network security

strategy. Sun’s education consultants can work with customers to perform a security

skills assessment to identify any skill gaps within the organization.

Solution Providers

Sun has established relationships with a number of leading software providers

who have built application-level security into their products that complement the

infrastructure security already. These solution providers can assess your company’s

needs and provide customized solutions and services that are tailored to your

businesses’ unique requirements.

Securing Your Network For Business

Today, companies are relying on network computing to provide very real business

advantages — increasing efficiencies, lowering business costs, and providing

instantaneous global access.

With the continuous adoption of network computing, access to corporate data,

correspondence, and other sensitive information is now live on public networks like

the Internet — which means it’s vulnerable to unwanted intrusions, data altering,

and interception.

Securing this information is essential, but too much security can be as

counterproductive as too little. And understanding your security risks and how

to minimize and monitor them is as important as installing the latest technologies.

Sun’s experience in network computing gives us a clear understanding of the many

complex issues involved with network security. We know that there are no simple,

universal solutions — every company’s network security issues are unique. That’s

why, together with our solutions providers, we’ve put together a comprehensive

network security solution that provides the flexibility and extensibility required

to secure your network for business.
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CHAPTER 5

Available Resources

■ Sun Microsystems: www.sun.com/security/

■ Sun Professional Services: www.sun.com/service/sunps/

■ The SANS Institute: www.sans.org

■ Computer Security Institute: www.gocsi.com

■ Computer Operations, Audit, and Security Technology (COAST):

www.cs.purdue.edu/coast/coast.html
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