Highlights

Encrypt data from independent,
heterogeneous sources using
strong, government-approved
AES-256 CCM algorithms and state-
ofthe-art Sun StorageTek SL3000 or
SL8500 storage libraries

Deploy a complete encryption
solution with just two services: one
to configure and one to implement
Scale by adding encryption-capable
drives, not appliances, to minimize
cost and administrative impact
Simplify operations using “set and
forget” policy-driven management
Customize disaster recovery plans
through automated replication
Select Sun StorageTek, a leader in
open sourcing and standards that
drive interoperability

Enable an enterprise-wide Secure
Digital Archive using the Sun™
Crypto Key Management System

Encryption Key Management
from Sun
Enabling a Secure Digital Archive
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When a business inadvertently releases sensitive information such as identity, health,
or financial data, there can be severe consequences. In addition to damaging sales and
reputation, legislation in the U.S., Europe, and Japan dictates stiff penalties, including

fines and even jail time. Encrypting stored data helps to prevent data compromise at a fraction of

the cost of a typical security breach — estimated at $6.3M per incident.” The Sun StorageTek

portfolio includes a set of innovative, scalable, and open technologies that provide businesses

with the components required to build a complete Secure Digital Archive solution.

The challenge of key management

A significant challenge in constructing a
Secure Digital Archive is the task of managing
encryption keys — without valid keys, data on
encrypted tapes is inaccessible, so guarding
and managing keys is critical. Sun offers a
scalable solution — the Sun™ Crypto Key
Management System (KMS) — to provide
strong data protection while reducing the
cost and complexity of key management.

The Sun KMS system merges easily into
existing IT archive environments, especially
those with Sun StorageTek SL3000 or SL8500
libraries. The system combines encryption-
capable drives with innovative technologies
from Sun to create a key management
solution that is simple, scalable, and secure.

Simplifying key management

The Sun KMS system centralizes key
management across the IT infrastructure,
automatically replicating keys to remote sites
to facilitate disaster recovery. Best of all, the
solution works independently of applications,
systems, and controllers, allowing it to
support encrypted archives from both
mainframes and open systems across the
heterogeneous enterprise.

The Sun KMS system defines a centralized
touch point for key management operations
through an easy-to-use graphical user
interface (GUI). The GUI tool allows users to
establish key management policies, which
helps to automate key generation and
minimizes the impact on operations. Policies
specify encryption periods and automatically

1 Average per-incident cost estimated at $6.3M in 2007 and $4.8M in 2006 (Source: Ponemon Institute 11/28/07 press release)
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age keys accordingly. This helps organizations
to meet requlatory and compliance guidelines
for data archival, protection, and long-

term availability.

Scaling for breakthrough economics

The Sun KMS system scales easily — up to
3,000 drives — by adding more encryption-
capable tape drives. This extreme scalability
translates into low total cost of ownership
since adding drives (rather than appliances)
uses less power and floor space, and requires
no additional administration.

Strong security

The Sun KMS system provides strong, end-to-
end encryption designed to meet government
standards, unlike some competitive offerings.
Key transmission and tape encryption use AES-
256 algorithms that follow the FIPS 140-2
standard adopted by the National Institute of
Standards (NIST). AES (Advanced Encryption
Standard) is a strong block cipher encryption
algorithm used in CCM (Counter with CBC-
MAC) mode to protect user data, enabling
data privacy as well as reliable and efficient
authentication. To enable the sharing of
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encrypted tapes, the system also supports
authorized passing of encryption keys to
trusted business partners.

Encryption from a reliable, trusted leader
Sun StorageTek is a leading vendor of open
storage and archival solutions for more than
20 years. As a matter of fact, about 37% of the
world’s archived data resides on Sun
StorageTek solutions.” Because today’s
customers need effective encryption solutions
— especially ones that simplify the complexity
of key management — Sun has evolved its
offering to enhance key generation and
automatically replicate keys for disaster
recovery. The flexibility of the Sun KMS 2.0
design allows companies to customize disaster
recovery solutions to meet individual site and
business requirements.

Encouraging open solutions

Sun is well-known for its leadership in open
systems and software technologies, having
provided open source releases of the Solaris”
0S, Java" technologies, and the UltraSPARC®
T1 chip architecture. As a matter of fact, Sun
is the largest contributor to free software.
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To enhance standards and interoperability
among vendor solutions, Sun is continuing
this trend with storage technologies. Sun has
licensed the existing API for the Sun KMS 2.0
system to several vendors, and is working
towards an open API solution that will further
interoperability. In addition, Sun actively
participates in the IEEE P1619 working group
that defines encryption and key management
standards for stored data.

Building a secure digital archive

The Sun KMS 2.0 system consists of three
components that are easily merged into an
existing archive environment: 2 to 20 Key
Management Appliances (configured locally or
remotely in pairs), encryption-capable tape
drives that reside in a storage library, and the
KMS Manager GUI.

Figure 1 shows a sample configuration that
spans multiple sites to simplify disaster
recovery. Each site is configured with at least
2 Key Management Appliances (KMAs) for
redundancy, enabling a maximum of 10 sites
total. System components communicate over
a network, and all key passing — KMAs to

KMS Manager

!‘I!_” o

Key Management Network

KMA Cluster
St T o st T ol
KMA 2 KMA 3
— Network Network
Switch Switch

Heterogeneous Systems Heterogeneous Systems

Figure 1. The Sun StorageTek Key Management System replicates keys to redundant Key Management Appliances across multiple sites, which

helps to protect keys and simplify disaster recovery

2 Source: “The Growing Importance of Archive,” Freeman Reports, May 2006, URL: http://www.freemanreports.com/
Source: “Study on the: Economic Impact of Open Source Software on Innovation and the Competitiveness of the Information and Communication Technologies
(ICT) Sector in the EU,” UNU-MERIT, 11/20/06, URL: http://ec.europa.eu/enterprise/ict/policy/doc/2006-11-20-flossimpact.pdf
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Figure 2. The GUI management tool allows policy definitions that automate operations,

enabling “set and forget” encryption

drives, and KMAs to KMAs (whether local or
remote) — is encrypted using strong
AES-256 algorithms.

Each KMA is a Sun Fire™ X2100 M2 server
running a hardened configuration of the
Solaris™ 10 Operating System. Housed in a
rack-mountable 1U chassis, each appliance
incorporates a Sun™ Crypto Accelerator 6000
card, which is used for key generation and
encryption operations within the appliance.
The KMA functions as an enclosed “black box”
that manages the underlying key database
and communicates with configured tape drives
and other appliances in the Sun KMS system.

The system supports encryption-capable drives
that perform AES-256 encryption, including
high-capacity Sun StorageTek" T10000A/B
drives and high-speed Sun StorageTek™ T9840D
drives. (Support for additional encryption-
capable drives, including those from other
vendors, will be announced shortly as these
drives are qualified.) The Sun KMS system
integrates encryption-capable drives that

reside typically in Sun StorageTek SL8500,
SL3000, L700e, or SL500 storage libraries,
optimizing the value of existing consolidated

archive solutions.

The Sun KMS system features a centralized
interface for key management — the KMS
Manager GUI. Authorized users can access this
tool from a remote client to manage keys and
define management policies. The Sun KMS

Encryption-capable
tape drive

system divides common security and
operational tasks among five distinct roles —
Auditor, Backup Operator, Compliance Officer,
Security Officer, and Operator. In the most
security-conscious environments, roles are
assigned to multiple users to minimize the
possibility of data compromise. Quorum-based
management mitigates risk for certain critical
operations (such as adding new KMAs or new
trusted partners for key transfer) since a
quorum of users is then jointly required to
authorize the operation.

The beauty — and simplicity — of using the
Sun KMS system lies in the nature of its policy-
based management. Once policies are defined,
keys are automatically generated, replicated,
and stored, and each tape is encrypted with a
new key as it is written. Policy-based
management helps to automate compliance
with NIST 800-57 recommendations for key
lifecycles, making encryption a “set and
forget” operation since key aging is enforced
through established policy (Figure 2).

The key generation and encryption process
When a drive is first enrolled in the KMS
system, the system issues it an X.509 digital
certificate. As each appliance is added to a
cluster, it is also given a certificate. On
subsequent power-up, drives and appliances
use these certificates to establish a secure,

Key Management
Appliance (KMA)

Figure 3. The key generation and data encryption process starts with a drive’s request

for an encryption key
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mutually authenticated secure sockets session.
For key generation and tape encryption, the
Sun KMS system follows a “pull” strategy —
drives initiate the request for keys (Figure 3).
When a tape is mounted in an encryption-
capable drive, the drive sends a request to the
KMA cluster using a secure sockets session.
The request includes information about the
tape cartridge (e.g., its volume serial number).

Using the random number generator in the
Sun™ Crypto Accelerator 6000 card, the
appliance creates a pool of available keys.
These are replicated to other appliances in the
Sun KMS system. Upon receiving a key request,
the appliance selects one of the previously
generated and replicated keys, sending it to
the drive. This allows the drive to receive a
response quickly, at the same time carefully
protecting keys against loss.

The appliance transmits the key in an
encrypted packet to the requesting drive,
which writes the key to volatile memory. The
drive then uses the key to encrypt each data
block sent from the application. The encryption
process adds about 100 bytes — a small bit of
overhead for such a large degree of protection
— since typical block sizes written to tape are
256K-byte blocks.

Because the drives encrypt in hardware, there
is no noticeable performance impact. Most
importantly, during the process of key
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generation and transmission, the keys are
never exposed. The tape does not become a
point of exposure (as it does in some
competing products) because the key value is
never recorded on it. Once encrypted, the data
on the tape can be accessed only with a valid
encryption key.

Simple services, simple system

Services from experienced Sun StorageTek

consultants make it easy to add encryption

capabilities into existing archive environments.

Remarkably, only two services are needed:

* Encryption Readiness Assessment Service:
This service analyzes the existing IT archive
environment and configures an optimal Sun
KMS system, taking into account business
requirements, security policies, staffing, and
best practices.

* Key Management Integration Service: This
service helps to deploy a Sun KMS system
into the enterprise archive environment, and
includes training for IT staff on operations,
administration, and use.

The simplicity — and low price points — of
Sun’s service offerings reflect the simplicity of
the overall Sun KMS solution. Once the system
is installed, encryption becomes automated,

requiring minimal intervention.

Getting started

As the media reminds us almost daily, security
breaches that violate information privacy are
increasingly common and pose a constant

Learn More
For more information, visit

sun.com/encryption or contact your local

Sun sales representative.

threat. Protecting valuable archived
information is a critical IT responsibility, and
the failure to adequately protect these assets
can result in serious and costly consequences.

Encrypting archived data offers strong
protection against security compromise. For
companies that seek to mitigate risk in their
storage architectures, the Sun KMS 2.0 system
adds encryption and key management that is
simple, scalable, and highly secure. Once a
Secure Digital Archive solution is deployed,
encryption is so transparent that it seamlessly
protects data without adding complexity to
daily IT operations.

By culling state-of-the-art technologies from its
storage portfolio — and creating a solution
that takes advantage of existing investments in
drives and storage libraries — Sun offers
breakthrough value for creating Secure Digital
Archive solutions. Call Sun today and start
safeguarding the information assets in

your enterprise.
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