
An end-to-end solution for Records Compliance Management

The Sun™ Compliance and 
Content Management Solution

Managing Disparate Data to Help With Compliance

With the emergence of new laws and regulations, businesses are looking to reduce the risk

associated with managing exponentially growing and disparate document and data types,

while reducing operational overhead and retrieval costs associated with legal discovery support.

Solution Overview

Designed with that in mind, the Sun™ Compliance and Content Management Solution provides a

single point of access to and efficient management of most types of electronic records—unstruc-

tured data such as e-mail and instant messages, semi-structured data such as XML-based docu-

ments and Web content, and structured data such as Enterprise resource Planning

(ERP)-generated documents—greatly simplifying the way organizations in regulated and non-

regulated industries deal with information. At the IT infrastructure level as well as the compli-

ance and oversight level, the content is present with supporting contextual information within a

robust application framework.

For example, by automatically moving attachments from the e-mail servers to a managed,

robust archive, the Sun Compliance and Content Management Solution is designed to reduce the

storage and server infrastructure and associated support costs inherent in managing a large and

growing e-mail system. Instant messages are also added to the archive, providing a knowledge

pool for retrieving them in context to the e-mail and other records stored there. The archive

secures and stores records while conforming to regulatory and information lifecycle manage-

ment policies set by the organization.

The Web-based Sun Compliance and Content Management Solution provides a policy-driven

storage and archival management system that is configurable across many data types, media,

and devices—creating flexible options for distributed environments. It is designed to easily con-

form to corporate technology standards with its support for multiple e-mail, instant messaging,

and document formats.
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Key highlights
• Address regulatory compliance, corporate

governance, and legal discovery/
litigation support requirements

• Handles most types of data, files, and
objects that must be retained, managed
for an extended period of time, and
purged based on corporate policy

• Reduce administrative tasks, server
infrastructure, and storage costs

• Improve operational efficiencies
while reducing risk with a complete 
end-to-end solution

• Create policy-based archiving in a
heterogeneous environment

• manage with integrated search and
supervision capabilities

• Enforce retention policies and 
on-demand access

• Provide continuous automated backup
with fast and easy recovery

• Rapid retrieval  of transparently 
migrated files

• Centralized and controlled administration



The Global Regulatory Environment

Designed with businesses operating in regu-

lated industries in mind, the Sun Compliance

and Content Management Solution supports

the organizations’ policies governing storage

and retrieval standards for legal compliance.

As regulations grow more complex, companies

struggle to find ways to address regulations

such as those listed below and comparable

regulations worldwide:

• US: SEC CFR Part 240 17a-3 and 17a-4

• US: NASD 3010

• US: FDA 21 CFR, including Part 11 

• US: Sarbanes-Oxley

• US: Telecommunications CFR Title 47 Part 42

• UK: Financial Services Authority

• France: Commission des Operations de

Bourse

• Australia: National Archives of Australia

Content Management Architecture Overview

The Sun Compliance and Content Manage-

ment Solution highlights Sun’s commitment

to, and expertise in, the financial services

industry. We understand the complexities of

working in one of the most regulated indus-

tries, in which organizations must deal with

some of the most stringent regulations.

In the standard approach when the

system is installed in a compliance implemen-

tation, the components of the solution are

organized into four layers. This configuration

varies slightly for operational installations.

Content Layer

The Content Layer allows for the capture of

messages records on platforms from most

applications, for example email from plat-

forms such as SunOne Messaging, Microsoft

Exchange, Lotus Notes, and others, as well as

250 file types such as Microsoft Office docu-

ments, StarOffice™ documents, Adobe PDF,

PowerPointSAP, etc.  

Archive Layer

The purpose of the Archive Layer is for index-

ing and compressing of the various objects

imported into the Archive Server from the

Capture Layer.

Portal Layer

The Portal Layer is a Web-based solution that

allows browser-based access to the informa-

tion stored within the archive. In addition to

search, query, and application driven access,

the Portal Layer supports the ability to provide

secure, role-based access to the information

users need.  

Beyond viewing the information, the

Portal Layer allows users to print, export,

restore, and interact with information in a

variety of ways. The Portal Layer also allows

for the creation of highly customizable Web

applications and integration with other key

systems through Web-services.

Storage Layer

The purpose of the Storage Layer is for the

physical storage of the actual archival records.

This layer can be disk, WORM, S-ATA, or tape.

The Storage Layer allows for the migration of

archival data from expensive storage (disk

cache) to less expensive media (S-ATA), deep

storage (Tape) and eventual removal and

destruction of the data from an organization.
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A cost-effective, single point
of access to and efficient
management of your
documents and data.
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A Complete Solution to Address Your Needs

The easy-to-use, integrated solution includes operational objectives such as creation of policy-based archiving, integrated search, integrated super-

vision, enforceable retention policies, on-demand access, continuous automated backup, fast and easy recovery, transparent file migration, simple

installation, rapid retrieval, and centralized administration.
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Features

Compliance

Cost-effective storage

Search

Retrieval

Straightforward Integration
and Implementation

Indexing

Administration

Scalability

Functions 

Addresses document archiving, retention, and management related
to organizations’ regulatory compliance, corporate governance, and
litigation support policies

Maintains the data, meta-data, and audit logs within serial units
on the file system itself. Data remains fully accessible via Web-
services interfaces, providing easy integration with and into other
key systems

Single portal view to all archived information

Addresses document retention related to an organization’s regula-
tory compliance, corporate governance, and litigation support
policies

Proven, pre-integrated solution that helps customers speed
implementation

Maintains the data, meta-data, and audit logs within serial units
on the file system itself. All of the data remains accessible via 
Web-services interfaces, providing integration with and into other
key systems

Allows businesses to establish a centrally administered and flexible
policy based on file characteristics such as size and delivery date,
significantly reducing the time spent on data backup

Helps organizations to build a scalable platform to address small
(2,000 end users) to very large (greater than 100,000 end users)
records retention and management requirements based on the
organization’s compliance strategy

Benefits

Preserves content in non-rewritable, non-erasable format to
address authenticity

Automatically verifies the quality and accuracy of the archiving
process—process chain of custody

Creates end-to-end platform to address the organization’s evolving
regulatory compliance, business governance and litigation support
requirements

Secure document retention process to address the specific require-
ments of SEC 17a-4

Supervision of electronic communication (e-mail and IM) to
address the specific requirements of NASD 3010

Legal hold and case management to address spoliation of evidence

Secure destruction of records

Storage on appropriate media based  on the value and accessibility
requirements of the records

Can be configured to archive based on timed frequencies to
specific criteria

Seamless to user and application layer

Search archived records from single Web-based portal

Provides the ability to conduct federated search across all records
in the archive in a single query

Archived records are retrieved in their original format to address
authenticity

Graphically maps relationships between initial record and subse-
quent updates

Displays, prints, or downloads search results to XML, Excel, and
other formats

Integrates with the enterprise’s environment and supports High
Availability and Disaster Recovery architectures

Supports heterogeneous storage environments including WORM
Media (tape, CD/DVD, magneto-optical) and WORM Disk, providing
Hierarchical Storage

Solution pre-tested and configured

Supports full-text indexing for all records in the archive including
more than 250 file types plus multi-language support

Supports groups and distribution lists

Permits the mapping of logical volumes to physical media

Provides a server-driven policy process that is controlled by IT
staff, transparent to end users and requiring no desktop software
installations

Enterprise scalability for global organizations’ needs

Support for multiple client operating systems and hardware
platforms
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About Sun Microsystems

Sun is a leading, worldwide provider of prod-

ucts, services, and support solutions for build-

ing and maintaining network computing

environments. Sun sells scalable computer

and storage systems, high-speed microproces-

sors, and a comprehensive line of high-

performance software for operating network-

computing equipment. Sun also provides a

broad range of solutions and services includ-

ing support, professional services, and educa-

tion. Sun is committed to investment in and

ownership of intellectual property, leveraging

our relationships with industry leaders, and

enabling Internet and network-based business

solutions. Sun’s vision is to ensure that net-

work services are available to anyone, any-

where, anytime, using any device.

About AXS-One

AXS-One (AMEX: AXO) is a leading provider of

Records Compliance Management solutions.

The AXS-One Compliance Platform enables

organizations to implement secure, scalable

and enforceable policies that address records

management for corporate governance, legal

discovery, and industry regulations such as

SEC17a-4, NASD 3010, Sarbanes-Oxley, HIPAA,

The Patriot Act, and Gramm-Leach Bliley. AXS-

One’s technology has been critically acclaimed

as best of class and delivers digital archiving,

business process management, electronic

document delivery, and integrated records

disposition and discovery for e-mail, instant

messaging, images, SAP, and other corporate

records.   

Get the details.

Get started today with the Sun Compliance

and Content Management Solution and find

out more about Sun’s portfolio of infrastruc-

ture solutions at www.sun.com/solutions


